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Executive Summary

Executive Summary

This summary provides an overview of the key benefits and difficulties of introducing
a national approach to electronic health records in Australia and discusses what needs
to be done to ensure that the benefits are realised and the difficulties overcome.

The electronic health record (EHR) is a necessary tool for providing person-centred
and continuing health care safely and efficiently in the modern information environ-
ment. It is not a stand-alone system in a doctor’s surgery or in hospital outpatients;
rather, it isalongitudinal collection of information about a person’s health that is stored
at the point of care, and which may be moved or accessed with the individual’s specific
consent by health professionals at other sites involved in providing care. Appropriate
and accountable access to this information (through necessary standardisation) is the
main technologica challenge to implementation of the EHR envisaged in the Health
Online policy document. Other challenges to the implementation of the EHR include
organisational and cultural barriers, legal issues, user acceptance issues, market issues,
as well as the leadership and vision of decision makers. Finally the ultimate challenge
is to establish and develop electronic health records in a framework that ensures con-
sumer confidence and trust while encouraging greater consumer participation in and
responsibility for health.

There are substantial benefits to consumers and health professionals, as well asto man-
agers, researchers and policy makersin implementing EHR systems. There are particu-
lar advantages if this can be done within a national framework which supports and
actively promotes use and communication of the EHR by consumers and health care
providers. The barriers can be overcome if sufficient attention is paid to the key issues
described in this report - in particular, the privacy of persona health information and
the acceptance of EHR systems by the health professionals.

There is some evidence that the use of an EHR leads to improved health outcomes. If
implemented appropriately, it can enable the consumer to take a more active role and
make more informed decisions about their health. The EHR can aid efforts to improve
the health of underserved populations while increasing the accountability of health care
professionals. There is no doubt that EHR systems can provide rapid access to health
records for health providers and improve the assistance available through personalised
decision support and speedy access to high quality information. The quality and safety
of data and security and efficiency of storage can also be improved through the intro-
duction of an EHR. From a management perspective the EHR can substantially
improve the quality and efficiency of health services, while enable reporting of various
attributes of the health care provided such as work patterns and trends. Finaly, the
EHR can be used for population and medical research as well as the systematic assess-
ment of the quality of care and outcomes across the nation.

There are important difficulties to consider - particularly the legal issues surrounding
privacy and security of data. The EHR needs to be a concise concept so that consumers
can be sure where their record is, what isin it and who has had accesstoit. The balance
between ease of (appropriate) access and security is difficult to manage. Further, some
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Executive Summary

1.1

groups in the population may be left out of the new health paradigm due to distance,
inappropriate demands or lack of resources. There are many technical difficulties to
overcome in fields such as data entry, EHR transfer and person identification. Health
care professionals are the key users and must find the system acceptable - achieving
thisis not straightforward and will certainly require training and support. The choices
we face are particularly difficult with the rapid changes taking place in the health infor-
mation environment and the sometimes divergent international developments in tech-
nology and information handling.

The experiences of Canada, New Zealand and the United Kingdom can prepare us for
the way ahead, but the ground remains largely uncharted. These governments have
made choices and enacted legislation. They have supported their EHR devel opments by
setting up organisations to administer components such as centralised databases,
national personal identification numbers and even clinical guidance. We must continue
to cooperate closely with international efforts and undertake complementary research
and development.

Indeed, as is demonstrated by the review of international and Australian experiences
provided in this report, both the costs and risks of developing EHR systems will be
greater if we do not take the opportunity to work within a nationally focused set of
technical and legidlative guidelines.

ASPECTS OF A NATIONAL APPROACH REQUIRED TO ENSURE BENEFIT

Benefit for
Consumers

Benefit for health
professionals

* The new paradigm demands an explicit legal framework for the EHR including

» arequirement for each site to publish clear information policies
and procedures to ensure appropriate work practices,

» anational EHR security and privacy framework with uniform leg-
islation, and

e a nationa approach to training health professions who access
EHRSs in the understanding of the duty of confidentiality and the
legal sanctions for not observing it.

* The needs of consumers and health professionals will have to be reconciled
through involvement of consumers in EHR system design so that the aims of
both parties can be achieved.

* Dataentry tools for consumers and a consumer ‘view’ of clinical (coded) infor-
mation need to be developed and the EHR architecture needs to evolve to sup-
port this.

e A suitable registration and certification scheme needs to be implemented for
health professionals who make themselves available on line - controls may be
required.

* Monitoring of EHR services needs to be established in various contexts to
ensure equity of accessfor all consumers.

* Health professionals must accept the EHR systems. To do this they

« must be involved in and feel committed to the introduction of
EHR systems, and

» should lead the introduction of the system.

e Introducing EHR systems must take place in a transparent and evolutionary
framework with best practice guidelines and careful change management.
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Benefit for
managers

Benefit for
software
developers

EHR systems must support clinical decision making and information access at
the point of care through

e astandard terminology and medication identifiers,
» standard messaging, and

» afast communications network available to the clinician at the
point of care.

EHR systems should support EHR transfer, access to audit tools, and future
proofing of EHRSs through a standard health record architecture

Consumer understanding of the need for student health professionals to under-
take supervised access to EHRs must be assured

A legal framework and best practice guidelines need to be established for

» security of health data,

e managing theintroduction the EHR,

» the balance of access and security appropriate in different set-
tings,

e system performance and useability,

 collecting management data as a by-product of recording care.

The introduction of apersonal identification number (PIN) needs to be carefully
considered to support management of health services.

The vision of the health system of the future needs to have a ‘ step wise’ imple-
mentation that is coherent and safe and reasonably inclusive.

Health care professionals and consumers need to be aware that the importance
of the EHR will often extend beyond the immediate consultation and for that
reason will need to be structured and carefully maintained.

Transparent methods of requesting and recording of consent for use of personal
health data for management purposes should be incorporated into the EHR
development.

A mechanism to bring about standardisation of EHR systems needs to be insti-
tuted, providing added resources for those who fully implement standards, some
of which must be passed on to system developers.

A balanced approach to the introduction of standards
» which are easy to implement,

» have alimited number of specific implementations (i.e. a generic
solution),

» aresupported by rapid expert decision making,

e areinternationally compatible where possible, and

» arekept up to date.

A commitment to ensure benefit from the introduction of standards through

» seeking acceptance by the appropriate industry body that the
standard is suitable,

» proposing reasonable time lines for implementation of standards,
and

» ensuring financial reward or at least no financial disincentive for
implementing these standards.
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Benefit to society

Priority areas

* The roles of the EHR are determined within the health model operating in that
State or Territory.

* Open standards are required to underpin the EHR which prevent ‘lock in’ to
proprietary solutions and maintain interoperability and communication.

¢ [ntroduction of a national health person identification number (PINS) to allow
record linkage and thus quality information for research and policy develop-
ment.

» Establishment of an agency to monitor and advocate for implementation of the
EHR, particularly for consumers and health professionals.

* Explicit accreditation of EHR systems through a transparent process and under-
taken by a body with a consumer focus and mandate.

* Nominated national organisations to undertake and advocate for the ongoing
development of the ‘building blocks' of the EHR and guide its use nationally.

The priority areas! requiring a national approach are:

1. A culture of trust and teamwork amongst consumers and health professionals that
enables shared care and cooperation.

2. Technical standards:

» Standardised terminology;

» Standards for communication of the record, parts of the record or
messages;

» A record architecture standard;

e Standardisation of security such as signature, non-repudiation,
authentication, and encryption;

3. A national legal framework that ensures confidentiality of personal health informa-
tion, accountability of clinicians through digital signatures and authentication systems,
and permanence, compl eteness and accuracy of data.

4. Anindustrial and market situation that encourages good quality systems to flourish.
The systems need to be provided with ongoing support and training of users and sup-
port use of the information for improved health care.
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2.1

Introduction

Health Online?, the Health Information Action Plan for Australia acknowledges that
the global information economy is changing the way we live and work. Computers
have the ability to store, read and process very large amounts of information and to do
so very quickly. These attributes have made them increasingly attractive to health care
providers who are sinking under a growing ‘mass  of records and other information.
Electronic health records (EHRs), and the consequent promise of a paperless (or less
paper) environment, have become the principal objective of those utilising information
technology to improve health care systems around the globe. However, the complexity
of health information and the lack of a common approach have continued to confound
these efforts.

Consumers, health care professionals and managers need to be sure that the transition
to widespread use of EHRsisin their interests. In particular, consumers need to be sure
that their health care, and ultimately their health, will benefit and that the privacy of
their personal health information is guaranteed.

This report investigates the benefits and difficulties, proven and theoretical, that arise

from the implementation of EHRs and considers what might be achieved from taking a
national approach to this process.

EXPLANATION OF APPROACH

211

212

THE PURPOSE OF
THIS REPORT

BENEFIT AND
DIFFICULTY

From a strategic point of view, the benefits and difficulties of EHRs and of introducing
a national approach, must be considered together. As will become clear, however,
assessing both costs and benefits, separately or together, is problematicl®®. This report
draws largely on evidence in the literature, on online information from information
technology and health organisations directly involved in developing aspects of the
EHR, and on considered expert opinion. Thus, the report incorporates both theoretical
and practical knowledge of, and experience with, the devel opment and implementation
of EHRs. Although financia issues are addressed in the report, there have been few
studies evaluating EHR systems from an economic perspective. The use of EHR sys-
tems in health care will probably require the development of new methodologies in
economic evaluation.

The purpose of thisreport isto enable heath consumers, health professionals, organisa-
tions interested in policy matters, Commonwealth, State and Territory Governments
and the information industry to have a clear understanding of the issues involved in the
development of electronic health recordsin Australia.

Both benefit and difficulty can be expressed in technical and human terms - oneis often
the corollary of the other. This report intentionally expresses benefit primarily in
human terms — improvements in cost, functionality or efficiency for the people con-
cerned with health care. Difficulties are expressed primarily in technical and ethical
terms - that isto say, the report identifies the barriers to achieving benefit.
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Introduction

2.1.3 METHODS

An extensive literature review was undertaken during the preparation of this report. A
search of the Medline database (using GratefulMed) with the thesaurus term “ Compu-
terised Medical Records’ was carried out for the period 1990-1999. Only papers where
“Computerised Medical Records’ was the primary focus of the paper were selected.
This yielded approximately 1000 entries. These abstracts or titles were reviewed by a
consultant and two research assistants and any articles describing benefits and difficul-
ties of computerised medical records were chosen. This left approximately 300 refer-
ences and the reference lists of these papers were also searched for further relevant
articles. An internet search was carried out and the websites of key information tech-
nology and health care institutions were examined for relevant information. Major
books on the subject, conference proceedings from AMIA (1997, 1998, 1999), the Cen-
tre for Advancement of Electronic Health Records (Towards and Electronic Health
Record Europe 99) and the Australian HIC (1998 and 1999) were scanned. A total of
643 articles, conference proceedings, books or chapters and reports were accessed in
preparing this report and more than 300 have been directly cited. Comments were
sought from the Electronics Health Records Taskforce on drafts of the report and
responses incorporated. The report also benefits from the authors' practical experience
in the area of health informatics over many years.
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3.1

Background

The setting for the development of electronic health records is an important considera-
tion when adopting a national approach. This part of the report defines the EHR and its

purposes, states relevant principles from the Health Onling? report and describes the
characteristics of the current health care environment.

SCOPE

3.1.1 WHATIS AN EHR?

When addressing the issue of electronic health records (EHR) it isimportant that there
isno ambiguity asto what is meant by the term. This section considers what constitutes
an EHR, the boundary of the EHR and the purposes of an EHR.

The term Electronic Health Record (EHR) iswidely used to refer to electronic, or com-
puterised records in health care, although the terms ‘Computerised Patient Record’
(CPR), ‘ Computer-Based Patient Record’ (CPR), ‘Electronic Medical Record’ (EMR),
‘Computerised Medical Record’ (CMR) or ‘Electronic Health Care Record” (EHCR)
are similarly applied and there is no consistent distinction between the terms.

The United States uses the term computer-based patient record or CPR and the Institute
of Medicine® P definesit as:

an electronic patient record that resides in a system specifically
designed to support users through availability of complete and
accurate data, practitioner remindersand alerts, clinical decision
support systems, links to bodies of medical knowledge, and other
aids.

The United Kingdom has accepted two kinds of electronic records in health care — the

electronic patient record (EPR) and the electronic health record (EHR)*. These con-
cepts are described below.

Electronic Patient Record (EPR) describes the record of the peri-
odic care provided mainly by one institution. Typically this will
relate to the health care provided to a patient by an acute hospi-
tal. EPRs may also be held by other health care providers, for
example, specialist units or mental health NHS Trusts.

Thus, EPRs are considered proprietary and it is usual for EPRs not to be able to be
transferred even to another site using the same EPR system.

Electronic Health Record (EHR) is used to describe the concept of
a longitudinal record of patient’s health and health care — from
cradle to grave. It combines both the information about patient
contacts with primary health care as well as subsets of informa-
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tion associated with the outcomes of periodic care held in the
EPRs.

Electronic health records are not available as yet in the UK but the Information for
Health policy statement and the ScopeEPR project both support “developing and
implementing a first generation of person-based Electronic Health Records, providing
the basis of lifelong core clinical information with electronic transfer of patient records
between GPs’.

For the purposes of this report, the division between EPRs and EHRs is not considered
to be particularly useful. Thus, this report will consider the Electronic Health Record to
be:

an electronic longitudinal collection of personal health infor-
mation, usually based on the individual or family, entered or
accepted by health care professionals which can be distrib-
uted over a number of sites or aggregated at a particular
source including a hand-held device. The information is
organised primarily to support continuing, efficient and qual-
ity health care. The record is under the control of a known
party.

FIGURE 1.

The electronic health record after Murphy et al.>P”.

Information from patient
< IS
Wellness data Lifestyle information

\

ERARERRARARERNNAAL

Multiple encounters with multiple health professionals over a lifetime

Information from
employers

Paediatric information -
Episode

Labour and delivery information

Perinatal information Information from providers
TIME

The Electronic Health Record (EHR) is an unusual concept - it isarecord, a set of data
- but it is not accessible without a computer system to interpret it. EHR systems provide
the mechanism for the communication of records or part thereof, afeature which differ-

entiates such systems from stand-alone medical record systems!. EHR systems operate
in a defined technical environment with organised and interoperable components ena-
bling management of and efficient access to information by qualified users viaa graph-
ical and potentially interactive multimedia user interface. Having launched an EHR
within a system, the data within the EHR can at once be manipulated, viewed in differ-
ent ways and processed into information which assists in the provision of health care.
EHR systems also ensure security of the record and the confidentiality of personal
health information.
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EHR systems vary in their level of complexity - from a simple application offering
reminders to a health professional in their day to day work to complex multimedia sys-
tems recording data continuously in an intensive care unit. In both the UK and the USA
efforts have been made to classify the levels of EHR implementations - levels 1 to 6 in
the UK and 1 to 5 in the USA. Names have been suggested for the levels in the USA
but using these will only add to the confusion over names. The USA criteria are more
stringent than the UK as expressed in Figure 2 below. Thus alevel 4 system in the UK
is about the same as alevel 1 system in the USA as shown below - both will have full
patient administration and pathology, partial radiology (reporting only) and electronic
prescribing with some decision support (e.g. medication interaction checking).

FIGURE 2. Levels of EHR implementation
| s
UK USA
Levels 4 Levels
6 3
N
E 2
©
5 | | 1
2 3 |
>
w |
2
| |
1 | |
Admin X-ray Decision Multi-site Move_ _
Pathology Prescribe Support  Paperless to Individual
Domains

3.1.2 THE ‘BOUNDARY’
OF THE EHR

3.1.3 THE PURPOSE OF
AN ELECTRONIC
HEALTH RECORD

full implementation
—————— partial implementation

The Good European Health Record Project® introduced the concept of the boundary to
the electronic health record. It isimportant to accept that if a patient is to have control
over the EHR, and if aclinician is going to be accountable for the use and content of the
EHR, then it must be absolutely clear to al parties what is and what is not in the health
record. Gordon et al” have also approached this problem in a hospital system environ-
ment. For the purpose of this document an EHR isall recordings entered or accepted by
a responsible clinician regarding the care of that patient. Thus, information does not
form part of the health record until a clinician has taken responsibility for that informa-
tion and entered it into the record. In the futureit islikely that thiswill extend to patient
themselves being able to enter information directly into their records. Controls will be
reguired so as not to invalidate rules by which important and automatic processes such
as decision support operate.

The electronic health record is an important tool supporting quality health care. Just as
there will be many different situationsin which it is accessed, the record can play many
roles in the provision of care to individuals and to populations. The following list of
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Supports
consumer
involvement

Supports
consumer health
care

Supports
communication

Supports
management and
quality
improvement

Supports
population health
care

Supports enquiry
and learning

functions of the EHR is based on a list from Shortliffe et al.8, GEHR®, Health Online?
and the ScopeEPR project®.

Protects personal privacy and reinforces confidentiality
Provides a consumer view of information
Accommodates consumer decision support and self care
Ensures accountability of health professionals

Accesses information for the consumer

Forms the basis of a historical account
Anticipates future health problems and actions.
Describes preventative measures

I dentifies deviations from expected trends
Accommodates decision support

Supports continuing, collaborative care and case management
Accesses medical knowledgebases

Allows automatic reports

Supports email generation and electronic data interchange (EDI)
Enables record transfer

Enables record access when and where required

Supports selective retrieval of information

Enhances the efficiency of health care professionals.
Supports continuing professional assessment

Facilitates management tasks and reduces routine reporting
Demonstrates and improves cost-effective practice
Accommodates future devel opments

Provides alegal account of events

Provides justification for actions and diagnoses

Supports policy development
Provides evidence for development and evaluation of programs

Supports clinical research
Assists with clinical audit
Supports medical education

These functions must be carried out in an environment of trust - aiding appropriate
sharing of and access to information while posing the absolute minimum risk to per-
sonal privacy. The privacy and security of health information is of paramount impor-
tance to all consumers - breaches will damage consumers and their trust in the health
care system and should be the target of appropriate sanctions.
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3.1.4 REQUIREMENTS
OF A HIGH
QUALITY
ELECTRONIC
HEALTH RECORD

Comprehensive

Structured data

Organised
information

Medicolegally
acceptable

3.2

Clinicians and patients need high-quality information systems to connect an individual
person or health record to a repository of knowledge that is relevant to the care pro-
vided. This should include relevant background information about the patient, drawn
from arange of individual health records across the health service and evidence-based
management protocols that can be directly applied to the care of individuals. A key
enabler for thisis alongitudinal, person centred and pan-enterprise EHR.

Good health records are not just a scattered accumulation of health related data about
individuals. Entries are made as formal contributions to a growing and evolving story,
through which the authors are accountable for health care actions performed or not per-
formed. At any point in time a patient's health record provides the information basis
against which new findings are interpreted, and its integrity, completeness and accessi-
bility are of paramount importance.

A comprehensive electronic health record needs to capture all of the necessary health
care information traditionally held in physical records, including:

* free-text, term set (coded) entries, with qualifiers, synonyms and abbreviations
* units of measurement, normal ranges and accuracy

 radiological images and bio-signals

* templates and standard data sets, derived from guidelines of best practice

* charts, tables, drawings and diagrams

e drug prescriptions, standard letters and reports, patient summaries

o derts, prompts and reminders

Clinical practice requires a rich and varied vocabulary to express the diversity and
complexity of each patient encounter. An EHR system must be underpinned by a com-
mon terminology to express clinical content, that can accommodate such freedom of
expression, whilst supporting the need for structured and semi-structured interpretation
of each entry.

A comprehensive EHR must enable statements to be grouped together under headings
and sub-headings in a clinically meaningful way. Aspects of certainty, severity and the
absence of findings must be capable of rigorous and unambiguous representation. For
example, a patient with only a family history of diabetes or in whom diabetes has been
excluded must not erroneously be retrieved in a database search for diabetic patients.

Electronic health records must be medico-legally acceptable, for example as legal evi-
dence, with arigorous audit trail of authorship and amendments. They must be imple-
mented within a formal security and access framework that ensures only the
appropriate persons connected with the care of the patient can retrieve and edit their
record. Health care information must be transferred between sites in a secure manner,
maintaining integrity and complying with regulations and legal requirements.

PRINCIPLES

The following guiding principles are based on those in the Health Online report and are
used to underpin the conclusions of this report.

* Consumers, providers and managers are encouraged to innovate in appropriate
use of information and communication tools.

¢ Information which is collected about individual health consumers is transferred
and used with their knowledge and authority.
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3.3

* Health consumers and providers are engaged at al stages of planning and devel-
opment of new information services.

e The public and individual interests will be protected - particularly in relation to
privacy.

* Therule of accessto the EHR will be accepted as being defined by the principle
of duty of care and explicit consent by the individual consumer.

* Information needed for research policy and planning purposes should be gener-
ated as a by-product of operation of systems primarily designed for supporting
health care ddlivery.

* Governments should concern themselves with |eadership, direction setting and
providing encouragement to the private sector, health providers and consumers
to participate fully in the information economy.

* Planning and coordination should be undertaken at a national level to ensure a
high level of coherence and consistency, and to eliminate duplication and waste.

* The costs and benefits of proposals to improve information management are
assessed to ensure a value for money approach to investment.

* |n order to take a national approach it will be necessary for some agencies to
control some aspects of the domain and the means of development.

CHARACTERISTICS OF THE AUSTRALIAN HEALTH CARE
ENVIRONMENT

3.3.1 CHARACTER-
ISTICS OF THE
AUSTRALIAN
POPULATION

Information and
the internet

Some features of the Australian health care environment will influence aspects of the
implementation of EHRs. The major features considered in this analysis are listed
under characteristics of the population, characteristics of the health care system and
characteristics of health care information systems.

Australia has an increasing proportion of older people in the population, with people
aged 65 and over comprising 12% of the population in 1998 and projected to make up
over 20% of the population by 20311°. People favour living in urban areas. In 1996
70.4% of the population lived in the metropolitan areas, 26.3% in rural areas and 3.4%
in remote areas'’. Over half the area of the continent contains just 0.3% of the
population’?. The Australian population is multicultural. In 1996, 2.5 million people
(or 15%) aged 5 or over spoke a language other than English at home'®. Australians are
heavy users of health services and have changing expectations; they expect more
choice, greater accountability, higher quality, more affordable services with easier of
access, greater equity and a more self care and autonomy.

Particular identifiable groups in the Australian popul ation have poorer health outcomes
than expected - the most pressing of these are Indigenous Australians.

In November 1999, 25% of Australian households had home internet access, an
increase of nearly 37% on November 1998. Six million adults or 44% of the adult pop-
ulation had accessed the internet at some time during the 12 months to November 1999,
compared with 31% of adults in same period the previous year'3. People are generally
seeking greater access to health information (including that held about themselves) to
enable them to make informed decisions and exercise control over their own health and
well-being - and are looking to the internet to provide this information. However, use
of computers and internet usage amongst the Australian population is uneven, drawing
attention to problems of access and equity. Data from the Australian Bureau of Statis-
ticsindicates that men are more likely to use computers and access the internet at home
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Internet usage

3.3.2 CHARACTER-
ISTICS OF
AUSTRALIAN
HEALTH CARE
SYSTEM

than women. Among adults aged 18 years and over 14% of men and 8% of women
used a computer daily’® and in the 12 months to November 1999 48% of men com-
pared with 39% of women had accessed the internet™3.

Internet usage is highest amongst young people and lowest amongst older people with
73% of 18-24 years having used the internet in the 12 months to November 1999 com-
pared with 16% of people aged 55 and over'3. Internet usage is highest amongst people
living in capital cities. In 1998 48% of capital city households had a computer and 19%
of householders had accessed the internet from home compared with 38% and 11%
respectively for households outside of the capital cities!®. Households with higher
incomes are more likely to have a computer and internet access'®. Adults with a higher
level of educational attainment are more likely to be internet users and the presence of
children in a household is a key determinant in the decisions to acquire a computer or
internet access'C,

It isimportant to recognise that women and the elderly are at present low users of the
internet and high users of health services. Parents of young children, who also require
more health care, are more likely to have internet access.

Health care in Australia consumes 8.5% of the gross domestic product (GDP) - about
$43 billion in 1998 - which is slightly under the OECD average” -. Only about 45% is
funded by the Commonwealth Government, with 32% from the private sector and 23%
through States’ and Territories' revenue.

Some aspects of the Australian health care system have implications for a national
approach to electronic health records:

* the consumer has the choice of provider when seeking care;
* thereisamixture of independent and government providers;

¢ Indigenous community controlled health services provide accessible and appro-
priate health care to Indigenous people;

* thegeneral practitioner isthe primary provider of medical care and acts, in most
instances, as a gatekeeper for access to investigations and specialist care;

* thereis, increasingly, a partnership between patient and health care professional;
» dlied hedlth professionals are taking a greater role;
e consumersincreasingly seek care from alternative health practitioners;

* therapid increase in the number of new services and products from research and
via new technologies, results in new information types and recording require-
ments; and

* inequalitiesin health care and outcomes continues to be a problem among disad-
vantaged groups, particularly Aboriginal and Torres Strait Islander peoples.

Alternative models of funding and care provision have been evaluated in the form of
‘co-ordinated care trials' throughout Australia - the products of thiswork are soon to be
available. ‘Blended payments - a mixture of fee for service and incentive payments -
are now the basis for remuneration in the independent primary care. These funding
models both require information handling and offer ameans of funding it. The Practice
Incentives Program (PIP) has altered the acceptance of computer assistance in practice
management and prescribing in primary care through new incentive payments. The
rates of computer use have increased dramatically since the PIP has been operating in
Australia. In February 2000 sixty-five percent of general practices which had enrolled
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3.3.3 CHARACTER-
ISTICS OF
HEALTH
INFORMATION
SYSTEMS

in the PIP are using electronic prescribing and 79% of GPs are claiming payment for
access to email and the internet.

Some aspects of health information systems used in Australiathat have implications for
anational approach to electronic health records are:

the principle of ‘duty of care’ dictates access to the health record;

increasing computerisation of general practice in an uncontrolled environment;
increasing el ectronic messaging between providers — especially pathology;

HL7 messaging has been accepted as a standard by Standards Australia but is
not yet widely used in communications;

adiverse range of hospital systemsare in place with limited clinical information
beyond test results in most settings and there is no fully integrated EHR in Aus-
tralia sinpatient setting';

hospital systems are generally built from a number of providers (best of breed);
and

expansion of information and telecommunication technologies in health care
delivery as described in From Telehealth to E-Health - The Unstoppable Rise of
E-Health (1999)*°.
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The nature of the
evidence

Benefits of an Electronic Health
Record

The benefits of electronic health record systems are discussed in this part of the report.
It must be stated from the outset that the body of scientific evidence demonstrating ben-
efits from the implementation of an EHR is not overwhelming. Much of the evidenceis
gained from the computerisation of different clinical processes in isolation - almost
awayswithout atrue EHR. However, it isvirtually certain that the clinical benefits that
have been demonstrated will be substantially greater when these computerised proc-
esses work with a longitudinal EHR. Likewise, the economic benefits will be substan-

tial when all processes are computerised®.

Methods for determining the level of benefit vary in type and quality. A systematic
review of empirical evidence in primary care over 10 years to 1994 uncovered 30

paperst® and a similar review of evidence in a hospital setting over 5 years to 1995

revealed 55 papers'®. The most recent review of clinical decision support in 1998
showed more studies were being conducted, and that the studies themselves are of

higher quality?°.

It is worth noting that almost all research has been done on systems that are not com-

mercialy available?! and hence there is no certainty that the same functionality can be
delivered in acommercial environment.

We have classified the evidence for benefit in the following manner:
e Empirical (E)- the results of scientific enquiry or formal evaluation which has
been consistent across different implementations;

e Priority (P)— athough this benefit has not been demonstrated empirically, it is
widely accepted as a benefit of true EHR implementation and a high value is
consistently placed on this by stakeholders as evidenced through research, eval-
uation or repeated expression in publications;

* Financial (F)- cost-effectiveness has been demonstrated (or not) using financial
modelling, and;

* Theoretical (T)— benefit that is expected to accrue in the opinion of experts,
based on their knowledge and experience of the area.

Grades of evidence for benefit are given within each category:
e Grade 1 — well documented and research methodology accepted unanimously
by the consultants

¢ Grade 2 — Adequately documented and methodology accepted by at least 2/3 of
team

¢ Grade 3 — not adequately documented but accepted by at least 2/3 of the team
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4.1

Thiswill be presented in the text in the form of aletter and number classifying the evi-
dence simply. For example:

[E1] meaning scientific evidence which is well documented; or
[P3] meaning high stakeholder value, poorly documented but felt to be important by 2/
3 of reporting team.

Different benefits will accrue at different levels of implementation of the EHR system.
The NHS executive in the UK have attempted to delineate these benefits at the different

levels of implementation in secondary care?.

A GREATER CONSUMER FOCUS IN HEALTH CARE

Much of the evidence in this section is drawn from documents® 24 25. 26, 27, 28, 29, 30, 31,
33 produced or referenced by key consumer organisations.

Increased access to education and dual incomes has meant that there is a generation of
consumers who are ready, willing and able to take advantage of the new information
age. They are interested in health, willing to challenge health professionals and ques-
tion the basis for their advice.

TABLE 1.

4.1.1 A MORE ACTIVE
ROLE FOR
CONSUMERS

Driving forces, in The Future of the Internet in Health Care®

Driving forces from a consumer perspective
21st century health care consumers «  Cash, College, Computers

Experience with other industries * internet shopping and email

Characteristics of the internet e Cheap, easy to use, demo-
cratic, not constrained by dis-
tance, increasing functionality

Market forcesin health care » exposure of health careto
usual market forces

« Evidence: E2, T2. The changing nature of health care is evident to al. Patients
increasingly come to the consultation with information about their health problems or
the diagnoses they consider to be likely. Their ideas may be based on the results of a
medline search or from a website they have accessed through the internet. The consul-
tation is also changing®. The computer, present at the time of consultation, offers the
possibility of accessing information very rapidly. It becomes the third party in atriad -
the patient, the doctor and the computer - working to maximise the benefit to the patient
and the efficiency of the interaction.
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FIGURE 3.

Consumers
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Timely and appropriate access to and exchange of EHRs can empower consumers®
and facilitate a greater consumer focus in health care®®, a stated objective in Health
Online? P12

Health consumers should be able to access their personal health
information and it should be accessible across different services
and across national and international borders in the interests of
their own health care.

However, consumer benefitswill only be maximised if, in the process of gaining access
to their EHRS, their privacy and security needs are adequately safeguarded®’. Consum-
ers, therefore, need to be in a position to control and monitor the access and contents of
their EHRs; including control of disclosure of data appropriate to the type of care
received.

Consumers need to be directly involved with creating their health records - for a
number of reasons. First, the patient’s perceptions must be captured in the record in
order to measure outcomes subsequently®®. Second, patient information needs to be
reviewed for accuracy and completeness. Paediatric records have been shown to be
more accurate and complete when parents were given access to enter information
directly into the record®. Finally, direct involvement in their records may improve
patients' health. Liaw’s study of computer generated patient held health records con-
cluded that the patient held record is “an important determinant of patient participation
in information and responsibility sharing, health promotion, and disease manage-
ment”“0, Patients can be productively involved in negotiating the outcomes sought
from clinical interventions and can tailor computerised decision support to their situa-
tion and need*’. As the Consumer Focus Collaboration Strategic Plan*? notes:

There are many studies which show a positive relationship
between more active consumer involvement in their own health
care, supported by the provision of health information, with
improved health outcomes. Moreover, evidence suggests that con-
sumer access to their health records can have therapeutic benefits
for consumers.

There is increasing evidence that EHRs are accepted by consumers®™. A systematic
review of general practitioner consulting suggests that consumer satisfaction is not

affected when the clinician uses a computer'®. However, patient initiated activity may
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Online access

Consumer view of
EHR

be reduced with a computer present as the clinician’s agenda is extended by access to
information, although this may be offset by better clinician performance.

When given the ability to access their own health records online - almost all consumers

take up the opportunity®. Three quarters of the consumersin the study were most inter-
ested in the historical aspects of their health care. Enabling on line access will require,
at least in the short term, more time from health professionals. One in four problems as
entered in the record required more information from the clinician and one in four
patients had queries about possible inaccuracies.

Efforts have already begun to overcome some of these problems with a consumer axis,

or view, of the NHS Clinical terms (or Read codes)®. Clinical terms are presented in
language use by the public: for example, a term such as “anterio-inferior myocardial
infarction” is presented as “heart-attack” . Software tools can be built to offer an online

explanation of the EHR, tailoring the information to that particular patient?.

Consumers have demonstrated some preference for hand held computers - especialy
when they are entering information®’. There is a preference for receiving written infor-

mation - particularly patient information leaflets*®®. The EHR will enable personalisa-
tion of thisinformation in the future.

 Implicationsfor a national approach in Australia

¢ Thedriversfor consumer access to the EHR are:
» provision of individually tailored information for the consumer;
 correcting and adding to the content of the EHR;
e gaining an understanding of their health in historical terms;
e assisting in informed decision making and reviewing current
management;
» enabling improved and evidence based self-care; and

» through access to information, the development of greater trust
between consumer and health professionals.

¢ With access, EHRs are widely accepted by consumers as a valuable
resource in achieving and maintaining health. Consumers are far
more likely to access them onlineif thisis possible, rather than at the
time of consultation. Interaction in a clinical setting may be more
acceptable with small hand held devices which are more private and
lessintimidating. Touch screens have been found to be most accepta-

ble to consumersin the UK*°.

¢ Clinica terminology used at present is not straightforward from a
consumer perspective and efforts are required to ensure there is a
consumer axis for terminologies used in clinical care.

& If consumers are to use the record then they will want to have some
say in the design of tools for that purpose. A set of guidelines for
involving consumers in EHR development and utilisation is required
and research and development of toolsto aid consumer access to and
utilisation of their personal health information.
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4.1.2

INFORMED
DECISION
MAKING

Consumer online
resources

* Evidence: T2. EHRs enable consumers to become better informed about their health
care, particularly since the information and communication benefits of the internet
make it easier for consumers to find out how to care for themselves, develop a better
understanding of their diagnoses and make informed choices about their treatment

options®. As areport by the RCGP Health Informatics Task Force in the UK states:

The influence of the information society has already led to therise
of the citizen as an active consumer of knowledge, enabling them
to participate actively in situations where previously they were
passive recipients. This is likely to extend to healthcare, as soon
as publicly accessible health information infrastructure comes
into being.

Itis estimated that at least 100,000 websites have health related content®:. Furthermore,
the internet makes it easy for consumers to access information from other countries as
well astheir own.

For thefirst timein the history of medicine consumers have equal
access to the knowl edgebases of medicine®.

For example, consumers may access.

* Medline, the online database of the National Library of Medicine in the USA
through Pubmed, a free access search engine, established in 1997 (http:/
www.nchi.nlm.nih.gov/PubMed). PubMed enables consumers to search the 15
million citations and abstracts from over 3,900 bio-medical journals that are
contained in the National Library of Medicine. More than 50,000 people visit
PubMed each day and an estimated 325,000 searches are made daily. Moreover,
the National Library of Medicine estimates that non professional's conduct about

onethird of all searchesin the system®.

* The Virtua Hospital website of the University of lowa (http://www.vh.org).
This website has 35,000 pages of information for health professionals and
patients and it attracts about 4 million hits a month. Although it was set up with
a clear distinction between the information needs of the public on the one hand,
and of health professionals on the other, this distinction has broken down and it
is estimated that consumers conduct 70% of the searches of the Virtual Hospital

website™.

¢ The Canadian Arthritis Society's website (http://www.arthritis.ca) has more than
14,000 pages available for physicians, researchers, other health professionals
and consumers. The website is maintained by professionals and volunteers and
receives more than 12,000 hits a day, with 40% of them originating outside of

Canada™.

e HealthLink, a consumer information resource, established by Sydney's West-
mead Hospital in 1986. HealthLink provides online and disk based information
on health services, infrastructure and books.

* Various online support groups provide support and advice about particular med-
ical conditions and diseases for both patients and their carers. A recent report by
the Benton Foundation in the USA suggests that consumers may find it easier to
attend electronic chat groups, bulletin board systems and online forums than
face to face meetings™.
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4.1.3 EHRS CAN
IMPROVE THE
HEALTH OF
UNDERSERVED
POPULATIONS

A number of guidebooks are now available which help consumers and health profes-
sionals find health related websites. For example, Webdoctor >3 and How to find Health
Information on the internet> briefly describe health related websites providing infor-
mation on fithess and diet, children's, men's and women's health, sexuality and fertility,
substance abuse, aging, long term care and rehabilitation, biomedical education, pre-
scription drugs and medicines, plastic surgery, dental care and alternative medicines, as
well as sites covering specific diseases and conditions.

EHRs can also be linked to computerised information databases enabling health pro-
viders to deliver personalised health information to consumers at the point of care.
Information about an illness, medicine or treatment can be printed out for a patient to
take home and refer to later. A tria undertaken in a large oncology unit in Scotland
found patients preferred information that was individualised by a link to their medical
records®. Furthermore, a 1996 USA survey found that consumers ranked “information
from my own doctor’s office” asthe type of online health information that they desired
most>®. Many patients are also interested in exchanging emails with their doctors,
something that has only recently become areality for general practitioners®”.

 Implicationsfor a national approach in Australia

¢ Accreditation of providers of health information online will assist
consumers in their choice and handling of the material offered. Insti-
tutions such as the Health Issues Centre (http://www.vicnet.net.au/
~hissues) are devel oping websites for this purpose. Seamless integra-
tion of access to such online material should be a feature that is
allowed for in Australian devel opments.

« Evidence: E3, P2. EHRs can improve the health of underserved populations. Studies
of computer usein UK general practice which were conducted in deprived populations
have shown more results consistent with improved care than in the genera
population®®. This may represent increased opportunistic case finding in this setting.
Couzos™® in the Kimberley and Fraser in Arnhemland have demonstrated increased
recruitment of high risk Aboriginal women for routine Pap test screening through use
of a computerised process tool. Health professionals working with homeless popula-
tions have also found EHRs improve the care offered in this setting®6°.

Information technology also makes the delivery of health information in languages
other than English cheaper and easier. In South Australia the Migrant Health Serviceis
using video-conferencing technology to provide more flexible and less expensive inter-

preter services than previously®?.,

Similarly, EHRs assist the delivery of telemedicine, of particular benefit to both pro-
viders and consumers in remote areas of Australia. As a 1999 report by the European
Group on Ethics in Science and New Technol ogies to the European Commission®® sug-
gests "The EHR opens the possihility of telemedicinein which a practitioner can give a
consultation without the physical presence of the patient”. EHRs also facilitate the
development of tele-homecare, enabling patients to remain in their own homes with

monitoring and support systems that interact with their personal health records'.
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41.4

IMPROVED
ACCOUNT-
ABILITY IN
HEALTH CARE

4.2

« Implicationsfor a national approach in Australia

¢ Monitoring of service in different contexts is important to ensure
equity of accessto EHR services across the Australian health service.

 Bvidence: E2, P2. From a consumer perspective, EHRs can facilitate a consistent
approach to the monitoring and reporting of the outcomes of care by provider

organisations®? and avoid problems relating to the legibility of hand writing in paper
based records®®. Moreover, studies indicate that when consumers are given access to
their medical records the quality of record keeping improves®. As Carter*? points out:

Access to their medical records makes consumers more comforta-
ble with their distribution...access is not just about privacy, but
also facilitating communication, informed consent to treatment
and quality of healthcare.

With right of access to their medical records consumers are able to:

* check the accuracy of their records®*;

* supplement the information contained in their records®%P15,

* make informed decisions about whether to give or withhold consent concerning
the use of their records®*;

* review the ‘log’ or who has gained access to their record®®; and

* make informed decisions regarding complaints they may want to make concern-
ing their health care®.

Interestingly, despite concern by consumer advocates in the UK, there has been no liti-
gation concerning access to health records and little demand from consumers to for-

mally access their own records®.

« Implicationsfor a national approach in Australia

¢ Consumer access to EHRs is critical to good functioning of those
records and trust between providers and consumers.

IMPROVED HEALTH OUTCOMES

« Evidence: E2. Consumers must benefit from the introduction of the EHR. Ideally this
benefit should include better health®” - not just the provision of more efficient and
cheaper health care - to better informed consumers. There is some evidence that this
can be achieved. Researchers have addressed this issue in detail in some systematic

reviews and the number of papers published each year on this topic is increasing'® 2
19,41

Much of the work that has been carried out involves specific disease states and particu-
lar computer programs to assist in patient care. For example, in an early randomised
controlled trial, computerised feedback on hypertensive care by genera practitioners
led to areduction of 5mm Hg of diastolic blood pressure and 4 fewer visits per year in

the intervention group®. Computerisation of diabetic care was reviewed by Balas and
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Preventing
adverse events

Reducing length
of hospital stay

colleagues and found to have been beneficial in 12 of 15 of the more rigorous trials.
The outcomes achieved were better control of blood sugar and also a lower frequency

of dangerous low blood sugar levels? 7°,

Adverse drug events are the most common type of iatrogenic injury and probably occur
in a serious manner at a rate of approximately 7% of hospital admissions’. Three
patients per 1000 admitted to hospital will die and one will suffer serious long term dis-
ability due to adverse drug events - and it is thought that as many as 78% of these may
be prevented by improved information systems’.

Patients can benefit from a shorter length of stay in hospital as a result of improved
care. A before-after study undertaken in an Intensive Care Unit with aclinical decision
support tool to assist in the use of appropriate anti-infective prescribing (largely of anti-
biotics) reduced overall length of stay significantly. This study’® demonstrated that the
computer assistance led to:

* areduction of orders for drugs to which the patient was known to be alergic (35
v 146, p <0.01);

¢ areduction of excess doses (87 v 405, p<0.01);

* areduction of prescriptions to which the infection was not susceptible (12 v 206,
p <0.01);

¢ areduction in the mean days of taking the excess dosage (2.7 v 5.9, p<0.002);
* areduction in adverse events caused by infective agents (4 v 28, p<0.02);
¢ areduction in the length of hospital stay (2 days, p<0.001).

The reduction in length of hospita stay was achieved with considerable savings
(although it is this aspect of the study that has been criticised most). Earlier studies by
the General Accounting Office (GAQ) in 1991 support these findings with a reduction

of average hospital costs of US$600 - because of shorter length of stay>P>3.

A systematic review of clinical decision support® showed that out of 68 studies only
14 assessed patient outcomes. Of these only six showed any effect - all positive. Of the
remaining 8 studies only 3 had a power of greater than 80% to detect a clinically impor-
tant effect.

On a different note, Ogushi and colleagues in Japan’ have investigated and eval uated
public health programs initiated on the basis of information derived from a regional
health database linking hospital health records. They have shown some successin alter-
ing behaviour (e.g. exercise, alcohol consumption) and health parameters (e.g. liver
function tests) in groups through specific health education for consumers and health
professionals.

 Implicationsfor a national approach in Australia

¢ Meaningful and valid evaluation of EHR implementationsis required
to monitor the benefit and harm to consumers and their health.

¢ The expertise and capacity to carry out this work needs to be devel-
oped and maintained in a form that is likely to serve the interests of
CONSUMErS.
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4.3

¢ Studies that measure patient outcomes need to have sufficient (statis-
tical) power - an issue that may have funding implications and needs
to be brought to the attention of the NHMRC.

IMPROVED AND APPROPRIATE ACCESS TO HEALTH RECORDS FOR
HEALTH PROVIDERS

431

THE ABILITY TO
SHARE PATIENT
DATA AMONG
DIFFERENT SITES
WITHINA HEALTH
CARE SYSTEM

EHRs make possible simultaneous access by different health professionals at multiple
sites™, an important benefit as "health care services have become highly specialised
and providers often work closely in multi-disciplinary settings' P12, In arecent article

in the Victorian newspaper, The Age,”® Professor Bob Douglas, from the National Cen-
tre for Epidemiology and Population Health, describes the present fragmented paper-
based record system as a "formula for failed management and fatal mismanagement":

Our health record system in Australia is dangerously inadequate
because so many different professionals in so many different set-
tings are now involved in the health care of different patients...
Doctors and other health workers are often unaware what care
has been given by others to the patient before they see them and,
unless the patient has a prodigious memory and can explain pre-
cisely what others have done for them, they have no way of find-
ing out.

Electronic records can be promptly accessed from any location, even internationally,
across a communication link or network. This is an obvious benefit to Australian peo-
ple, many of whom are increasingly mobile, travelling away from home for work and
leisure purposes. In particular, the ability to provide quality emergency care is
improved by the rapid transfer of health information that the EHR makes possible®?.

« Evidence: P1. Linkage of health records for a particular patient from different health
record sources is possible with EHRs in a way that is not available to paper records.
Records kept at different sites, or within a health care facility, can be linked, merged
and shared to create a single ‘virtual’ health record. There are two approaches to pro-
viding this facility. First, the data from different systems may be aggregated in real
time and displayed to the patient and health care professional - this approachis called a
federated system approach. Second, the information may be stored in such away asto
enable aggregation at the information storage level - this approach is called a standard
health record architecture. Both approaches ensure that comprehensive health informa-
tion can be shared between providers - all graphic data (e.g. x-rays), correspondence
and reports (e.g. referrals) and signal data (e.g. heart sounds) relating to a patient can be
viewed within their electronic record.

Both health care managers and administrators (72%) and health care professionals
(73%) rated the ability to share patient data as the highest priority implementation issue
in the Medical Records Institute’s ongoing EHR survey®. This is because it is most
likely to remove frustration and lead to real efficiency savings. Patients are also likely
to benefit from less delays, less repeats of tests and more appropriate care when clini-
cians readily have their EHR available. Sharing records was identified as a key benefit
to hospitals in the UK Audit Commission Report”’ stressing the belief that ongoing
careis better supported by community based health professionals.
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CareWeb at Beth Israel”™ and others®® offer real examples of a ‘federated approach’
which allows information held at many sites to be viewed through a web browser. This
can then be used as a ‘virtual’ health record and has the advantage of making use of
legacy systems - which often store a considerable amount of data. However there are

certain pre-requisites®® to achieve benefit:
¢ an agreed record structure (database schema);
» shared concepts of professional process;
¢ asystem of unambiguous person identification;
* acore set of information about patients;
¢ protocolsto maintain confidentiality;
¢ common terminology and coding;
* agreed interfaces between agencies,
e an appropriate information technology infrastructure;
* acceptance by patients; and
* acceptance by clinicians.

Sharing health records must also be considered in the wider context - enhancing team-
work and informed integrated care are both major opportunities for benefit from EHR
systems®L. Branger and colleagues’™ describe efforts to share diabetic care with mes-
saging between EHR systems in the Netherlands. They demonstrated greater communi-
cation of information, more complete records at each site and a decrease in HbAlc
levels - amarker for diabetic control.

Sharing information is now a priority in primary care. Rigby et al 8! have proposed that
an integrated record that supports shared care and managed care is crucia to the work
of extended primary care teams providing the prospect of a“shared clinical perception
of apatient’s problems and needs.” The authors go on to state that “ seamless care is dif-
ficult to achieve without seamless information.” This authoritative paper, written from
a multi-disciplinary perspective underpins the need to involve al sectors of care in
EHR devel opment.

TABLE 2.  Primary care EHR features, from Rigby et al.8

Principles of the primary care team Options for where the record should
EHR reside
e Onerecord that can be read and » General practice

added to by any health professional e Community centres
* Oneintegrated plan for the support  «  Virtual ‘integrated’ record

of apatient «  Trusted third party
e Unidisciplinary views of therecord Consumer held
available

»  Formal messaging between different

e Consumer to control access to sen- systems

sitive information

e Enable monitoring of quality of
care and teamwork

There are mgjor technical difficulties (which are dealt with in Section 5.4 on page 66)
associated with the sharing of health information across different systems. Despite
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nearly 20 years of development and amajor national project to overcome this®2, a print
out of the EPR is al that is available for the future practice when a patient moves and
this is often far inferior to previous hand written records®. Van Bemmel®* describes a
federated or ‘virtual’ health record approach as an interim means of overcoming these
problems. Approaches that describe a standard for the architecture of the EHR, such as

the Good Electronic Health Record (GEHR)® and the HL 7 Patient Record Architecture

(PRA) address the issue of sharing information comprehensively.

« Implicationsfor a national approach in Australia

¢ The sharing of health records has aways been limited and remains

the magjor frustration in EHR development to date. Investigating fed-
eration of legacy systems through web based technology remains
attractive where there is agood deal of commonality.

There are a number of initiatives that aim to overcome this barrier of
sharing health information in a diverse but complementary manner.
The first is ssmple messaging between systems - HL7 is the leader in
this field. Their Patient Record Architecture initiative takes this
approach to enable sharing of documentsin a machine readable man-
ner and is converging with CEN efforts. CORBAMed is a technical
group which aimsto allow this sharing to be at a system level without
the need for text-based messages (ASCIl) and has developed the
application interfaces to alow this. GEHR offers a generic EHR
information model that further standardises all these efforts by pro-
viding a standard architecture for the EHR within the system.

Even though the lowest level mechanism for standards has been
accepted - HL7 messages - it is not necessarily the simplest as the
detailed structure of each message has to be agreed and the means of
incorporation into each system has to be devel oped.

However, agreement on and design of a record architecture isaso a
lengthy process, and while it promises to relieve much of the imple-
mentation difficulties and does not dictate the format of the record,
this approach is as yet unproven.

FIGURE 4.

Strategies for sharing of health information
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4.3.2 TIMELY AND
APPROPRIATE
ACCESS TO
PERSONAL
HEALTH
INFORMATION
AND RECORDS

Data Guardians

* Evidence: P1. A properly designed and implemented EHR can be accessed quickly
and securely by any consumer or health professional around the world if the site of care
and the EHR source are connected via the internet. This access can extend to 24 hours
per day if desired and even via a mobile phone or satellite. This is an objective of

Health Onling?P12,

Health consumers should be able to access their personal health
information and it should be accessible across different services
and across national and international borders in the interests of
their own health care.

The NZ Health Information Service (NZHIS) isin no doubt that availability of records

will be much greater after the move from paper to the EHR®. Increasing health profes-
sionals' access to patient records is often used as an argument in favour of EHRS -
though this is generally restricted to one site and to the increased access compared to

using paper records®’. Access was acknowledged as a key benefit of EHRs to hospitals

by the UK Audit Commission Report’” - providing easier access to medical history and
summary patient details at Admission, in the Emergency Department and Outpatient
Clinic.

EHR systems inherently offer increased access to patient data through their ability to
search through an electronic record for specific information®. Access to information
may be particularly important in specific domains, such asin mental health care®.

Timely and appropriate access to and exchange of EHRs will benefit consumers, health
professionals and managers but poses a great threat to consumers - loss of privacy - and
some threat to health professionals who may feel uncomfortable with their records

being available to whom ever the patient wishes. The Caldicott Report® in the UK has
described the role of data guardians - protecting consumers privacy - and states that this
should be done by senior clinicians. Training programs have been developed and a
manual for registered guardians. These guardians are expected to undertake a program

of action which includes®:
* amanagement audit of current practice and procedures,
e annual plansfor improvement that will be monitored;

¢ theintroduction of registered access authorisation to certain patient information
held outside the organisation; and

* the development of clear protocols to govern the disclosure of patient informa-
tion to other organisations.

 Implicationsfor a national approach in Australia

& If consumers are to control access to EHRs, there must be a secure
method for this to take place with atrusted senior clinical ‘ controller’
or ‘data guardian’ at each EHR site. Sources of EHRs must be known
and their controllers held responsible for making them availablein a
secure manner. Further, the mechanisms by which this access will be
available must be consistent nationally. The options are messaging,
CORBAMed interfaces, Web view and federation of different sys-
tems and/or GEHR extract and transfer.

26 of 128



Benefits of an Electronic Health Record

4.4

¢ Computer systems must be reliable and barriers to access must not be
SO great asto impede health care.

IMPROVED SUPPORT TO PROVIDERS

4.4.1 PERSONALISED
DECISION
SUPPORT

The information in the EHR is static, but can be displayed and processed dynamically
and selectively. This allows multiple views of the EHR to be obtained virtually
instantly depending on the needs of the provider (e.g. problem-oriented, health sum-
mary, medications, chronological etc.) - something that also improves efficiency®.
Further, the information can be automatically processed to assist the health professional
and patient in making decisions.

To achieve maximum benefit from implementing an EHR, four conditions must be
met3P47:
* users must have confidence in the data;

* they must use the record actively in the clinical process, at the point of care;

* they must understand that the record is a resource beyond direct patient care;
and

* they must be proficient in the correct use of the system.

These conditions must be met before the EHR can be relied on to hold the information
required to make safe clinical decisions and support automated processing.

« Evidence: E1,F2. Computerised decision support systems are computer software sys-
tems that are designed to aid health professionals when making important decisions. A
system usually takes the form of provision of assessments or prompts which are spe-
cific to the individual and are selected from a knowledgebase according to their
characteristics*. Decision support benefits the patient as it provides ‘just in time' noti-
fication of best practice or possible adverse effects. Clinicians benefit from the conven-
ience of getting relevant information at the moment it is required. Managers benefit
from the cost savings potentially associated with evidence based care and avoiding
adverse reactions - which are likely to be considerable.

The EHR underpins the success of such systems by providing detailed information on
which to base decisions. The EHR needs to be organised in away that allows saf e auto-
matic processing for this purpose. Apart from supporting decision support, the EHR
itself can contain prompts and alerts. The Good Electronic Health Record architecture,
for example, describes specific information structures that convey key prompts to
health professional's opening the record.

To date, the most experience with personalised decision support has been with pre-
scribing. Health professionals are no longer in a position to retain information about &l
medication interactions®”. Wyatt®® has concluded that computerised prescribing
improves accuracy, appropriateness, speed and cost of prescribing. His analysis of UK
studies suggests that a little over one minute of clinician’s time is saved per patient:
phoned requests from patients are reduced by up to 38% and there are 5% fewer inquir-
ies from pharmacists. Cost savings of up to 30% have been documented. Accurate
records of prescribing increased from 42% with manual systems to 95% with computer
assistance.
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Generic solutions
are required

At the Good Samaritan Regional Medical Centrein Arizona, acomprehensive prescrib-
ing support system ‘fired” 1116 times during 13,521 admissions over a six month
period. These alerts identified serious risk to the patient at a rate of 64 per 1000 admis-
sions - 44% of these were not recognised as risk situations by the physician prior to the
alert’? Further study on the same data showed a 55% reduction in serious non-inter-
cepted prescribing errors - from 10.7 events per 1000 patient days to 4.86 events per
1000. Team review, with its attendant cost and inconvenience, conferred no benefit

over the computer assistance®*.

Decision support can improve adherence to drug formularies® by simplifying stock
control and clinician information needs. One positive outcome is a reduction in the
need to keep track of possible adverse reactions which is now beyond the capacity of
health professionals without decision support.

Most research has taken place in hospital. The more specialised setting makes the
design and implementation of such systems more straightforward. In primary care
Delaney and colleagues conclude that computerised decision support systems have
great potential for primary care but have not addressed the needs of clinicians ade-
quately. These needs encompass far more than just prescribing which inclines to alack

of demonstrable benefit*.

Computer assisted diagnosis®, on the other hand, has made little progressin the last 40
years, and, except for use in very specific situations, is not accepted by clinicians®.

As decision support tools process patient-specific data, they offer so much to health
professionals and consumers: a promise that is yet to be fulfilled in a generic sense, as
at present each tool is tailored to specific clinical information systems and contexts.
Ideally, such systems require careful and local evaluation before purchase, something
that is not possible due to the fact that decision support systems are, at present, bound
to particular clinical software. It is widely accepted that clinical decision support sys
tems will increasingly affect decision making in health care and maximising this bene-
fitislargely dependent on standardisation.

At present comprehensive decision support’? systems usually operate with no database
of medical conditions or problems but simply use demographics, pharmacy orders,
drug allergies, radiology orders and laboratory results. A more complete EHR would
probably increase the benefit of this system to the patient although it would require a
more comprehensive decision support tool.

» Implicationsfor a national approach in Australia

¢ Clinica decision support has been demonstrated to make a difference
in many areas, but particularly prescribing and prompting for pre-
ventative procedures. There is much delay in making such systems
available in hospital settings.

¢ The EHR requires generic decision support tools, that is to say, tools
that can be used in different settings and with different clinical appli-
cations. There are three  (not necessarily exclusive) approaches to
consider for general implementation of decision support:

e adatabase of information and an instruction set on how to imple-
ment this within each software environment (e.g. Prodigy One,
www.schin.ncl.ac.uk/);
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4.4.2 ACCESS TO HIGH
QUALITY
INFORMATION

» astandard method for expression of rules (such asthe Arden Syn-
tax or GLIF) as all decision support would be written using these
‘languages’ and implemented locally; or

e generic decision support engines (e.g. Prodigy Two) - offered asa
standard component for implementation.

¢ A standard EHR architecture potentially simplifies implementation
issues - the alternativeisfor every system developer to implement the
system in their specific context. This may lead to fragmentation and
safety issues that are difficult to assess.

¢ The barriers to implementation of these support systems are great -
authoring and maintenance of generic guidance requires sophisticated
tools that are still being developed. Even with such tools available,
authoring is expensive and may only be affordable with international
cooperation.

¢ Safety of decision support is presently unregulated and issues such as
processing EHRs with missing data must be addressed as well as for-
mal evaluation procedures. The topics of research into the perform-
ance of clinical decision support have been medication dosage,
diagnosis, prevention, disease specific systems (e.g. hypertension or
diabetes) and others?. This research needs to continue as there is
great potential to assist health professionals in offering safe evidence
based care in atimely and very acceptable manner.

¢ EHRs may exist, but have to be used in order to contain sufficient
data to support the added functions available with computer assist-
ance.

¢ Acceptance of electronic signatures (or other strong user authentica-
tion) for prescribing and other orders will further advance the uptake
by clinicians and hence the utility of incorporating decision support
into these applications.

* Evidence: T2. The EHR can be viewed in many ways and may offer situation specific
data to clinicians making decisions®. An example is a list of al prior treatments
offered for a particular problem or trend graphs for certain key parameters. It will be
much easier to make a decision on a patient’s hypertensive treatment when a graph of
al blood pressuresis offered with line graphs of previous treatments and doses.

The EHR also offers the potential to filter knowledgebases to provide specific informa-
tion sought by health care professionals or consumers. This advice may be of relevance
to the diagnostic process, the patient’s understanding of their disease, prognosis or
treatment. The advice may be sought by the patient during the interview, in which case
it may be shared at the time, given to the patient as aresource to take away with them or
emailed to them for convenience. Health professionals may seek information and retain
it as part of the record to inform the patient, a colleague or student in the future or as
‘evidence’ for a decision.

Australia has some high quality independent information on prescribing in the form of
the Australian Medicines Handbook and The Therapeutic Guidelines. Referring to this
information is too time consuming for most practitioners - if they can find the books
themselves at the moment they are required! Context sensitive information from these
sources, including prescribing options, doses and cost are sought by many health pro-
fessionals.
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443 ACCESSTO
CLINICAL
GUIDANCE AND
CARE PATHWAYS

There is some evidence that health professionals do seek information more often when
using EHR systems. This may improve their ability to manage chronic disease®’.
Health professionals and consumers may access scientific publications?’, particularly if

access to the internet is integrated with the EHR®, Integrating the EHR with Web and
knowledgebase access can lead to efficiency gains as demonstrated by Tarczy-Hornoch
at the University of Washington®. Integration was achieved at different levels: integra-
tion of information by patient, integration of information by provider, and integration
of patient specific information with medical reference material and decision support
tools. Complex tasks may be assisted with specific tools, such as assessing risk of can-

cer from family history interpretation®.

 Implicationsfor a national approach in Australia

¢ Access to expert knowledge must be fast enough and these days the

internet is the only practical aternative'®l. An example might be ena-
bling clinicians to respond to a medication scare in the media that
does not give sufficiently accurate information. An email notification
with sufficient information as well as expert advice on how to deal
with the situation will benefit health professionals and consumers.

& For such access to be meaningful there is aneed to foster direct inter-
net access by clinicians to rapid response expert opinion, as well as
timely access during consultation.

* Evidence: E2, P2, T2. While decision support has a demonstrated role in improving
the health care of individuals, access to clinical guidance and care pathways promises
to deliver more! Consumers stand to benefit from a consistent and evidence based
approach to their care by arange of health professionals. Health professionals, on the
contrary, may experience some frustration athough careful evaluation should demon-
strate the risks of not following the guidance.

Access to protocols and guidelines at the time of care was identified as a key potential
benefit of EHRs by the UK Audit Commission Report’’. There is some evidence that

this will lead to improved quality of care and ability to manage chronic conditions®’.
EHR systems offer the opportunity to access guidance at the moment of decision mak-
ing and to have the guidance adapted to that particular individual and linked informa-
tion and references online.

Experience with such systems are limited as they are still under development. Kaiser
Permanente have demonstrated that embedding guidelines in their direct ordering sys-

tem (EpiCare) improved ordering and lowered cost?.

 Implicationsfor a national approach in Australia

+ High quality resources need to be available, under control of atrusted
agency. The UK have done this through the National Institute for
Clinical Excellence (NICE). As guidance and care pathways require
expert authoring and maintenance this has proved to be amajor enter-
prise. Further, accessing guidance and care pathwaysis only possible
at a system level if the resources are made available in a standard

way.
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444 ACCESSTO

EDUCATIONAL
OPPORTUNITIES

4.5

 BEvidence: T3. In the 19th Century health records were day books or diaries kept by
individual clinicians. This approach meant that they could monitor their workload and
determine patterns in presentations. The unit record, one record per patient, popular
since the first world war, was patient-oriented and supported patient care but made it
more difficult to determine trends across a group of patients. In the 1960s Weed'®3
changed the focus of record keeping in health care yet again through his seminal paper,
“Medical records that guide and teach” - with the aim of supporting patient care and
clinician learning. This ‘ problem-orientated’ medical record approach remains popular
today.

The EHR enables all these approaches at the same time. That is to say, EHRs can be
viewed in different ways by different users and for different purposes. The EHR offers
health professionals and students the opportunity to review their records within specific
contexts or audit different aspects of care or workload - much as was possible with the
early medical records - while still offering the benefit of unit records or problem ori-

ented records. Thisis considered an important aspect of EHRs'%87 which will require
advocacy to be accepted by consumers.

« Implicationsfor a national approach in Australia

¢ Appropriate student access to EHRs must be considered important by
all consumers and providers, while consumers must have control over
student access. This may require raising of public awareness of the
importance of educating health professionals.

¢ Strategic feedback to clinicians may be possible through third-party
tools on, for example, prescribing rates or immunisation coverage.

IMPROVED QUALITY AND SAFETY OF DATA

451

IMPROVED DATA
QUALITY

The EHR is quite different than paper recordsin its ability to validate data at the time of
entry and in the multitude of storage mechanisms available.

« BEvidence: E3, P2. When clinical data are added to the EHR and maintained by clini-
cians who are responsible for care, the accuracy and quality of data is high. Further,
when entering data into an EHR, checks can be made to ensure the information is accu-
rate and adequate. Accuracy may be enhanced by querying entries that are unlikely
(e.g. heart rate 200-220) or rejecting those that are impossible (e.g. plasma sodium out-
side the range 120-160 meg/L). Results and reports can be entered directly from other
systems, eliminating the possibility of misfiling and of transcription errors. Users
details can also be entered automatically and unambiguoudly. Data entry becomes a

formal process and the system can prompt for missing information?®,

Kuperman and others'% have shown that real time computerised charting of nursing
care plans and medications using bedside terminals was more accurate than traditional
paper techniques. Nurses used their time more productively with this system available.

Completeness of EHR data is now under investigation. With computerised systems the
availability of the record is virtually certain (given system reliability). After 5 years
experience with an EHR system at the University of Florida hospital, anaesthetists
doing pre-anaesthetics checks found that required content of the EHR was not available
in 29% of cases. This involved external data in 8% and internal data in the remaining
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4.5.2

IMPROVED DATA
SECURITY

21% of cases. Surgery had to be postponed in 2% of cases due to lack of
information'%. Paper records are considerably worse*P0!

Finally, there is a necessary trade off between the drive to improve data quality and the
acceptability of dataentry toolsto health professionals - they will have to have the final
say but need to be educated in the importance of data beyond the particular consulta-
tion.

 Implicationsfor a national approach in Australia

# Accreditation of health record systems may involve assessing valida-
tion functions to ensure data quality.

# Point-of-care data entry is important and will only be undertaken if
users are convinced of the benefits of the EHR system.

* Evidence: E2, T2. Consumers will benefit if EHRs can be more secure and yet more
available than paper records. The major risk to consumers in the health care system is

unauthorised use of personal health information by authorised users®.

With paper records this is particularly difficult to control. Clerical staff typing letters
usually have access to the entire record as do staff moving records around a health care
facility. Unlike paper systems, EHR systems can monitor access to records by author-
ised users. Experience at the Mayo Clinic, where many well known patients attend,
suggests that close monitoring of record access and aclear policy on disciplinary action
will avoid breaches of confidentiality.

Rigby has proposed nine confidentiality principles derived from a patient care based
approach.

1. Restriction of access of the EHR to clinicians who currently have a duty of care
for the individual concerned.

2. It should be possible to assign personally requested special levels of confidenti-
ality to specific health information held in the EHR.

3. EHR availahility should be restricted within the organisational boundary within
which it is created, except with patient consent.

4. Patients should be advised that supervision of staff and improving organisa-
tional performance are part of ‘best practice’ and may require supervisorsto
check part of their record.

5. Operational staff (administrative and I T) should only have access to the mini-
mum information required to perform their task. Sanctions for misuse of infor-
mation should be known.

6. All EHRs should have an automated and tamper-proof audit trail including alog
of access which should be available to the patient.

7. The physical machinery storing the EHR should be protected - and patients
should be advised of this.

8. Each provider should publish their confidentiality protection policy.
9. Each provider should publish an annual confidentiality audit report.

The major additional risk to privacy from a move to the EHR isfrom the internet. This
isdealt with in “ Security of computer systems’ on page 61.
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453 IMPROVED
STORAGE AND
EFFICIENCY

4.6

« Implicationsfor a national approach in Australia

¢ To protect consumers it will be necessary to ensure that users are
authenticated in a stringent manner. This is an issue throughout the
computer industry and measures should not be developed specific to
the health care environment. Possibilities that are now available
include smart cards carried by the user and biometric measurements
such asfinger print or retina.

¢ The ability to backup EHR datais an important benefit and must not
be left to the whim of the EHR controller. National policies of backup
for EHR sources should be developed in discussion with controllers,
providers, consumers and the software industry.

¢ Accreditation for EHR sources should be considered in light of the
need to ensure adequate monitoring of access to EHRs and strong
user authentication. Software accreditation will need to address these
issues as well as data quality. It is important that the convenience of
using EHRs should not be jeopardised.

« Evidence: E1. It is easy to make multiple backup copies of EHRs!Y, write them onto
asmall device such as atape or optical disk which can then be stored in a safe place off
site. A CDROM can store 100,000 pages of text or the equivalent of 10 metres of shelf
space - aDVD far more.

A large Cancer Centre in New Y ork estimates that space savings from computerising
health recordsis worth US$100,000 per year, although a more typical saving in smaller

centres is US$4,000 annual ly%.

e Implicationsfor a national approach in Australia

¢ Enabling development of EHR systems in Australia to point where
communication can occur without paper will add to savings and effi-
ciencies.

IMPROVED EFFICIENCY AND QUALITY OF HEALTH CARE

4.6.1 PROBLEMS WITH
PAPER

« Evidence: E2. Paper records are not performing well in the modern health care envi-

ronment. The Institute of Medicine report®P% summarises in detail the shortcomings of
paper records. The EHR can assist in overcoming some of the substantial problems
with content, with format, with access, availability, retrieval, linkages and integration.

Murphy and others® describe the key insurmountable difficulties with paper records
which may be summarised as:
* therecord may not be available asit is being used by another practitioner;

* therecord is necessarily fragmented as it can only be structured in one dimen-
sion - front to back; and

¢ therecord is not useful for audit or research without considerable effort.

Electronic record systems have not abolished the use of paper - although some primary
care offices are virtualy paperless. In the large and exemplary EHR systems in the
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USA none have done away with paper°. It may seem paradoxical that at Kaiser-Per-
manente in Ohio, a system that has got rid of paper charts, there has been anincreasein
the use of paper because every contact involves printing out a set of computer gener-
ated encounter forms - which are then scanned into the EHR.

There are some advantages to paper records in the current transitional situation. First,
most users are familiar with them and require little training to get by. Second, they are
portable and can be carried by the health professional to the point of care. Third, once
in hand they are reliable - they do not crash! Fourth, they allow flexible data entry
which is quick and unstructured and finally, they can be scanned quickly.

However, estimates of the percentage of staff time spent maintaining paper records are
all above 25% in ahospital setting. Estimatesin the USA have been 38% for physicians
and 50% for nurses. And, between 35 and 39% of total hospital operating costs have
been associated with patient and professional communication activities>P%, In ambula-
tory care costs have been estimated at US$3 per patient''’. This is due to the large
number of file related activities per ‘event’ as shown in Figure 5 below.

FIGURE 5.

4.6.2 IMPROVING
PROVIDER
PRODUCTIVITY
AND
SATISFACTION

File related activities per clinician in a model primary care practice in Massachusetts!

80 file 30 file
related related
activities activities
8 phone letters
calls )
220 file 60 file
related : Ne? 6 test results related
o 22 patient encounters activities
activities

» Implicationsfor a national approach in Australia

¢ The national approach should aim to avoid the ‘paper paradox’ -
more technology |eads to more paper - ensuring that people have the
skills and equipment to write and use information in electronic form.

* Evidence: E1. This benefit has a lot to do with not using paper records! Estimates
show that 20-30% of clinicians time is spent searching for or organising medical

information®”77. Legibility of the EHR is far superior'® 12, The ability of the EHR

system to provide user dependent data layout®®, assisted search as well as more output
methods (screen, paper, email, fax etc.) and tailored output all aid productivity.

Single entry of demographics and other information used repeatedly reduces transcrip-
tion expense and reduces billing omissions. Clinical and administrative efficiency is

increased by as much as 62% 8113 and not only in secondary care''!. The clinical effi-
ciencies are especially evident in repeat prescribing®. Further, there is some evidence
of improved quality of service delivery®’.
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Staff satisfaction is increased when tasks are easier. Computer generated discharge
summaries have been shown to be less burdensome, faster to generate and preferred to

dictation in arandomised controlled trial in Canada'*. Hunt and colleagues’ systematic
review of clinical decision support shows almost universal improvement of the health

care professional’ s performance?.

Clinicians have views on how EHR systems should be implemented!'® 209, Taking
these into consideration not only aids acceptance of the EHR system but also assists
physician learning as a by-product of the implementation'®, General practitioners in
the UK have changed their practice due to the use of computers'®. There is an increase
in doctor initiated tasks which leads to changes such as an increase in immunisations
(rates improved from 8 - 18%) and other preventative tasks (up by 50%), improved
record keeping and problem list generation. It is worth noting that the improvements do
not appear to be sustained at the initial level. Further efficiencies are gained by such

facilities as automatic reporting® which are dealt with in Section 4.6.4 on page 36.

Achieving benefit cannot be taken for granted. Benefit did not occur where none of the
clinicians had an intimate knowledge of the system nor responsibility for decision mak-

ing during implementation'’. Benefit is also dependent on having access to computer
workstations which are reliable and provide suitable response times.

Butler'® has reviewed published literature on the impact of Intensive Care bedside
computerised documentation systems. These systems lead to a dramatic decrease in the
amount of time nurses spend documenting care - usually around 30 minutes per day -
and often lead to a much larger increase in the amount of time spent with patients.
Annual savings as high as $196,000 have been demonstrated in one unit.

A study of 500 consecutive patients at the University of Maryland™® found that compu-
ter-assisted support drew Emergency doctors' attention to redundant orders and saved
resources and time. Information required by the current clinician was available from:

¢ theinpatient discharge summary in 85 patients (19%);
* |aboratory resultsin 34 patients (7%);

¢ pharmacy recordsin 30 patients (6%);

* radiology reportsin 19 patients (4%); and

* electrocardiogramsin 11 (2%).

Overall, 120 of 500 patients (24%) avoided redundant tests with a saving of US$5 per
patient.

Experiments to determine whether an automated review of the EHR is possible have
been undertaken in the Netherlands and have shown acceptable results*°.

It isimportant to acknowledge that some health professionals have particular difficulty
using computers which may involve a special kind of dyslexia'®! - afinding confirmed
by more general studies of computer users. Mechanisms for these users to gain skills
and confidence need to be incorporated into implementation plans. Despite this, there
appear to be definite efficiency gains and user satisfaction with some EHR systems,
although data entry remains the greatest impediment to this.
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4.6.3 IMPROVED
ACCESS TO
CARE

4.6.4 LINKED WITH
OTHER SYSTEMS
SUPPORTING
CARE

» Implicationsfor a national approach in Australia

¢ Improved efficiency and satisfaction is relatively easy to measure
with EHR systems. It is an essential feature of successful EHR sys-
tems and must not be jeopardised by other requirements. Implications
of al other requirements must be investigated in relation to efficiency
and user satisfaction and be found to be acceptable.

¢ Efficiency of EHR systems will, to a large extent, depend on their
connectivity. If a national approach is to be taken then a threshold
level of implementation must be met in order to achieve benefits of
efficiency.

« Evidence: P3. The evidence for improved access to care is slight and has only been
demonstrated in health care facilities with the most comprehensive systems. Kaiser-
Permanente!'® have demonstrated a significant improvement in their ability to provide
telephone advice through use of their EHR system.

More importantly perhaps, the same group has been able to improve access to specialist
care due to the patient administration facilities built into the system. This has led to an
increase in the number of people seen within two weeks of referral from 55% prior to
implementing the EHR system, to more than 80% following implementation.

» Implicationsfor a national approach in Australia

& Monitoring of specialist waiting times can be part of the evaluation of
EHR systems.

* Evidence: E1, P1. Just as efficiency is sought from the EHR system by users, so toois
the ability to link to other systems such as billing, referral to (other) specialists, pathol-
ogy and radiology orders'??. Consumers may benefit from aspects such as automatic
notification to immunisation registers if payments to the consumer are dependent on
this information as is presently the case. The major benefits will probably be to clini-
cians and managers from streamlining work patterns. Anything that speeds processes of
care will benefit everybody.

Dealing with referral letters electronically has been addressed in some detail. The
potential time saving by administrative staff of using electronic records is estimated at
6 minutes per clinical letter sent or received!?3. With a projected clinical |etter rate of
about 18 million clinical letters per year in Australiathis will save $36 million Austral-
ian dollars per year at $10 per hour'?*, Estimates in the UK predict savings from full
electronic exchange of information to be approximately $10,000 per general practi-
tioner. Delivery times improve from days or weeks to minutes or hours. Legibility is
guaranteed (assuming systems are compatible).

Linking EHR systems was seen as a key potential benefit in the UK Audit Commission

Report”’ providing easier access to results of investigations, quicker reporting of results
of treatment and easier generation of discharge summaries. Results reporting was per-

ceived as the major benefit in a study of an outpatient EPR system'%, In a randomised

Canadian study* comparing database generated discharge summaries and dictated
summaries, the database generated summaries were more likely to be generated with
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4.6.5 COST
EFFICIENCY

Throughreduction
of errors

80% completed (at 4 weeks) compared to only 57% of dictated summaries. Further, of
those summaries completed, the database generated summaries were also generated in
amore timely manner with 95% completed in the first week compared to only 80% of
dictated summaries. The summaries were judged to be of similar quality. The quality of
the information in computer generated summaries has not been shown to improve

despite a number of pilot studies undertaken in Australial?®.

Automatic generation of recall letters is a successful strategy in primary care, particu-
larly for those who rarely visit ageneral practitioner’®,

To achieve these benefits systems require a sophisticated reporting facility and secure
communications network?’,

« Implicationsfor a national approach in Australia

¢ When the links go beyond the current system, communication links
and message protocols need to be in place and standardised. The driv-
ers to implement standard HL7 messages are limited in the first
instance as shown by the disappointing uptake in Australia so far.
There may be a need to drive this implementation: to encourage the
early adopters who gain little from their pioneering efforts.

« BEvidence: T2. Thereisalack of evidence on cost effectiveness that is largely due to
the complexity of the task. In the systematic review of benefit in a hospital setting only
one paper’® gave details of costs or benefits to a level required to based future work
with certainty. A review of the European literaturein 1994 showed only 13 of 108 stud-
ies used any sort of economic analysis. Even when costing is given it may not be valid
to generalise this gain to other settings.

Methods for determining the true cost-efficiency of EHR systems are being developed

and trialed®”. Overall, financial models support cost savings'?® Financial models by the
University of Texas MD Anderson Cancer Centre (USA) predicted a 10 year saving of
US$129.5 million on an investment of US$54.5 million investment. Kaiser Permanente
(Rocky Mountain Division) estimated the financia gain of US $3.4 million to opera-
tions after implementing a clinical information system. Further, analyses predict that
the real returns will come from improved clinical management - rather than the present
savings on administrative efficiencies.

Some cost savings are due to changed work practices, such as more communication
between primary and secondary care'®®. There is reduced workload in Medical Records
departments although the cost can be difficult to ascertain as the IT department will
require more staff. Storage capacity in digital format is far smaller than the paper for-
mat and will save space®®.

Cost savings have been described in Section 4.4.1 on page 27 above through the reduc-
tion of clinical errors - especially inappropriate prescription of medications leading to
more hospital care and possibly death. Further, the access to knowledgebases and per-
formance data should limit patient exposure to unnecessary surgery and consequent lit-
igation and compensation. Also described in Section 4.6.2 on page 34 is the reduced
rate of repeated pathology orders and other diagnostic procedures, due to the availabil-
ity of trusted and dated information in the EHR; this is relevant both when GPs move
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Large scale

implementations

4.7

(GP turnover) and when patients take their record to the hospital or another health care
facility.

Savings may be in terms of more appropriate investigations or lack of duplication of
tests. Hammond®3! describes saving $596 (39%) per patient annually in outpatients in
1990 despite clinicians spending 33% longer with patients. Tierney and others®' at the
Regenstreif Institute showed that using computer workstations to place orders reduced
charges and hospital costs by 13% compared to a control group. Forty four percent of
clinicians felt the system made their work faster. Prescribing support that leads to
generic prescribing has been shown to lower prescribing costs by 12-30%'8132 Tang
believes that integrating decision support with clinician order systems can produce sig-
nificant effects on quality and costs of care?'.

Sometimes very large scale and expensive implementations are required before cost
savings are possible. Introducing smart cards to 5 million Medicaid patientsin 1997 in
the State of California for administrative purposes cost $34 million. The savings are

expected to be in the order of $27 million per year'®?,

A detailed list of cost-justifications for EHR systems in ambulatory care settings has
been collated by Renner'®; these include savings in space, assembling accounts
received, greater patient through put, malpractice premiums, improved billing prac-
tices, staff time and paper resources.

A Commonwealth Scientific and Industrial Research Organisation report in 1996%°
endorsed the economic basis for ‘appropriate deployment’ of IT based on Australian
and United Kingdom foresight studies. On the basis of this report health authorities
might expect to provide a more efficient service while containing costs through the
ability to collect, analyse and share relevant data. Regardless, computers are now ubig-
uitous in health care facilities and the added cost of implementing an EHR isless over-
whelming.

Finally, while concerned about the cost-justification of EHR systems, users, payers and
government are concerned about the cost-justification of health care. The EHR will be
required to gather this information as, at the end of the day, outcome data will be
required*®*. The Institute of Medicine does not foresee this situation in the short
term3:p85_

 Implicationsfor a national approach in Australia

¢ Cost savings can become the motivation for using EHRs which may
lead to markedly increased profits'® without consideration for qual-
ity of care.

¢ Lowering prescribing costs seems less likely when prescribing sys-
tems are supported by the pharmaceutical industry, which is currently
the normin primary carein Australia.

IMPROVED MANAGEMENT AND UTILISATION OF HEALTH
INFORMATION

* Evidence: T2. EHRs allow powerful abstraction and reporting capabilities for popula-
tion health, audit, research, and health service planning, as expressed by the NZHIS.26
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4.7.1 REPORTING ON
WORK PATTERNS
AND TRENDS

4.7.2 POPULATION
AND MEDICAL
RESEARCH

Once in electronic format, records can be reported upon automat-
ically. Patient's treatments can be assigned to DRGs, statistical
reports can be sent to the national collections, notifications (e.g.
of births and deaths) can be sent to the Registrar-General and so
on. Automatic audit reports can be prepared, for example, of
caseloads, services provided, lengths of stay, costs of care and so
on. Data can be quickly gathered for research studies and up to
the minute reports generated. All the data required for adminis-
tration and contract management can be derived from the medical
records.

The Netherlands has had a primary care information model developed through research
and development at public expense and implemented in GP systems. General practi-
tioners have taken an active role in this ongoing development since the early 1980s.
Data from such systems can be used to support development of evidence based
protocols®’, generate risk prediction from routine data, or analyse outcomes and costs

of programs or interventions**¢8”, Such information can then be utilised in the EHR
systems from which it was derived.

Other examples of the uses of such data include generating a regional disease
register’®’, undertaking a total audit of preventative procedures®®, generating auto-
matic reporting and notifications®.

Consumers can benefit directly and indirectly from research utilising theinformationin
their records. They can also gain access to the results of quality of care audits, ensuring
that their decision making is aswell informed as possible. Thiswill allow consumersto
play an equal rolein policy development.

Linking clinical databases can provide information of great value to policy and plan-
ning. Chamberlayne'3® describes the British Colombian experience of linking Hospital
separations data, M SP payments, deaths, births, long term care and prescriptions for the
elderly. He expects the beneficial use of data to increase as more databases ‘ are linked

n.

The USA National Committee on Vital and Health Statistics has stated:14°

The Committee recognizes the conflict between research and pri-
vacy, but requiring patient consent as a condition of researcher
accessisimpractical and expensive. It would also most likely stop
a dignificant amount of useful investigation. This is not in the
health interests of the individual or the general population.
Patient privacy interests are adequately protected by independent
review of research protocols, the earliest possible removal of
identifiers, prohibition against use of research records for actions
againgt patients, and strict penalties against researchers who vio-
late the rules.

This may be the current state of affairs but is unlikely to be accepted by the wider com-
munity.

Population based approaches to health care undertaken in Dutch and British general
practice are probably a strong driver for the acceptance of the EHR - as population

based careis very difficult without some sort of computer assistance!?.
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4.7.3 SYSTEMATIC
ASSESSMENT OF
THE QUALITY OF
CARE AND
OUTCOMES

» Implicationsfor a national approach in Australia

¢ Unambiguous identification of individuals will aid population and
medical research considerably through record linkage. This does not
necessarily have to be on anational scale but will aid patient identifi-
cation and add to the safety of automatic processing if it is so. It is
worth noting that the CORBAMed group in the USA have proceeded
with the abstract notion of domain identification where thisis ensured
within a certain domain only. Such limited scope of person identifica-
tion may be more acceptable to consumers.

¢ Managers and organisations are the main beneficiaries when data
required for other purposes are collected at the time of provision of
clinical care. It is clear from the research evidence that efforts to
overdo this or makeit the focus of the system may well jeopardise the
implementation.

¢ Van Bemmel* in his review of EHR systems in Europe points out
that information in European health information systemsis “not cry-
ing out to be used for electronic data interchange, research or shared
care”. Thisis due largely to the problems that arise when the data is
to be used for purposes other than direct patient care - for example the
lack of common terminology or different context. He stresses the les-
sons learned from experience - particularly the

need to develop structured patient records based on a clear con-
ceptual model. If the data in the [ EH] Rs are not based on a con-
ceptual model, and if the data in [EH] Rs are not well structured,
it will not be possible to use [EH]R data for different goals, nor
will it be possible for such data to be exchanged between health
care providersto support shared care.

¢ Care providers need to be cognisant of the requirements for datato be
shared over the entire health care domain and to support clinical
research, policy making, assessment of quality of care, management
and planning!

¢ The regulations for protecting individuals in this setting must be
explicit and are largely dealt with in the following section on difficul-
ties.

« Evidence: T3. Managers and policy developers have a genuine need to ensure that the
effort expended on EHRs is being returned in terms of outcomes. EHRs allow data col-
lection during clinical use of the EHR - a great advantage over paper systems which
require duplicate input.

Consumers will benefit from accurate performance information, for example through
institution and provider bench marking. Information on outcomes can also be used to
fine tune clinical guidelines, adapting them to the current context.

Policy makers and managers wish to accurately:

¢ forecast future trends;
¢ determine cost effectiveness;
¢ evauate where most of the value for dollar lies; and
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¢ assess the evidence base of interventions.

Governments also hope to ensure that large outlays of public money are producing the
outcomes they hoped for and seek more complete and accurate information on the
effectiveness and efficiency of health program expenditures. Further, evidence derived
from EHRs can directly support development of population based health care

policies®.

Clinicians in the USA have benefited through reductions of malpractice insurance pre-
miums by as much as 5% as a result of improved coding and documentation and evi-
dence supports substantial improvement in quality of care in some instances®” 1%, EHR
systems certainly support continuous quality of care initiatives - this has been a key
driver in the managed care environment.

But systems have to be able to provide the functions to gain benefit. In a systematic
review in 1994 in the UK only 24% of systems could audit the clinical content of a
patient review and only 52% could audit prescribing activity!®, More than three quar-
ters of the systems in use could not perform any statistical analysis and 76% had no
graphical ability.

« Implicationsfor a national approach in Australia

¢ The Nationa Committee for Quality Assurance has developed a
framework for monitoring quality of care in an EHR environment.
Such an approach may berequired in Australia.

# Accreditation of clinical systems, as practised in UK general practice,

may be required to ensure that EHR systems can support the func-
tionality to enable improved quality of care.
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Difficulties associated with
Electronic Health Records

For over a decade...writers have been advancing with almost reli-
giousfervour the urgent necessity for a comprehensive [ electronic
health] record. Influenced by visionary task forces and by rigor-
ous informatics research data, an increasing number of faculty
and administrators have rightly concluded that an effectively
deployed [ EH] R will help health care professionals provide better
care to individual patients and to better comprehend the health
care needs of populations. Now a number of commercial [EH]R
systems have been introduced that promise to place into the hands
of any ingtitution with financial means systems once available at
only a few of our most advanced medical centres...Facing the
throngs of practitioners and patients anticipating the conferral of
benefits, it seems almost heretical to ask the simple but vital ques-

tion, what if these systems do not work? (Frisse'*!)

EHR systems have proved to be very difficult to design and implement. Thus, there are
arange of issues and difficulties that need to be addressed in detail before the introduc-

tion of a national approach to the EHR. Shortliffe'*? identifies four of these issues:
* the need for standardised clinical terminology;
* concerns about data privacy, confidentiality, and security;
* challenges of data entry by health professionals; and

» difficulties of integration of EHRs with other information resourcesin the health
care setting.

While these issues are the most pressing for the moment, there are also other issues that
demand attention. This part of the report examines moral, legal and ethical difficulties,
problems of equity and access, implementation, technical and financial difficulties
associated with the design and use of an EHR.

MORAL, LEGAL AND ETHICAL DIFFICULTIES

The enhanced electronic capacity to collate, share, match and
mani pul ate infor mation gener ates risks as well as benefits*.

There are magjor moral, legal and ethical issues in the development and implementation
of EHRswhich are of major concern to consumers and their advocates. Hence, much of
the evidence in this section is drawn from documents®® 24 2526, 27, 28, 29, 30, 31, 33,143
produced or referenced by key consumer organisations.
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511

CONSUMER
CONCERNS
ABOUT THE
PRIVACY AND
CONFIDENTIALIT
Y OF EHRS

Examples of
misuse

Medical records contain highly sensitive information about a person's health problems,
family history, personal behaviour and habits. They may contain information about
mental health, sexuality, drug use, genetic test results and HIVV/AIDS and Hepatitis C
status. Although the public hasahigh level of trust in current practices designed to pro-
tect the privacy of their medical records, new technologies and associated media atten-
tion have heightened consumer concern about privacy in the information age?.
Consumers are concerned that information technology and EHRs will make their per-
sonal health information much more accessible, not only to health practitioners and
hospitals, but also to a wide range of interested third parties, such as accreditation and
standard setting agencies, government agencies, insurers, employers, laboratories,
pharmaceutical companies, pharmaceutical benefit managers, pharmacies and

researchers®144, Furthermore, they fear that their personal health information may be
used to discriminate against them in employment, insurance or housing decisions and
may |ead to particular consumers becoming the focus of unwanted attention.

The following examples of the misuse of medical records are not Australian, but they
doillustrate the value of personal health information to third parties.

e A survey of the Fortune 500 companies found that 35% of the
companies used health records in employment related decisions.
Moreover, 1in 10 of these companies did not tell their employees
that this was company practice’®.

* Inthe USA, a1996 pilot study documented 206 cases of discrimi-
nation as a result of access to genetic information that resulted in
a loss of employment and insurance cover or ineligibility for
benefits'4°,

» Consumer health information was sold to pharmaceutical compa-
niesin the USA. Individuals became aware of the breach of confi-
dentiality when, after having their prescriptions filled, they began
receiving information in the mail promoting different medica-
tions, treatment and equipment.

» The Icelandic government granted deCode Genetics Corporation
an exclusive licence to establish a centralised databank of the
medical records of the entire Icelandic population. deCode also
has exclusive rights to commercial exploitation of the database
for twelve years and has an arrangement with Swiss pharmaceuti-
cal company Hoffman-La Roche which gives the pharmaceutical
company access to the database to research the genetic origins of
twelve common diseasest®®. This has led to much debate and
raised consumer concerns about potential threats to their privacy.
The example aptly illustrates the potential economic value of per-
sonal health data to pharmaceutical companies®4’,

Other examples of misuse have occurred and have been thoughtfully documented**,

Fear of a potential breach of confidentiality regarding personal health information may
also influence consumers’ decisions regarding their health care.

* Inthe USA a 1997 national survey found that 63% of more than
1000 people stated that they would not allow genetic testing for
diseases if employers or insurers could get access to the results.
Eighty five percent felt that employers should be prohibited from
obtaining information about an individual's genetic conditions,

risks and dispositions'*®. " As knowledge grows about the genetic
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5.1.2 LEGISLATIVE
APPROACHES TO
PRIVACY AND
DATA
COLLECTION

basis of disease, so too does the potentia for discrimination and
stigmatization based on genetic information” 148,

e One third of high risk women invited to participate in a breast
cancer study refused to because they feared a loss of privacy or
discrimination®.

Consumers' concerns about privacy and confidentiality can only be addressed by the
explicit determining of the extent of the individual’s control over their own EHR in
regard to:

* control of access to the record;

» control of access to specific information held in the record;
e control of processing of the record,;

 control of movement of the record;

e control of erasing the record,;

* the degree of automatic notification of access to, processing or movement of
their EHR.

Thereis not auniform approach to privacy protection within Australia- different stand-
ards and individual rights apply in different situations'®. The ACT is the only state or
territory which has legislation covering the handling of persona information in both
the public and private sectors. New South Wales, the Northern Territory, South Aus-
tralia and Victoria have developed, or are in the process of developing, codes address-
ing the privacy of hedth information in the public sector. In addition, various
professional groups are developing voluntary codes of practice on patients' access to
medical records, as for example the Royal College of General Practitioners' Code of
Practice for the Management of Health Information in General Practice.

The Draft National Health Information Sandards Plan for Australia Action Paper No
1150 jdentifies the development of nationally consistent data protection legislation as a
key objective. Similarly, Health Online?P'? notes:

..trust in privacy and confidentiality of the sensitive information
that patients share with their practitioner is fundamental to
receiving appropriate care.

And recommends:

Acceptable legal and privacy framework to be in place to ensure
such information can be transferred to authorised users for
approved purposesin a secure manner.

In the USA the need for federal legidlation is aso well recognised. Promoting Health
and Protecting Privacy: a Primer®? states that national legislation is important to
ensure uniform standards for the use and disclosure of health information. Similarly,
Tang* concludes:

Only federal legislation can provide comprehensive protection for
all uses and disclosures of individually identifiable health infor-
mation... e also believe that federal health information stand-
ards must preeempt the patchwork of inconsistent state
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Growing need to
know

requirements if they are to provide real assurances of privacy to
individuals at a time when health care is increasingly an inter-
state exercise.

In 1998 the Australian government announced it would introduce light touch legisla-
tion to support self regulated privacy protection in the private sector with the National
Principles for the Fair Handling of Personal Information®>* underpinning the legisla-
tion. However, it has been argued that specific legislation relating to health information
needs to be devel oped and a body established to oversee protection of privacy of health

information?%3,

Consumer advocates are concerned about the growing number of peopl e seeking access
to medical recordsfor secondary purposes and they are a so increasing concerned about
record linkage. The Consumers Health Forum of Australia recommends that the fol-
lowing three principles form the basis of privacy legidation:

¢ Useof informed consent must underlie the use and disclosure of consumers' per-
sonal health information;

¢ The Commonwealth Government must proceed with national privacy legisation
that is capable of both protecting consumers' privacy and ensuring their right of
access to their own personal health information;

* The Commonwealth and State and territory governments must co-operate in the

development and implementation of nationally consistent standards to govern
the use, linkage and disclosure of consumers personal health information.

The need for legidation is reinforced by international trends which indicate that thereis
an increasing number of demands being made by people not directly involved in health

care for access to identified or semi-identifiable health information®2. Moreover, it is

important that Australian privacy standards meet international standardst>*1551%6,
Lesser standards may be a barrier to the global exchange of health information. The
‘light touch’ approach to privacy in the private sector is not consistent with the EU’s

directive which is enforceable by law!>*,

« Implicationsfor a national approach in Australia

¢ Legidation isrequired to ensure that person health information does
not get into anybody’s hands without individual and truly informed
consent. Health Online®P? implies that additional federal legislation
will be necessary to further protect the privacy of personal health
information

The Commonwealth is in the process of introducing legislation
concerning the protection of personal information in the private
sector...However additional legidlative approaches will need to be
considered as emerging technologies are used to communicate
highly sensitive information across health and community settings
to support integration and coordination of care and to make bet-
ter policy and planning decisions.

¢ Itisessentia that this proceeds.
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5.1.3 ACCESS TO AND
OWNERSHIP OF
EHRS

National
legislation

Consumer access

At present Australian consumers do not have a uniform right of access to their medical
records. They have right of access to records in the public sector but they do not have
the same right of access in the private sector, which includes the records of general
practitioners and many hospitals*. Australia lags behind other countries in this regard
and consumers in the UK (Access to Health Records Act 1990), New Zealand (Health
Information Privacy Code 1993) and Canada (Common Law) have a uniform legal
right of accessto their medical records.

A report by the Public Interest Advocacy Centre (PIAC) recommends that national leg-
idation be introduced in Australia to ensure a uniform approach to patient access to
their medical records™’. The importance of access to consumers is also acknowledged
in Health Onling?P1®:

The issue of access to own their own health care recordsis also of
critical concern to consumers.

Consumer support for right of access is estimated to be between 75 and 90% and con-
sumer advocates draw attention to the importance of access if consumers are to make
informed decisions regarding access to their medical records by others:

Effective notification and truly informed consent require that indi-
viduals know and understand the contents of the record.*2.

Consumers cannot be expected to be confident about the possible
consequences of allowing their personal information to be used
for research purposes when they do not have access to the infor-

mation themsel ves?*.

Only the ACT has legidation which gives consumers a generic right of access to pri-
vate sector clinical records. The ACT Health Records (Privacy and Access) Act 1997
coversall health records, in any media, held by any health service provider. The act has
led to some changes in procedures at the three ACT hospitals’. It has also led to a
small increase in consumer requests for access to their records and consequently to a
dightly increased workload associated with photocopying records. However:

Overall, the staff of the hospitals welcome the new legidlation,
which will enable the public to feel confident about the proce-
dures in place to protect their information, and to enable access
to their documentation®’.

A recent report by the NSW Health Council®®® highlights consumer problems with
accessin NSW:

Consumers have little or no access to records, either in hospitals
or through their GPs. Also, there is currently no mandatory
requirement for a GP to release a patient's health record when the
patient exercises their right to change providers, or when GPs
move on. This is particularly important in rural communities,
when the turnover of GPs tends to be higher than in metropolitan
communities.

Although it has been argued that access will lead to increased litigation, thisis not sup-
ported by the Interim Report of the Review of Professional Indemnity Arrangements for
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Ownership

5.1.4 DEFINITION OF
THE LEGAL
MEDICAL
RECORD

Health Care Professionals (1994). The report states that there has been no increase in
litigation in NSW and Victoria as a result of consumers gaining right of access to their
private hospital records under Freedom of Information legislation'3. Moreover, the
report suggests that access to medical records

establishes more open and equal doctor/patient relationships,
enhances informed consent, ensures continuity of care across var-
ious providers and gives consumers greater control over their
own health.

Ownership of paper based medical records has resided with medical practitioners (or
their employees) who have had the right to decide whether or not to show arecord to a
person when requested to. The Breen v W liams High Court case confirmed this posi-
tion and ruled that under common law the patient concerned had no right of access to
her medical records. However, the ownership of EHRs is a complex issue, since elec-
tronic data can be copied very simply and the copy is indistinguishable from the origi-
nal. Consumers, health care professionals, managers and third parties are al likely to
experience difficulty when there is a dispute - particularly as ownership may vary from

record to record!? Such ambiguity islikely to lead to legal action which will not neces-
sarily resolve the situation. While each party might see advantage in resolving this dif-
ficulty, it isunlikely that the outcome will be satisfactory to al the others.

While copyright would normally reside with the originator of the EHR entry, a health
care professional with aduty of care towards a particular consumer will need to be able
to access a copy of the person’s EHR without the explicit consent of the clinician who
holds copyright.

e Implicationsfor a national approach in Australia

¢ Consumer access to their EHR is a definite requirement for EHR sys-
tems. Consumers need to understand the contents of the EHR - they
need to ensure that it makes sense to them. For this reason they will
need to be involved in designing a common interface or one that is
tailored to their needs. The extent of consumer control over the
processing of arecord is also an issue that needs to be resolved.

¢ A nationa approach to the ownership of EHRs, accepting that the
ownership is ambiguous, is probably worthwhile to prevent the waste
of resources. Hand-held or patient controlled EHRs, consisting of
copies of encounters recorded by different health care professionals,
may also resolve this situation without the need for legislation.

¢ Whatever the final position on ownership, it is clear that consumers
want control over access to their health information.

Asdescribed in Section 3.1.2, “The ‘boundary’ of the EHR,” on page 9, there isa need
to define the boundary of the EHR. This can be quite straightforward in an environment
such as that proposed by GEHR® but highly ambiguous in a hospital environment
where there are many disparate systems and paper records to be considered. Okamoto
has recognised this problem and proposed a location specific methodology for address-
ing thisissue'. This clearly describes what information held at a particular location is
part of the EHR and requires appropriate security and privacy proceduresto bein place.

1. Hedlth Servicesfor Men v D’ Souza, NSW Supreme Court
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5.1.5 LEGAL
ACCEPTANCE OF
ELECTRONIC
TRANSACTIONS

5.1.6 BALANCING
ACCESS AND
SECURITY NEEDS

Fair information
principles

It also determines the responsibility of health professionals and their duties with regard
to the EHR. With the *virtual health record’ 1% this is problematic.

 Implicationsfor a national approach in Australia

¢ Where a‘federation’ model of health records (avirtual health record)
has been implemented a clear process is required at each location to
define what congtitutes the EHR in that environment. Thisis not triv-
ial.

The Electronic Transactions Bill, 1999, has paved the way for health care to work in a
paperless environment. The legal acceptability of health recordsin Australiais ambigu-
ous but has been described from a health professional’ s perspective!®®. Although EHR
systems are established in some medial centres in Japan, health care organisations are

required by law to keep paper records'®?. Similarly, in the UK paper records are
required by law, although approximately 10% of general practices have been paperless
for many years. Computerised records in the UK are certainly admissible in court
although the record is required to be maintained on proper hardware, the records must
be contemporaneous and there should be a full audit trail of additions and deletions.
However, implementation of true audit trailsin EHR systems around the world are unu-

sual and no certification process is usually involved!,

 Implicationsfor a national approach in Australia

¢ A national approach to legal recognition is essential with clear guide-
lines and processes for implementing legally acceptable audit trails.

While the EHR has the potential to increase the amount and quality of information
available to researchers and other interested parties, and subsequently to improve
health care for consumers, it is not possible to achieve both the highest level of confi-
dentiality and the broadest access to the record (whether on computer or paper). As
confidentiality is very important, security of the EHR must be given high priority, as
Health Onling?P1*2 acknowledges:

With increasing recognition of the individual and public benefits
that can be gained through greater access to de-identified and
aggregated clinical data for policy, planning and research pur-
poses, has come acceptance that strict protocols and protective
measures need to be in place to ensure that such activities can be
agreed and undertaken in an environment of public trust...Elec-
tronic data transfer across the health sector also raises questions,
not only about authorised access, but also about the certainty that
such data is sent only to whom it is intended. Certification and
registration for the purposes of electronic identification and
authentication are crucial to this context.

Kluge'® has generated alist of fair information principles:

1. Openness: the existence of an EHR data-bank, the kind of information it con-
tains and the formally sanctioned use to which the data may be put must be a
matter of public record, and reasonable efforts must be made to acquaint poten-
tial subjects with the existence and operation of the bank.
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2. Limitation of collection: the collection of datathat can beidentifiably linked to
the subject of the records should be ethically defensible in procedural terms and
should be limited to those data only that are necessary to achieve the legitimate
aims of the bank.

3. Limitation of disclosure: datathat can be identifiably linked to the subject of the
record should not be disclosed externally except with formal consent of that
subject or aduly empowered legal authority acting in due process of law.

4. Limitation of use: datathat can be identifiably linked to the subject of arecord
may be used only for the duly empowered |egitimate purposes of the data-bank.

5. Security: the data collected about a specific subject should be protected by all
reasonable appropriate measures against 10ss, unauthorized access, destruction,
use, modification or disclosure.

6. Access: the subject of an electronic record must have the right of accessto the
record and the right to correction of that record with respect to its accuracy,
completeness and relevance.

These principles are generic - and aim to place firm limits on what information is col-
lected, for what purposesit is used and for how long it is retained. Security and access
are also mentioned. In response to the UK NHS aiming to establish a private health net-
work, Anderson has developed security policy principles for the British Medical Asso-
ciation (see Table 3, below) which aim to clearly describe a process for effecting
privacy in ahealth care setting. Experience with implementing Anderson’ s principlesis
growing and the implications for practical implementation have been described!6®.

Anderson’s principles have also been criticised by Rigby'® (see page 32) who pro-
poses a more consumer oriented approach.

TABLE 3.  Anderson’s security principles66:p247,

1. Access control

Each identifiable clinical record shall be marked with an access control list
naming the people or groups of people who may read it and append datatoit. The
system shall prevent anyone not on the access control list from accessing it in any

way.

2. Record opening

A clinician may open arecord with herself and the patient on the access control
list. Where a patient isreferred, the clinician may access the record with herself,
the patient and the referring clinician(s) on the access control list.

3. Control

One of the clinicians on the access control list must be marked as being
responsible. Only she may alter the access control list and she may only add other
health care professionalsto it.

4. Consent and notification

The responsible clinician must notify the patient of the names on his record’s
access control list when it is opened, of all subsequent additions, and whenever
responsibility is transferred. His consent must also be obtained, except in an
emergency or in the case of statutory exemptions.

5. Persistence
No-one shall have the ability to delete clinical information until the appropriate
time period has expired.
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TABLE 3.  Anderson’s security principles66:p247.

6. Attribution

All accessto clinical records shall be marked on the record with the subjects
name as well as the date and time. An audit trail must also be kept of all
deletions.

7. Information flow
Information derived from record A may be appended to record B if and only if
B’s access control listis contained in A’s.

8. Aggregation control

There shall be effective measures to prevent the aggregation of persona health
information. In particular, patients must receive special notification if any person
whom it is proposed to add to their access control list already has accessto
personal health information on alarge number of people.

9. Trusted computing base
Computer systems that handle personal health information shall have a subsys-

tem that enforces the above principlesin an effective way. Its effectiveness shall
be subject to evaluation by independent experts

Alternative approaches have been formulated. The aim of developing a ‘ need-to-know”
access control mechanism has been the subject of a number of research projects.
Morger'®’ describes their work based on a work-flow model granting access during
procedures to clinicians involved and retracting it following this process. Such devel-
opments are complex and difficult to implement in a generic form.

» Implicationsfor a national approach in Australia

¢ Balancing access and security is difficult. As confidentiality is of the
greatest importance, and all means of access are athreat to that confi-
dentiality, all technologies that offer access to the EHR must be
offered in terms of an added risk to privacy®. Only methods that
offer far greater access with a small trade off on confidentiality are
likely to be of interest to consumers.

+ Control over access to parts of the record, even specific information,
is considered important by many. This has been investigated by Jones
who has demonstrated that neither clinicians nor patients behave
consistently*. Others have raised issues of safety (e.g. referral or
emergency treatment) and even questioned if it is possible (e.g. hid-
ing HIV disease) to work with a record which is only partly
available®. Implementation trials will probably be required to assess
the full implications.

# Guidance on security principles implementation such as those pro-
posed by Anderson and PCASSO are required'®.

5.1.7 CONTROL OF Automatic processing of personal health information poses grave risks to the data sub-
PROCESSING OF  ject. The EU’s (Europe Union) Data Protection Directive which took effect in October
INFORMATION 1998 protects the transfer of information to any country that lacks adequate levels of

protection, including the USA. The EU’s Protection Directive'™® prohibits data
processing unless:
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5.1.8 ACCURACY OF
DATA IN THE EHR

* the data subject has given explicit consent;

* the data subject is physically or legally unable to give consent but processing is
required to protect hisvital interests;

* the data subject has made the data public;

Health datais a special case and the benefit of processing for the good of the individual
or the public good is acknowledged. For this reason there is a specific clause in the EC
directive to allow “processing of the datawhen required for the purpose of preventative
medicine, medical diagnosis, the provision of care or treatment or the management of
health care services provided that those data are processed by a health professional sub-
ject, under national law or rules established by national competent bodies, to the obli-
gation of secrecy”. Anderson'®® proposes that consent for this should be explicit,
notified and recorded.

« Implicationsfor a national approach in Australia

¢ Consumers who wish to have control over automatic processing of
their personal health information may range from not agreeing to
automatic contacts for preventative procedures to allowing all
research agencies access for research purposes. Some consumers may
wish to control each individual process very specifically.

¢ Particular groups of consumers may have their own requirements
concerning the collection and processing of their personal health
information. The New South Wales Aboriginal Health Information
Guidelines'® state that consent should be obtained from Aboriginal
communities or Aboriginal Community controlled Health Services
for the collection and use of health related community information if
Aboriginality is a key determinant, if data collection is explicitly
directed at Aboriginal peoples; if Aborigina peoples, as a group are
to be examined in the results; if the information has an impact on one
or more Aborigina communities; and lastly, if Aborigina health
funds are a source of funding.

Errant data can be added to the EHR and then be used during an automatic process.
This is potentially dangerous and, to a large extent, preventable. At the point of data
entry there is an opportunity for the application to validate data input to some extent
and offer the user the chance to change it. Such validation procedures are required for
accreditation in UK general practice.

With interest in the EHR, studies have investigated the completeness and accuracy of
data in Scottish GP systems'®® and in some detail in UK general practices’®"%. Accu-
racy of prescription datal’?> has also been described. These provide baselines but

knowledge of data accuracy in EHRs is weak and further research is required'’s. The
findings raise concerns that routinely collected information may not be sufficiently

complete or accurate for outcomes analysis' 429,

« Implicationsfor a national approach in Australia

¢ Minimal standards of completeness and accuracy of EHR data must
be established for safe automatic processing, including aggregation
of data. For example, decision support when prescribing is not safe
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5.2

without all current medications and previous adverse reactions to
therapy being recorded in the EHR.

DIFFICULTIES OF ACCESS AND EQUITY

Rural
communications
infrastructure

The Australian population is diverse and some people may experience particular diffi-
culties with the introduction and implementation of the EHR’®. Rural and remote com-
munities, indigenous Australians, the aged, non English speaking people, mentally ill
and illiterate people are already in a position of disadvantage when it comes to health
care and may also face difficulties when EHRs are implemented'”>6%, As Tang?! sug-
gests:

To the extent that healthcare becomes dependent on access to
computer networks, however, policymakers need to pay special
attention to the needs of the medically underserved population to
ensure that lack of network access does not further impede their
access to care.

Both women and older people, who are high users of the health service, are, at present,
less likely to use the internet than young men. In November 1999, according to data
from the Australia Bureau of Statistics:

* People aged 55 and over were the least likely to have internet access (16%),
while 73% of people aged 18-24 were likely to have internet access'®.

 Older people are also less likely to use electronic banking®.

Communications infrastructure in rural and remote areas may mean that access to
EHRsis more difficult for people living in these areas. In November 1999 17% of rural
households had access to the internet compared to 26% of capital city households.
Indigenous people are also likely to have restricted access, since many of them livein
remote settings without communications infrastructure.

It isvery likely that other groups who are at high risk for health problems, such as peo-
ple who are unemployed, chronicaly ill or disabled, with substance abuse, or recent
immigrants may face difficulties in accessing their EHRs.

Not al consumers find it easy or desirable to adapt to the next generation of informa-
tion services?. Even those with access to the internet will vary greatly in their ability to
make informed choices about their health care - a problem that may be exacerbated by
the increasing amount of inconsistent and unfiltered health information available to
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them on the internet. The table below illustrates some of the potential pitfalls for health
consumers concerning the internet.

TABLE 4.  Barriers, in The Future of the Internet in Health Care3*

Barriers from a consumer perspective
Security » Concern about privacy
Characteristics of theinternet e Ingtability and hype
* Browser technology is weak
* Searchenginescan't see
dynamic web pages
* Sow accessin most homes

Mixed quality of information on *  Anonymous, undated, mini-

the internet mum effort to publish, no reg-
ulation

Physician ambivalence e Medicd cultureisconserva
tive

* May bethreatened by

informed patient

Disarray of health careinformation «  Not ready for consumer inter-

systems action in real time

Too many standards *  Messaging HL7 iswidely

used but not universally -
imperfect in many areas

*  SNOMED is proprietary and
not complete

» Parochial and vertically differ-
entiated standards will inhibit
e-commerce in health

The varied social and cultural backgrounds of Australian health consumers mean that
they also seek information and help from a wide range of complementary health practi-
tioners. In one year in Australia, almost half of a representative sample of consumers
had used at least one non medical complementary remedy and at least one in five had
attended a non medically trained complementary therapist'’®. Moreover, “doctors
underestimate their patients’ use of these therapies, which may contribute to compli-
ance and medication interaction problems’. A uniform approach to the recording of
personal health information in relation to complementary health care is necessary and
at present the role of the EHR is uncertain in this context.

e Implicationsfor a national approach in Australia

¢ The positive impact of introducing EHRs on health status in situa
tions where there is deprivation is likely to be greater. There are two
factorslikely to contribute to this - the increased prevalence of health
problems and the decreased likelihood that patients will present to
health care providers specifically to address these problems. A
national approach must ensure adequate implementation in popula-
tions known to be at risk.

¢ Consumers who do not take up online access to their health informa-
tion should not be disadvantaged. Possible approaches to address this
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potential difficulty include assistance to seek information in settings
such as primary health care and access in other forms such as phone-
in advice to trusted parties who have access to their EHRs or provid-
ing written information based on the contents of their EHRs.

¢ Itisimportant that health providers do not to rely solely on computers
as communicative and information tools but that they provide multi-

ple modes of accessing many different sources of informationt’.

¢ Weare ageographically large nation and we have a population that is
spread throughout - sometimes very thinly! Remote people also want
access to the EHR and all that it promises.

¢ A national approach to electronic health records must be culturally
inclusive and be of benefit to all citizens. People without personal
access to the internet and their health records online must have pri-
vate and affordable access through public means.

¢ Indigenous community controlled health services must be the brokers

of the implementation of EHRs in their community. The choices may
differ but must be incorporated into a national approach.

IMPLEMENTATION DIFFICULTIES

5.3.1 IMPLEMENTING
CLINICAL
SYSTEMS

One mgjor difficulty in the implementation of EHRs is that the control and design of
hospital information systems has been in the hands of the managers and financiers of

health departments. Rector and colleagues'’” state:

We maintain that the principal purpose of the medical record isto
support individual patient care. The design of many existing elec-
tronic medical records derives, implicitly or explicitly, from sup-
port for the use of aggregated data for research, audit, finance, or
planning. We maintain that such designs are inappropriate for a
record for clinical use and, ultimately, inadequate.

The UK Audit Commission Report (1996) stated that despite spending of UK£56
million, computersin health care have failed to deliver expected cost savings. To add to
this rather pessimistic view there are well documented horror stories'’® and long list of
problems®”® derived from real experience!®?.

A great deal has been learned about implementation of clinical computing systems over
the past three decades. Frohwerk''? has described in some detail the issues for opera-
tions staff when approaching the implementation of an EHR system. Although systems
may not deliver all they promise because of technical difficulties, most implementation
issues are human and can be avoided. Atkinson®? challenges this view, somewhat,
with his metaphor of growing, not building, an EHR system. He suggests an evolution-
ary process is required leading to a ‘symbiotic’ relationship between the information
system and the rest of an organisation.

Further insight may can be gained from a major Canadian project involving the imple-
mentation of an EHR system in 4 hospitals between the late 1980s and 1996. Although
implemented in 2 stages over almost 10 years and costing US$50 million, it was with-

drawn due to boycotts of medical and nursing staff83,
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The project was initially sold as facilitating medical work,
improving coordination between nursing and medical activities,
improving quality of care, and cutting costs. It resulted in infor-
mation overload and standardisation, task load increase, work
organisation rigidification, and expert autonomy negation.

A summary of intended and observed effects of the proposed process innovations are

described in Table 5 below.

TABLE 5.

Intended and observed effects associated with process innovations (from Sicotte

Process innovation
mechanisms

Intended effects

Observed effects

Process automation .
(direct data entry by
nurses and electronic .
transformation and
communication)

Analytical improve- .
ment

Process sequence .

Tracking capability .

De-localisation .
(Elimination of geo-
graphical boundaries)

Integrative capacity .

Information capability

Intellectual capability

Decreased clerical
work load
Elimination of time
lag
decrease in costs
linked to clerical
work

Improved analytic
abilities

Acceleration of
completion of the
collection of nurs-
ing data

Tracking inreal time
of information proc-
esses

Consultation of
patient filesat adis-
tance

Horizontal care
supervision and
coordination across
various functions
and departments

Staff planning and
alocation

Build knowledge-
base

Increasein nursing clerical
tasks

Higher formalisation of data
collection

Less flexibility in work
organisation

High formalisation and
standardisation of nursing
cognitive process

Nurse deskilling
Information overload

Less flexibility in work
organisation

Elimination of existing par-
alel processes - care deliv-
ery and patient assessment
Lessflexibility in work
organisation

Automation of people con-
trol

Inoperative for nursing work

Less flexibility in work
organisation because of
localisation constraints -
bedside terminals

Inoperative

Increased control of staff
Less flexibility in work
organisation

Increase in nursing task
Inoperative
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Importing
systems from
elsewhere

Based on general information technology implementation experience Frisse! con-
cludes that implementations that are revolutionary may promise the maximum gain but,
even in well financed sectors (such as air-traffic control and ambulance coordination),
can prove to be catastrophic disasters. He proposes an ‘institutional bill of rights':

do no harm - confidentiality must come before access;

distinguish between the benefits of output (usually under-estimated) and the
burden of input (usually over-estimated);

emphasise training;

develop objective measures of overall performance and reliability, including
conditions under which the ‘ plug will be pulled’;

measure expense in terms of total cost of ownership;

seek alternatives - but compare apples with apples;

do not ascribe all benefits of organisational change to the EHR system;
plan for the worst and hope for the best;

estimate potential risk honestly; and

sharerisk fairly.

The last principle seems particularly important in Australia where there are a number of
stakeholders with very different exposuresto risk.

Hannan'8 has described in some detail the difficulties of implementing a clinical sys-
tem designed in the USA in an Australian setting - only some of the modules could be
implemented and new modules had to be developed locally. The lessons from this
major implementation were;

implementation needs to be incremental;
EHR systems significantly alter work practices;

it is preferable to start with a sound system that has been evaluated in its devel-
opment;

it took almost 10 years to implement an effective system;
involvement of usersis essential;

the team must have a leader who is clinically orientated, understands the
domain, is available to users and be able to take tough decisions; and

projects must have an ongoing evaluation component to justify costs.

The ‘people problems are recognised as more important than technical problems.

Some investigators have concentrated on these aspects of implementation. Adyin'®®
evaluated an implementation in ambulatory care and concluded:

most physicians anticipate enough benefits to be willing to use the system;

computers must be accessible, easy to log into, and provide for physician move-
ment and interrupted sessions;

many physicians are concerned about losing eye contact with patients;
itisunrealistic to expect even good typists to enter their own long notes;

staged implementation, with order entry introduced first, may help physicians
adapt gradually; and

56 of 128



Difficulties associated with Electronic Health Records

Paper paradox

5.3.2 APPLICATION
INTERFACE
DIFFICULTIES

* training should include protected time for instructional sessions for physicians,
simulated patient encounters to help physicians adapt their practice patterns, and
tutors available to answer questions in the clinical setting.

Although it is common in hospital settings in the USA to use dictation and transcrip-
tion, it isworth noting that in primary care settings it has been found that health profes-

sionals prefer to enter data directly™®,

Unexpected results sometimes occur when EHR systems are implemented - even those
of high quality. The experiences of the Beth Isragel Deaconess Medical Centre have
been published and have shown a ‘ paper-paradox’ : the system aimed to eliminate paper
but has lead to an increase in paper usage'®. In this system clinicians work with printed
forms of the record and data entry sheets, using transcription clerks to enter the data
into the system. As aresult, cost savings have been only 20% of those antici pated.

Whether the approach is evolutionary or revolutionary, a some point an evolutionary
approach will be required. Many of the older systemsin the USA are till evolving after
many years as the institutions have too much data held within them to alter there
approach at this stage. As aresult, legacy systems will always need to be catered for in
any large scale approach to the EHR.

« Implicationsfor a national approach in Australia

¢ Best practice for implementing EHR systems will need to develop
and be supported and documented. Clinicians will need to be inti-
mately involved in that process, with planners and managers. The
consumer will want to be there too!

¢ Leaders will spend more money developing solutions and will carry
more risk of their approach ‘becoming an island’ through technologi-
cal developments in new directions. A national approach needs to
ensure fair exposure to risk in the development and implementation
of EHR systems.

¢ Legacy systemswill continue to exist. Institutions will have systems
that are not provided astotal solutions that need to interact with other
parts of these systems. Total solutions will need to communicate with
systems at other sites. Proposals for future developments need to
accept these two realities.

Weiner's'*3 comprehensive review of computer based order entry systems in use
around the world demonstrated that clinicians spend more time (5.5 extra minutes per
patient) entering orders on computers than on manual systems - though there are
administrative gains in other areas. Despite these findings users were generally satis-
fied with the systems due to perceived benefits.

Health professionals use of different data entry mechanisms (when offered the choice)
is quite varied and difficult to predict'®’. Generally, more sophisticated approaches

have not yet met users expectations'®®. Voice recognition promises much in the future
for long free entries but is of limited value due to its requirement to adapt to each user
and the technical difficulty of natural language processing.

A review of clinical applications has shown that the layout is generally not intuitive for
clinicians - designers are often tempted to embellish data with unnecessary colour or
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5.3.3 INFORMATION
COMPLEXITY

Rapid evolution

icons'. It is clear that for the most part designers are programmers, not clinicians.
Thisis not so often the case in primary care where many systems have their rootsin a
home grown system developed by a clinician programmer and may explain to some
extent why systems have been more acceptablein that setting.

Making the impossible very difficult! (openGALENY)

The inherent complexity'® of health related information has made the task of describ-
ing an EHR information model challenging, and hence retarded the implementation of
standardised systems or components. This is borne out by experience on the GEHR
project, the CEN EHR pre-standard work, and cost-benefit evidence published relating
to the use of HL7 v2.x in Australia and in the US. GALEN®, a major European
project to enable capture and classification of natural language in health care, has not
delivered the hoped for results.

EHR information is complex due to having a number of levels of abstraction, as
follows!®2:

e Data: all kinds of text, terms, multimedia, quantities, units, and more recently
XML and interactive information. Systems of formalised terminology have in
themselves been sources of major difficulty, although the successful use today
of such systems points toward their ubiquitous use in some form in the future;

e Basicclinical structures: groupings of datainto semantic structures correspond-
ing to basic clinical concepts such as "blood pressure”, "prescription” and so on;
e Derived and synthesised clinical views: higher-level grouping and linking to
support "headings’ (asin apaper record) as well as concepts such as "problem",

"episode”, "care plan”, "care pathway", "current medication”, "adverse reac-
tions' and so on; and

* Record management structures: arrangement of clinical structures into contain-
ers such as "transaction" or "record-section”, which would typically be the unit
of storage, transmission, security etc.

The size of the clinical information space (roughly, the second level above) is enor-
mous, as can be gauged by the size of some of the terms sets (e.g. SNOMED has more

than 300,000 terms)*%2,

Not only is the complexity of clinical information greater than in many other domains,
it changes all the time, as evidenced by the evol ution both of care management precepts
of "problem", "issue", and more recently "care pathway", and development in clinical
concepts (e.g. The LOINC code system). The problem is the same as in other sectors:
software built on today's ideas may be out of date tomorrow.

The challenge of complexity needs to be met by approaches in information modelling
which take account of:

* The need to satisfy continual changes,

* Not obliging systems and consequently carersto adopt a fixed model of practis-
ing or recording information; and

* Being semantically powerful enough so as to be able to represent the types of
concept mentioned above (i.e. not being a "lowest common denominator” solu-
tion which ultimately provides little value).
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5.3.4 STANDARDS ARE
REQUIRED FOR
COMMUNICATION

The comprehensiveness of the EHR is a key requirement® and is only possible if the
solutions deal with the complexity issues.

It is worth noting that the needs of health care professionals may vary greatly'®*. Spe-
cialists often need to keep lengthy records. Some have highly specialised notations,
drawings and other recordings. Highly specific systems have been built to cater for

locations such as intensive care'® or even to support care of patients with particular

diseases'®. The diversity will be even greater when ‘alternative’ practitioners or those
from other ‘medical cultures use the same record!

« Implicationsfor a national approach in Australia

¢ Thereisalimited understanding of the complexity of the information
in clinical systems. Recent key work in HL7 (USAM 2, PRA), COR-
BAMed, the Synex Project’ s federated record system and GEHR (the
Ocean Kernel) confirms this. A national approach needs to embrace
these aspects of EHR development.

¢ Specialised recording will need to be catered for in any nationa
approach. Until the forma meaning of notations are available for
automatic processing - it may not be safe to include these in the EHR,
as key clinical information may not be accessible.

To enable the simplest sharing of data (not just text) requires standards. These are
required in aminimal way for viewing a record from another site but are essential for
any processing of the record (such as for decision support etc.)

Different standards are required at the different levels described above:

¢ Data: standardised vocabularies such as SNOMED-CT (merger of SNOMED
and Read), ICD-10 AM and ICPC, image standards such as DICOM 3, signal
standards (ECG), multimedia standards etc.;

e Basic clinical structures. standardised terms to label content such as LOINC,
how to communicate this information in messages such as HL 7 or through com-
munication technologies such as CORBAMed, groupings of content into mean-
ingful clinical concepts such as blood pressure, a prescription or an audiogram
as partly covered by LOINC and more comprehensively in the GEHR archetype
system;

* Derived and synthesised clinical views: more complex structures that have been
developed over time by clinicians, now labelled by CEN and dealt with in
GEHR and HL7 - PRA but probably remain in the clinicians' domain; and

* Record management structures: arrangement of clinical structures into sensible
‘containers’ (as proposed by GEHR and more recently by CEN and the HL7-
PRA) to enable record management as required by clinicians and patients.

e Implicationsfor a national approach in Australia

¢ The choice of standards is huge with more than 150 vocabularies in
use today around the world, with merging of key players such as
SNOMED and the UK Clinica Terms (Read). Alignment of HL7,
CORBAMed and GEHR is beginning with a shared understanding of
the move to more complex information modelsin clinical computing.
A national approach will need to be cognisant of these developments.
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5.3.5 PATIENT
IDENTIFICATION

¢ The primary care coding jury will shortly announce which coding
system is to be used in Australian general practice. Many systems
have been considered; two home grown contenders, ICPC 2 plus and
DOCLE are competing with international giants such as SNOMED-
RT. ICD10 remains a possibility for problem lists which are disease
based. ICPC 2 plus has its origins in prospective research in Austral-
ian general practice and is based on the internationally accepted clas-
sification of primary care (ICPC 2). Docle is the personal invention
of an Australian GP and is used in the most widely used general prac-
tice software.

An agreed system of patient identification has been one of the principal technical
impediments to sharing health records outside particular health care ingtitutions. In
most countries there are proposals for national schemes, and they have been imple-
mented in the United Kingdom and New Zealand.

Technical approaches to patient identification without national agreement have been
proposed. The primary example isthe Open Management Group's (OMG) CORBAmed
"PIDS" (Patient IDentification Service) proposal, based on the use of id domainsand id
correlation to distinguish patients in the real world, rather than a theoretical algorithm
or information structure. PIDS, like other OMG domain-specific interfaces, is defined
in terms of IDL interfaces which can be implemented with CORBA or other technol o-
gies, thus enabling systems to interrogate each other according to the semantics of the
interface.

The PIDS takesinto account anumber of real world problems not dealt with by more
theoretical approaches to identification, including:

e support interactive and message-driven (unattended) modes, independent of
matching algorithm;
* supportsidentification in the face of highly incomplete identifying information;

* supports both manual and automated correlation of 1Ds and records associated
with health care consumers that have received care in different settings; and

* will address the problems of correlating IDs among the ID domains of highly
autonomous and frequently re-organising entities.

PIDS also addresses patient confidentiality by defining interfaces which can enforce
any policy defined in terms of user identity, target person identity, ID domain, person
traits requested and has already been implemented by Los Alamos National Laboratory
Telemed project.

The GEHR approach, utilising PIDS and sharing identity transactions, leaves atrail of
person identifiers that will enable perfect record linkage where there has been commu-
ni cation between the two data sources. This approach would ensure that record linkage
isonly available when consumers have consented.

» Implicationsfor a national approach in Australia

¢ A national person identification number (PIN) would simplify sys-
tems issues to a great extent. It will require a national structure to
maintain this system and reducing duplications etc. Travellers, and
others who do not give identification details consistently, will con-
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5.3.6 SECURITY OF
COMPUTER
SYSTEMS

Physical threats

tinue to confound efforts to build a national database. Linking the
number to billing seems a useful way to minimise the administrative
overhead.

¢ Approaches of CORBAMed and GEHR may be required where
national approaches are not palitically feasible such asin the USA.

No security can be achieved if everybody is hostile and all
machines are faulty. (Pfitzman)

Security, according to the Oxford dictionary, is “safety against attack, impregnable,
reliable, certain not to fail, in safe keeping, and firmly fastened”. All of these concepts
are valid when considering the EHR. There is an evolving framework, both theoretical
and legal, to ensure and maximise the security of information systems. Security of sys-
temsisgeneraly classified asfollows:

* Confidentiality, ensuring people can only access authorised information;
* Integrity, ensuring systems do what is expected of them; and
¢ Availability, ensuring that systems are available when required.

Security is not just atechnical issue, but includes physical security, procedural security

and staffing security'®’. Security isamajor concern for al involved in the implementa-
tion of information technology (IT), particularly those in banking and health care.

Asaro'® has analysed scenarios of possible security breaches and developed a taxon-
omy for determining the information required to monitor security closely. Determining
factors such as patient and provider factors, and session characteristics form the basis
of this approach.

Stealing the computer is athreat, particularly in primary care. So is unauthorised access
when systems need to be repaired or upgraded. The duties of the controllers to maintain
physical security of the system must be agreed. There is wide acceptance of such
requirements and generally system providers are interested in meeting such

standards'®®. Consumer acceptance is unlikely without confidence that this is the case
and governments are under pressure to take a national approach to protection of health

i nformation20-201

Parker?%? describes six functions of information security:
¢ Avoid the loss of information by providing a barrier between potential threats
and the data;

* Deter information loss by anticipating accidental or international unauthorised
behaviour;

* Prevent unauthorised access through system configuration;

¢ Detect any loss of information to minimise adverse impacts,

* Recover with aminimum of damage after aloss has occurred; and

* Correct system vulnerabilities to prevent the same loss from happening again.

Thereisaspecial casein the environment of consumer held records - that is the right of
deletion of parts of or the complete health record. It is clear that consumers will only
hold their own record if it isin their interests. They may choose to delete parts of the
record if they have control, though the duty of the health professional to hold records of
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5.3.7 SECURITY OF
TRANSFER OF

EHRS

their own is more important in this context. Electronic health records make dealing
with these issues far more straightforward than with paper.

Transferring EHRs requires a different approach from the paper record. Machinery to
intercept transmission data can be bought for as little as $200°%. Issues are somewhat
similar to those associated with faxing records. However, transfer of an EHR is differ-
ent from a paper record. An identical copy of the record, indistinguishable from the
original, can be created and sent. The record may be sent to many sites simultaneously.
Movement is an operation on the record, and has at least three attributes to describe it:
type, extent and conformance - described in the table below.

TABLE 6.

Analysis of transfer of EHRs

Copy Copying the original record and sending it
Type to the new site
Move Copying theoriginal and sending it to anew

site, with destruction of the original.
Destruction impliesleaving it in an unre-
coverable state. Thiswould a so apply to
backups

Complete The operation involves the entire original
Extent record

Partial The operation does not involve al of the
original record

Conformant Transfer to a health care facility which
adoptsastandard of security and processing
Conformance controls which are broadly the same

Non-conformant Transfer to a health care facility which
adoptsastandard of security and processing
controls which are significantly less strin-
gent or more accessible (or might be per-
ceived to be by the patient) than the sender's
hedlth care facility

Transfer of the complete record is a particular event which warrants very careful atten-
tion asit may happen when an EHR source is closed or requires upgrading. Legal diffi-
culties arise if a controller can move the EHR to another health care facility without
strict rules on validating error free receipt, acknowledgement of the status of the record
and agreement to hold the record in a suitable state for required lengths of time - partic-
ularly if regulations differ across state boundaries.

The transfer of the EHR may be to a hedlth care facility which works to standards
which are similar to that of the originator of the record, or to a health care facility which
has differing standards. The latter poses a potential threat to the patient and clinician.
Such transfers may be described as non-conformant and are more likely with interna-
tional movements. The EC has made specific provision in its directive! to protect
consumers from such movements of EHRSs.

Patients may only be willing to seek medical care on the basis that there will be no flow
of information between providers. For whatever reason they may not wish their GP to

62 of 128



Difficulties associated with Electronic Health Records

Transfer over the
internet

know about all of their medical problems. The same applies to some information which
the patient may wish to communicate to the GP, but not a referral specialist. To deny
thisright would be against the best interest of the patient and the public. Circumstances
where the patient would not control the movement of the EHR would almost entirely
fall into the category of reduced competence.

De Meyer and colleagues®® have analysed requirements for EHR transfers which they
consider must include:

* theoriginator of record (authenticity);

* evidence of the integrity of the record (complete, unchanged);

* the date and time submitted;

¢ thedate and time delivered;

* thedate and time receipted - within a non-repudiation framework; and
validation of data subject.

Further, data must be secure during transmission and, as stated above, there must be a
framework of non-repudiation - that is someone who receives the record cannot deny
this in the future. The most promising approach to these problems are the public key
infrastructures being developed as a generic solution to this problem across all sectors
of the IT industry.

The use of the internet to transmit EHRs raises extra security concerns for both provid-
ers and consumers. A recent report, The Future of the Internet in Health Care®* lists
severa of the key security issues:

* protecting servers and databases from unauthorised intrusion/modification;
* authenticating the identity of senders and recipients;

e protecting the integrity of the message itsalf;

¢ ensuring that senders cannot falsely deny they sent a given message;

* establishing audit trails; and

¢ ensuring the confidentiality of messages.

Confidentiality principles for web based record systems have been proposed by Rind
and cover some further aspects of record transfer in an internet environment®®. They
have also proposed specific bases for ensuring authentication of patients in this new
environment based on their experimental experience with the W3-EMR project®. The
PCASSO project (http://medicine.ucsd.edu/pcasso/) funded by the Institute of Medi-
cine (USA) has implemented many of these using simple floppy disk technology -
although some clinician users have found logging on to the system too arduous.

e Implicationsfor a national approach in Australia

¢ A national and robust Public Key infrastructure as outlined in Health
Online? is required to enable secure transfer of EHRS.

& Security required for financial transactions over theinternet are likely
to be adequate to protect persona health information during transfer
of EHRs. Given this situation, the main issue from a health perspec-

tive becomes the appropriateness of the EHR transfer®®.
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5.3.8 ACCEPTANCE BY
HEALTH CARE
PROFESSIONALS

Involved in design

¢ Theinsurance of integrity of the EHR on transfer is extremely impor-
tant, since subtle errors could creep in depending on the kinds of
processing carried out at the receivers end at each transfer. Thisisa
strong argument for a GEHR-style kernel component approach.

There is growing evidence of increasing acceptance by clinicians of information tech-
nology especially if patient care is seen to benefit. Bolton and colleagues showed that
the belief amongst Australian general practitioners that “prescription writing is easier
using a computer” jumped from 35% in 1994 to 52% in 1996. Further, the percentage
disagreeing with the statement fell from 30% to 16% in the same period. The same
group, however, were more likely to agree with the statement “If | were to computerise
my practice, in order to maintain my income, | will probably need to work more than |

do now”; 49% in 1994 and 62% in 19962%.

There is no doubt that a major barrier to uptake of EHR technologies is the prepared-
ness of health care professionals to take on the role of computer operator. Reed Gard-
ner, who has overseen the Salt Lake City implementation at LDS Hospital states that

success is 80% dependent on people and only 20% on technology*. Research needs to
describe best practice methods and cite clear evidence!'®.

An increase in the time spent with patients seems likely - although this may be due to
providing more complete care. A systematic review of consultationsin general practice
revealed that the consultation is approximately 48-54 seconds longer when a computer

is used - this seemed to get longer with time?®. Most of this added time was due to
computer tasks. Doctor initiated and ‘medical’ content of the consultations increased at

the expense of a reduction in patient initiated and ‘social’ content*. Clinicians views
have been surveyed and they say that they are not motivated to collect data that they

consider to be non-essential’®2%°, However, the application user interface design is
important?'? and can assist in achieving acceptable compromises.

Computer assistance can provide information in the consultation which increases diffi-
culties for the clinician - such as with programs that predict risk of certain outcomes'®.

Clinicians are increasingly aware that getting involved in the design and implementa-
tion of EHR systemsis essential. “Lack of input by clinicians into the design of health
information systems has been cited as a major factor in the failure of information tech-
nology in health services and has prompted many cliniciansto becomeinvolved in such
endeavours’ 1%, To do so, they need aworking knowledge of evaluation of clinical sys-

tems to take of responsible role?1°.

A number of comparative studies in Australia®'32'* have concluded that health profes-
sionals who do not use computers are not sufficiently aware of the benefits of compu-
terisation to make an informed choice about computerisation. However, job design and
management information science literature suggest that perceived usefulness of appli-

cations is the main predictor of subsequent use?’>. Dansky and colleagues have
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reviewed the predictors of perceived usefulness and their findings are listed in Table 7
below.

TABLE 7.

5.3.9 PROVISION OF
EDUCATION AND
TRAINING

Predictors of perceived usefulness, Dansky et al. 1999215

Predictor Positive correlation Negative correlation
Individual charac- Computer anxiety (whichis
teristics closely associated with age)

Lack of computer experience

Patient carevalues  Supports underlying patient Health professional sees health
care values currently in care asan art not ascience

place Health professional seesrela

Health professional values tionship with patient as highly
scientific approach personal

Clinic conditions Value administrative effi- See current organisation as
ciency and see current prac-  ideal
tice aslessthan ideal

Organisationa System responsive to the Lack of training and skill
support ‘culture’ of the organisation  required to use system

These factors need to be taken into account when assessing health professionals’ views
of clinical systems.

« Implicationsfor a national approach in Australia

¢ If clinicians are to be involved in design and development of EHR
systems then a number of clinicians, specifically those in leadership
roles, require a working knowledge of evaluation issuesin order that
they can assess the strengths and weaknesses of evaluation studies.

¢ Clinicians require meaningful opportunities to “test-drive” and
appraise fully functional systems aswell as effective training in max-
imising the benefit from their computer system and information

management4,

¢ The ISO group, led by Australia and with input from Europe, Asia
and the Americas, are determining a common set of requirements
which can be used as the repository of agreed features of EHRs. This
will alow development of a requirements methodology for use in
developing user interfaces, applications and systems, of which hospi-
tals and other software development organisations can take advan-
tage.

¢ Consideration of the GEHR archetype approach is warranted - an
EHR architecture which has the feature of allowing clinical modelsto
be added and amended ‘ post-hoc’.

It must be stressed that education and training is essential - for all users of EHR sys-

tems and for consumers 216:217.218  Changing job specifications of health professionals
to include this may be indicated as, for example, in one instance lack of familiarity by

junior staff led to an increase in patient waiting time and staff workload'®. Data quality
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5.3.10 SAFE CLINICAL

SUPPORT

54

has been shown to be dependent on training®'®. The UK is addressing this need for-
mally with a curriculum for I T training in General Practice?.

 Implicationsfor a national approach in Australia

¢ Undergraduate and ongoing postgraduate training and skill develop-
ment in health informatics is important for the future success of
design, implementation and evaluation of EHR systems.

The safety of clinical support systems relies on many variables - the correctness of the
software system, the education of the user and the compl eteness and accuracy of patient
data. In the vast majority of systemsin use “the level of clinical data provided to physi-
cians and their care providers is not adequate for the treatment of patients’1%. Clinical
decision support need to be tested and accredited.

 Implicationsfor a national approach in Australia

¢ Accreditation procedures may be required for clinical supportin EHR
systems.

TECHNICAL DIFFICULTIES

The technical difficulties when installing and upgrading an EHR system can be over-
whelming and account for a significant proportion of implementation difficulties.
Implementation in many settings is highly complex. Consider the situation in the USA.
Many HIS systems have been built using mainframe technology and are not open sys-
tems. They are service oriented dealing with administration, admission and discharge
details and results reporting. Data entry, particularly in the USA, is not done by the cli-
nician requiring print-outs and transcription of entries. Often there are conglomerations
of laboratory, radiology and pharmacy systems as well as the administrative system.

Billing is usually done by a separate system'*. Technical difficulties are bound to arise!

Multi-site federated web based EHRs®221:222:223 haye to overcome many of these diffi-
culties but usually do so when there is asingle controlling agency. Extensions of indus-

try standards, such as SQL?%*, or other innovations?®> may be required to deliver
information from EHR systems to clinicians. Computing power generally doubles in

performance and halves in cost about every 2 years?P3, but even with these major
advances the true EHR has been difficult to achieve.

Technical barriers remain to the transfer of EHRS®® even when sites are using the same

system?, The ‘textBase’ project, which aimed to allow transfer of health records from
one system to another in UK genera practice, has demonstrated the complexity of the

problem associated with no core record architecture®?. Middleware, such as the GEHR
Ocean kernel, working between the clinical application and the data storage, is consid-

ered inevitable but has a significant design overhead®?’.

Safety issues may arise when datais transferred to a new system that is not compatible
with the older system. Ellis and Kidd?'® describe a data transfer that resulted in nearly
90% of patients having an active problem of Asthma. In fact, in the previous system
negative findings were recorded - but this was not catered for in the newer system. The
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Interface

Balance of free
text and
structured data

field identifying that the patient did not have asthmawas lost, thus leading to al entries
of asthmain the database being recorded as problems.

Technical difficulties with aiding health professionals to enter data remain despite win-
dows and other graphical user interfaces??212,

Entry of data into electronic patient records is a critical function
that is fraught with challenges, mainly because it involves trans-
lation not only of facts, but also of knowledge and intuition from
the mind of a trained provider into a machine that accommodates

only zeros and ones. (Bradley?¥)

Windowing environments with icons and images have not been proved to be the best
solution on formal evaluation. Industrial engineering studies at the Regenstrief Institute
have monitored clinician eye movement and learned that packing as much information
into the screen ‘real estate’ as possible is the key to maximum usefulness'’®, Health
professions, particularly junior staff who move between health facilities, find the lack
of standards in interfaces difficult - standards initiatives such as CCOW aim to address
this. Clearly there are many interface issues that need to be considered by system
designers.

Nygren®?® and Berg??® have demonstrated that reading medical recordsis ahighly com-
plex task and many features of the layout can aid or hinder the reader. The ability to
restructure such elements as the summary chart depending on the requirements of the
user will aid searching and decision making. Another study showed that the scale on a
partogram can alter the likelihood of intervention because of the clinician’s perception

of the different rate of labour?3L,

The difficulty of the balance between free text - to aid comprehensive description of the
patient, and structured vocabulary to aid automatic processing (e.g. decision support) is
still debated. Discrete data elements from a defined vocabulary rather than free text

entries are valuable when processes require automation

...for a CPR to have multiple benefits, the data in the record needs
to be structured and coded - at |east to some degree. Thisis diffi-

cult to do with textual data.... (Jan. H Brummel?3?)

Clinical terminologies and vocabularies are evolving rapidly from simple lists of codes
and texts to neural networks of concepts and thesauri. Magjor developments are the
merging of SNOMED-RT and the NHS Clinical Terms (Read codes version 3.1) to
form SNOMED-CT, and the complex structures enabling natural language processing

in GALEN and the UML S?321,

Decision support is best accepted by health care professionals when integrated with
prescribing and other order entry systems. However, although there are a huge array of
guidelines and care pathways that have been published, few have been implemented in
computer systems. There is atechnical difficulty with authoring guidelines (or clinical
guidance) in a form that can be processed by computers and is transferable between
systems. Tools are required for this purpose and are now being developed in research
environments. There are a number of approaches. defining a language which expresses
rules (e.g. the Arden syntax or GLIF); producing tables of guidance and rules for how
they are implemented (Prodigy Release One); and producing a software component
with a defined interface (e.g. Prodigy Release Two).
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Protocols and guidelines are beneficial but issues arise when they are applied when the
EHR is incomplete. Miller and others have considered appropriate approaches to this

problem with immunisation of children®*.

The benefits of digital information are considerable - enabling transfer, copying and
access at a distance. Encoding information such as sounds and images requires a very
large amount of digital data compared to text. The increasing digital storage require-
ments for encoded images and other complex data (see Table 8 below) stretch the capa-
bility of modern hardware with atypical USA medical centre generating 3.5 terabytes
(Million MB) of data a year.

TABLE 8.

55

Size of multimedia components. From Lowe?3®
EHR component Size
One page of single spaced text 4KB

640 x 480 pixel 24 hit colour image (e.g. ahigh 1MB
resol ution microscopic image

Digital AP chest X-ray (2048 x 2048 pixel) 8 MB
‘Typica’ head MRI 20 MB
‘Typical’ chest CT Scan 50 MB

 Implicationsfor a national approach in Australia

¢ Thetechnical difficulties facing EHR development are considerable

and much work is progressing on many fronts. These difficulties will

not be resolved in the short term and others are likely to arise. A

national approach must determine which are the highest priority and

may be overcome or substantially contributed to with anational effort

- specifically:

e issues with web based federated systems that straddle multiple
Sites;

» gpecialised query languages and databases for health records;

e experiments with EHR transfer using GEHR and PRA and subse-
guent integrity analysis;

» trialsof dataentry solutionsin clinical settings;

+ Cooperation with international efforts to achieve natural language
processing in health care needs to be fostered.

FINANCIAL DIFFICULTIES

Australia has a complex funding model and multiple agencies determining policy. Fed-
era funding only accounts for 45% of the total health spending in Australia. Any
approach undertaken will need to be acceptable to the private sector as well as the
States and Territories if it is to be embraced. Costs will almost certainly outweigh the

benefit in first year?!t, and may be more than can be afforded'””.

True costs of a medium sized hospital CPR system was estimated in 1991 at between
US$2 million and US$6 million in the Institute of Medicine report. Others estimateiit to
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be as high as US$40 million depending on the size, systems already in place and other
considerations?36. No one has made a similar estimate since. Efforts to find large scale
solutions in Australia described in Section 6.4.3 on page 92 have been expensive - in
the range of AUS$20-60 million. Accurate costings remain problematic'?® not just in
health care'® but in many industries. Service industries stand to gain the most in pro-
ductivity from the use of IT but implementations in these industries are sometimes the
least cost-effective. Implementation is often ceased for financial reasons, for instance
data entry costs reaching 17% of billing'?’.

Further, financial gain alone may become the focus of EHR implementations!®, but as
two comparative studies in Australia have concluded, cost of systems has been a high
priority barrier to the uptake of computerisation by health professionals in primary
care?'3214 This appears to have been overcome by the recent introduction of incentives
through the GPCG (see Section 7.1.1 on page 97).

Financial difficulties may be associated with lack of involvement of clinicians at the
time of implementation. An example is the University of Virginia Medical Center sys-
tem which was strongly opposed by physicians because it lacked sponsorship by clini-
cians, altered traditional working arrangements, changed professional relationships and
constrained the medical education program. The system was eventually installed 3
years behind schedule at a cost which was three times that estimated®. Following such
experiences, health professionals resent the opportunity cost of EHR systems with
some justification.

There is obviously a need to limit the cost of EHR development. Countries like South
Africa have atotal health care budget that is roughly equal to the funding for Harvard
Medical School and Massachusetts General Hospital'*. Open source system develop-
ment such as the LittleFish project is probably the only option for such situations.

« Implications for a national approach in Australial mplicationsfor a national
approach

¢ Any national approach will need to take into account the structure of
the Australian health system and its funding.

¢ Open Source developments - a cooperative software development
model - warrant investigation as part of a national approach.
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6.1

National approaches

This part of the report outlines several examples of national or regional approaches to
the implementation of electronic health records in both primary and secondary care.
First, detailed case studies of national approaches to the development and implementa-
tion of electronic health records in the United Kingdom, New Zealand and Canada are
provided because their health and economic systems are very similar to our own. As
Health Online acknowledges®P!!, these countries have recognised the need for a
national and strategic approach to utilising the benefits of information technology in
health care “in order to secure promised advantages for the nation as a whol€’. It is
hoped that taking a national approach “will minimise the risks that might otherwise
occur through ad hoc (and therefore likely incompatible) activities’. These three exam-
ples are followed by a summary of the development and implementation of EHRs in
Europe and the USA. Lastly a brief overview of state and territory initiatives is pro-
vided.

UNITED KINGDOM

6.1.1 SUMMARY OF UK
PLAN

The UK approach towards electronic health records is reflected in Information for
Health, the information management and technology strategy for the National Health

Service, published in 1999%%. This charts a five-year evolution for hospital and pri-
mary care information systems, together with a number of other complementary health
informatics projects. It now provides the blueprint for all new funded measures within

the NHS Information Authority and the Policy Unit?3. The key measures within Infor-
mation for Health relating to electronic health care record information are:

* asix-level progression towards electronic patient records within hospitals;

* an electronic health record anchored in general practice;

¢ extensionsto the NHS strategic messaging service;

 the use of NHSnet?® for many clinical and management communications
between purchasers and providers;

* thelaunch of anational electronic library for health;
 the application of telemedicine services; and
* programmes for informatics education for health care professionals.

The NHS has had a patient identification number for many years. It isissued at birth as
part of the registration process. A comprehensive system for using temporary numbers
in acute health care has been developed which are resolved at a later time following
electronic communication with the national centre which maintains the numbering sys-
tem. A new format of number has been developed to support electronic communica
tions, removing coded information from the number which could be deciphered with
minimal effort.

The UK NHS has chosen to draw a distinction between:
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1. comprehensive electronic patient records that might be implemented within a
single hospital trust (known as the EPR); and

2. longitudinal records that would be based on a GP electronic health record with
summary information from anumber of hospitals and some community services
(known asthe EHR).

This distinction does not appear to be drawn from any recognised nomenclature, but
has now become an accepted understanding inside the UK NHS.

Hospital Trusts are expected to progress towards full EPRs through a series of stages
(Levels) as shown in Table 1 below.

TABLE 9.

Six levels of progression towards EPRs in the NHS Plan

EPR
Levels Description

1 Patient administration and independent departmental sys-
tems

Level 1 plusintegration via master patient index

Leve 2 plus electronic clinical orders, results reporting, pre-
scribing, multi-professional Integrated Care Pathways

4 Level 3 plus access to knowl edgebases, embedded guide-
lines, electronic alerts, rules, expert system support

Level 4 plus specific clinical modules, document imaging

Leve 5 plus telemedicine, other multi-media applications
(e.g. PACY)

The NHS vision of the EHR is of a longitudinal patient record, anchored in general
practice and possibly delivered through extensions to present GP systems. There needs
to be 24 hour clinician access to the EHR within the NHS. It must incorporate health
and socia care interfaces, supporting seamless care between GPs, hospitals, and the
community. The implementation of EHR systems must conform to NHS technology
standards, security & confidentiality policies. It must utilise the existing and planned
NHS technical infrastructure: NHS wide network, the strategic messaging service
(based on EDIFACT), NHS clinical terms (presently the Read codes, in future to be
SNOMED-CT). Pilot EHR implementations will be demonstrated through "Beacon
Sites", which are being identified for accelerated implementation to illustrate and dis-
seminate the practical means of realising EHRs.

Specific targets have been set for the attainment of EPRs and EHRs over the next five
years. These are summarised in Table 2 below.
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TABLE 10. Information For Health Targets

Target Description

Date March 2000

T1 Ensuring the NHS copes with the Y ear 2000 problem

T2 Developing initial Local Implementation Strategies (and
agreeing them with Regional Offices)

T3 Completion of essential infrastructure

T4 Connecting al computerised GP practices to NHSnet

T5 Offering NHS Direct services to the whole population

T6 Completing the national NHS email project

T7 Establishing local Health Informatics Services

T8 Completion of cancer information strategy

T9 Beacon EHR sites compl ete plans

T10 35% of dl acute hospitals to have implemented alevel 3
EPR

T11 Substantial progress in implementing integrated primary
care and community EPRs in 25% of Health Authorities

T12 Using NHSnet for appointment booking, referrals discharge

information, radiology and laboratory requests and resultsin
al parts of the country

T13 Community prescribing with electronic links to GPs and the
Prescription Pricing Authority

T14 Telemedicine and telecare options considered routinely in
al Health Improvement Programmes

T15 A National Electronic Library for Health accessible through
local intranetsin all NHS organisations

T16 Information strategies as appropriate to underpin compl eted
Nationa Service Frameworks

T17 Demonstrator EHR siteshave aninitia first generation EHR
in operation

Date March 2005

T18 Full implementation at primary care level of first generation
person-based Electronic Health Records

T19 All acute hospitals with level 3 EPRs

T20 The electronic transfer of patient records between GPs

T21 24 hour emergency care access to relevant information from

patient records
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DATE

Information for
Health:
Implementation
Strategies

EHR Building
Blocks: UK NHS
Experience

Individual Health Authorities have been invited to submit proposals for their Local
Implementation Strategy (LIS) for Information for Health. These proposals may
include bids for EHR Beacon Status, and were submitted by April 2000 with the final
NHS selection expected by early summer 2000.

The core themes within each LIS include plans for devel oping:

e secondary & tertiary care services (towards EPR level 3 or higher);

* integrated primary & community care?®® (which includes developing general
practice & community systems, integrated clinical systems for primary health
care teams and the integration of NHS Direct & Walk-In Centres;

* integrated health & social care, including mental health services;

* initiatives to improve the quality of care such as the new National Service
Frameworks for specific clinical services such as cancer and cardiac care, gen-
erd clinical data quality issues and prescribing;

* information for clinicians, patients and the public;
* education, training and development; and
e security & confidentiality.

The present reality of legacy technology infrastructures, variable clinical systems func-
tionality and patchy daily use, the duality of electronic and paper-based systems and the
enormous training needs for embracing EHR systems means that the journey to a com-
plete and multi-enterprise EHR will take some time. In theinterim, the existing systems
will remain in use and an early requirement will be to seek ways in which, through
training and local professional agreements, the existing clinical systems can be used to
best advantage. The goal will be to ensure that the most accurate, complete and consist-
ent health care information is progressively accumulated within each legacy system, for
integration as and when these systems are federated or decommissioned. Examples of
such policies include the use of agreed clinical terms, data-sets and templates; the pro-
gressive reconciliation of patient identifiers and demographic information, fostering
collaborations on common care pathways.

Considerable work already exists to define the requirements of and possible technical
approaches for implementing high quality EHRs. In the UK the former NHS Informa-
tion Management Group instigated a wide range of projects over many years in build-
ing towards an electronic communications infrastructure for the NHS. Amongst the
most notable has been the development of a set of standard messages to enable the
transfer of managerial and clinical information between purchasers and providers®*
over the new NHS network. The expansion of theinitia set of Read codes, through the
Clinical Terms Project, aims to provide a "language for health care" for new genera-
tions of clinical systems®?. The Electronic Patient Record Project has highlighted
many of the difficulties which must be overcome if the hospital medical record isto be

fully computerised®®. The new NHS Information Strategy defines aformal and funded
commitment to the integration of patient records within hospitals (Electronic Patient
Records) and across the wider NHS (Electronic Health Records).

Since the late 1980's several EU Member States have adopted specific programmes to
promote computerisation, through a combination of systems development programmes
and financial incentives schemes, but these have been slow to stimulate the clinica
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EHCR Building
Blocks: The
Adoption of
Standards

6.1.3 PERCEIVED
BENEFITS AND
DIFFICULTIES

computing market place. General Practice has been the most progressive health care
sector at embracing computer use within direct patient care, particularly in the UK and
in the Netherlands where most GPs now capture some elements of the patient encoun-

ter on an electronic health care record system?#4:245:246,

UK genera practice systems have, over the past ten years, been conformance-tested
against progressively more detailed and rigorous functionality and safety criteria.
These standards, known as Requirements For Accreditation (RFA) now require the

incorporation of PRODIGY?*" (national prescribing guidelines for a wide range of

common primary care conditions) and MIQUEST?* (a remote access audit and popu-
lation morbidity data extraction and analysistool, based on Read Codes).

The UK has sought to encourage the migration of clinical systems towards compliance
with the new CEN/TC 251 EHCR Communication pre-standard, prENV 136062%°.

Many national, European and international standards have emerged from the R&D
results described above. Such standards can potentially facilitate the interoperability
between different vendor products. These can enable enterprises to adopt a multi-ven-
dor best of breed solution to local information system requirements whilst remaining
consistent with the broader vision of communicable and lifelong health care records
across the whole UK NHS and internationally.

The NHS has itself defined many standards for use within and between health care
enterprises and health authorities. These have been outlined earlier; they have influ-
enced strongly the specification of clinical information systems marketed in the UK but
have varied in their wider influence within Europe.

The most pertinent recent European pre-standard is CEN/TC 251 prENV 13606%%°.
This four part standard for EHCR Communication defines:

1. an EHCR architecture (as an information model);

2. aset of term-liststhat can be used to name or categorise EHCR entries;

3. amodel for the distribution rules applicable to the access to EHCR entries;
4

. aset of structured messages to be used when EHCR entries are communicated
between EHCR systems.

Much of the background R&D underpinning this standard originates from the GEHR
and Synapses projects.

There are endeavours within several EU member states to implement part or all of
prENV 13606. A forum will be required through which experience can be shared and
cross-member support given. (The CEN Secretariat, though able to receive direct feed-
back on the ENV through its national representatives, is not funded to perform such a
role.) The EU Fourth Framework project EHCR SupA contributed to the four CEN
Project Teams involved in drafting this standard, and has provided some guidance
material on itsinterpretation and possible implementation, but is not funded to continue
beyond March 2000. Clearly this standard will contribute to the present debate on the
EHR-related standards to emerge from 1SO/TC 215.

The perceived benefits® and difficulties®™! of the UK approach to EHRs have been
debated; the ‘devil’ being in the detail. It is a huge undertaking and must be managed
accordingly.
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Developing a
Migration Strategy
Towards EHRs

The benefits of an
EHR architecture
standard

Despite considerable progress made, the development of integrated information sys-
tems, which can link together clinical knowledge, interventions and records, securely,
rigoroudly, cost-effectively, and at the coalface of practice remains a huge challenge.
Achieving the transition from the systems of today to those required to meet the Infor-
mation for Health®®” and Clinical Governance, visions of tomorrow is an extremely
complex set of linked clinical, technical and managerial challenges.

Electronic and paper records are presently held in islands of information in independent
information systems, each with its own technical characteristics and view of the health
care domain. The available evidence on good clinical practice, existing as publications
and guidelines, is often too generalised to be applied to individual patient groups, andis
isolated from the relevant known facts about any particular patient's medical and social
background ref?>3, This evidence is difficult to retrieve at the time and in the location
where needed. Health care enterprises and regions therefore need to federate a very
large number of physically and technically diverse feeder systemsthat may be scattered
across hospital departments, specialised units, primary care and other community

settings®.

Most UK Health Authorities comprise hospital and community trusts with a range of
legacy information systems; each is pursuing its own pathway towards an enterprise
EPR. Each site has an accumulation of local departmental and specialist systems, cho-
sen for their suitability to the teams' requirements but now increasingly holding infor-
mation that is valuable to others and striving to integrate information that others hold.
The opportunity to carry out a"clean sweep" and mop up al such databasesinto a next-
generation EHR system is infrequent and expensive. Even the latest such systems may
fail to meet the future requirements for a comprehensive and collaborative EHR, and it
islikely that individual systems, developed by smaller playersto suit specialist require-
ments, will always be sought to supplement a core system.

User requirements and any analysis of record entry contexts would form the basis of an
Enterprise Viewpoint (ODP Reference Model). The architectures developed from
them, often expressed as object models, comprise the Information Viewpoint. Both of
these levels of expression can enable implementation in a diversity of computational
and engineering methodologies. By remaining at the information viewpoint level, the
work on EHCR architectures has continued its independence of any particular imple-
mentation and has enabled the models to be re-expressed as relational schemata, pure
object-oriented schemata, within messages and as document schemata (such as XML
documents).

EHR architectures are normally represented as formal object models, in which each
construct is either a class or an attribute. The major focus of work within Europe has
been to define the basic (foundation) classes and attributes which form the core model
of apatient's record.

The strength of the approach taken in Europe on the EHR architecture (spanning
GEHR, EHCR-SupA, Synapses, SynEx and complementary standards from CEN) has
been the development of a rigorous generic representation suitable for all kinds of
entries, and the requirement for all labelling information to be an integral part of each
construct. Provided that the core architecture is common to both a sending and a receiv-
ing information system, any health record extract will contain all of the structure and
names required for it to be interpreted faithfully on receipt even if its organisation and
clinical content have not been "agreed" in advance.
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Asmost EHR architectures have been expressed as object models, interest has grownin
the use of object-oriented programming to implement EHR systems and to communi-
cate EHR extracts. The perceived advantage of treating the EHR as a set of objectsis
that this view corresponds more closely to the actual way health record information is
organised than the relational approach.

In contrast to the approach of the EHR architecture groups, severa countries have
based the communication of clinical data on pre-defined structured messages. The UK
is such an example. Although interest within such projects has often been focused on
the technical challenges associated with the message representation protocols (e.g.
EDIFACT), the telecommunications infrastructures (e.g. electronic mailboxes, X25
and X400 protocols) and the means by which patients, senders and recipients are iden-
tified, the principal clinical challenge isin the definition of the information content of

each message type.

The message-based projects in Europe and in the US (where HL7 has been widely
implemented) originated in the need to support efficient health care administration and
finance. Data sets of this kind tend to be stable and well structured, with little need for
variation between patients or enterprises.

This contrasts with the idiosyncratic nature of clinical practice and of most health
record entries. The need for each clinical message to contain a predictable content
structure has inevitably led to their introduction for clinical administration, laboratory
results, screening programmes and for the management of well-defined chronic dis-
€3SEeS.

prENV 13606-4 now provides a more sophisticated message definition matching the
generic approach of an EHCR architecture. HL7 version 3, which is undergoing a
series of revisions in draft, is also now attempting a more generic representation of a
health record. Implementation experience of such complex messagesis limited, and the
case for aregional or national approach to EHCR communication based around a long
list of formal messages is now less convincing in contrast to the opportunities of
exploiting secure distributed computing environments.

Possibly the richest set of implementation experiences to date of a generic and compre-
hensive EHR originate from the Synapses project?®. Whilst some common features
exist between these examples and the GEHR approach, Synapses has additionally con-
sidered a number of the issues involved in sharing EHR information through distrib-
uted systems.

EHRs will in practice need to be implemented within a secure communications infra-
structure that allows for the seamless integration of existing (legacy) computer systems
whilst these remain in use, for the ongoing inclusion of new-generation systems and for
the future adoption of new specialist clinical databases. The likely scenario for the ini-
tial delivery of local or regional EHRs will be as a secure web-browsable view of sensi-
tively amalgamated multi-site health care information derived from nominated data sets
within selected "donor” feeder systems.

 Implicationsfor a national approach in Australia

¢ Ellis and Kidd?8 have summarised the lessons to be learned from an
Australian perspective. They state that there is:

» alack of education, training and support;
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* no common data model;

e no common coding scheme - Read version 2 and version 3;

» alack of information exchange;

» thelack of areasonable business case to encourage uptake;

» alack of validation and verification procedures leading to poor
quality data;

» alack skilled IT professionals to provide support; and

» security and confidentiality are not fully addressed (or taught).

¢ It must be noted that these problems exist to afar lesser degreein the
UK than in Australia. The fact that they have arisen where a great
deal has been done at a national level will demonstrate that thereis a
real need to consider carefully how to proceed in Australia.

NEW ZEALAND

6.2.1 SUMMARY OF
NATIONAL PLAN

Since the early 1990s the New Zealand government have been taking a national
approach to health information and, since 1995, a coordinated view of the electronic

health record®. In 1996 the NZ government released a Health Information Srategy for

the Year 2000°%. The initial developments involved solving the problem of identifying
individuals, providers and consumers, in different settings and ensuring security, confi-
dentiality and privacy of persona health information.

Two national health databases, the National Health Index (NHI) and the Medical Warn-

ing System (MWS)®7 are at the centre of the infrastructure that ensures privacy and
security as well as access to health care professionals responsible for patient care. The
NHI is a register of al users of the heath care system in NZ; everybody will be
assigned a person identifier (currently between 93% and 95%) and their name, aliases,
addresses and dates of birth are maintained. This enables positive unique identification

of anindividual under strict legislative control of privacy viathe 1993 Privacy Act®®,

The justification for proceeding with the national plan for EHRS® can be summarised
as.

* Decreased time and therefore cost required for information management of
health records;
e Improved availability, transfer, retrieval, and shareability;

* Linkage of hedlth records for a particular patient from different health record
Sources,

* Decreased cost of health record storage;
e Multiple dynamic views of the EHR obtainable "instantly";

* Powerful abstraction and reporting capability by EHR systems for population
health, audit, research and health service planning;

e Improved data quality and standards - via data entry validity checking, and
direct data transfer from other sources eliminating transcription errors; and

¢ Provides underpinning for computer-assisted decision support.

The difficulties raised in the EHR report® by the NZHIS were:
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* [lack of] confidence in computers amongst their users, and especidly in the
availability, privacy and security of data stored on computer;

» adoption of a positive attitude towards computers in the work-place;

* require careful strategic management of change, as well as champions for the
new technology;

* recognition and acceptance by those entering data that the usefulness of records
extends beyond the needs of care of the patient;

* [recognition] that there are many legitimate re-uses of clinical information
which are in the best interests of community as well as of various other parts of
the organisation (e.g. billing, research, statistics); and

e users [need to] become knowledgeable consumers of this technology (like a
motorist) without needing to be experienced in its maintenance (like a
mechanic) with adequate skills and proficiency in the use of the computer appli-
cation.

This report® concludes:

It could be argued that there is a strong business case for the
development and implementation of computer-based medical
records. All the necessary technology for implementation of full
electronic medical records exists. Where electronic records are
kept asan integral part of the care planning and delivery process,
their data quality is normally high, and almost all the administra-
tive requirements for data can be provided as a by-product of
these records.

New Zealand GPs have had a significantly higher level of computerised information
management experience over the past decade than their Australian counterparts. It is
estimated that 95% of NZ GP practices use practice management software?® and over
50% use computerised patient management systems (prescribing, clinical notes, deci-
sion support etc.)?®. Some Independent Practitioner Associations (IPAS) such as East
Health and Rotorua claim about 85% of their GPs use clinical patient management soft-
ware. Furthermore, all of these have some form of EHR?®, It should be noted that all of
the main GP software vendorsin New Zealand have included clinical notes and patient-
centred EHR functionality for many years and in some cases more than a decade.
Accordingly, most GPswith clinical systems use an EHR for at least apart of their clin-
ical data recording?®!. This contrasts with the Australian situation where the emphasis
to date has been on electronic prescribing with only avery low level of EHR use (about
5%) by Australian GPs.

New Zealand GPs also appear to have a much higher usage of theinternet than Austral-
ian GPs. A recent survey showed that 72% of NZ GPs had used the internet and 81% of
these use it for work-related tasks such as knowledge update, patient information, and
communication with colleagues®®2. However, only 30% said they use the internet at
least weekly to update knowledge and only 7% said the internet had improved their
relationship with patients.
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Secondary care

EHR standards
development

Progress on EHR
building blocks

» National Health Index
(NHI)

« The Medical Warning
System (MWS)

* Clinical coding

The use of computers in New Zealand hospitals over the past decade has, as in Aus-
tralia, concentrated mainly on administrative and financial applications. Clinica com-
puting has mainly been limited to departmental systems such as pathology, radiology,
and pharmacy. However, a number of New Zealand hospitals (e.g. Auckland, Welling-
ton, Waikato) are now actively planning or implementing integrated information sys-
tems and there has been significant recent development towards IT support for

integrated patient care (mostly disease management led)260.263,

New Zealand is one of the few countries in the world which has made any attempt to
develop a national EHR standard. A draft version of an "Electronic Medical Record"

standard was published in 1998%%3, The draft NZ standard has adopted an object-ori-
ented architectural approach. Its basic structure has much in common with GEHR but
has extended somewhat into areas of medical process such as episodes of care (GEHR
isalso now being extended to cover process issues).

There has, however, been no further development of the draft EHR standard published
since 1998. Thisis mainly because work by the committee since that time has shifted to
active participation in 1ISO/TC 215 projects on the EHR to promote the adoption of

EHR standards international ly2%*.

New Zealand is well advanced on developing the EHR building blocks. A number of
these are considered below.

The NHI® was first introduced in 1977 to assist public hospitals in managing patient
files and uniquely identifying patients. The NHI consists of a seven character unique
identifier and anumber of demographic data elementsincluding name, address(s), date-
of-birth, sex, ethnicity, and aliases.

The NHI isnow used in both secondary and primary care and the NHI is used to access
an increasing number of applications. GPs currently have at |east 80% and up to 99% of

their patient registersindexed?®*. All users of the NHI are bound by the NZ Privacy Act

(1993) and the NZ Health Privacy Code?®. There is also a specific access agreement
between the NZHIS and individual users.

The MWS?' is a national database which serves the function of notifying health care
providers of any information or known risk factors that might be important in making
decisions about patient care. The MWS uses the NHI number for access and access
rights are subject to similar conditions as for the NHI. The MWS has five distinct com-
ponents which are;

e Medical Warnings (e.g. allergies, drug sensitivities);

e Medical derts (e.g. diabetic; renal failure requiring dialysis);

¢ health care Event Summaries (e.g. hospital admission date and principa diagno-
sis);

¢ Contact details (e.g. next-of-kin); and
* Donor information (e.g. kidney and heart donor).

Whilst the MWS is potentialy a very important national database, it has so far been
poorly used by hospitals and essentially not at all in the community?%,

ICD9-CM-A has been used by all New Zealand hospitals and this is now being
replaced by the Australian version, ICD-10-AM. The national coding system for pri-
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mary careis Read Version 2 which was introduced prior to 1994. Version 3isavailable
but not yet implemented by any software system.

The usage of Read codes by NZ GPs is thought to be still fairly low although in some
IPAs where it is actively encouraged, the usage rates are much higher?®*. Some IPAs
have simplified the Read codes for their own use?®.

A drug chapter for Read in NZ has been developed and was released in The Pharma-
ceutical Index of New Zealand in January 1999. LOINC codes for pathology and radi-
ology are under review and have so far been implemented by one pathology software
vendor (Delphic). LOINC codes are now being used within and between some hospi-

tals and roll-out to GPs is expected in the near future?®,

The New Zealand Health Data Dictionary?® contains, like Australia's equivalent, only
high level demographic and health items which reflectsits original purpose as atool for
health service administrators, planners, and policy makers. However, also like Aus-
tralia, the NZHIS intends to expand the Data Dictionary to include more granular clini-
cal terms and concepts which will greatly increase its utility for health informaticians,
clinicians, and software developers.

HL7 is the official New Zealand standard for all clinica messaging. It is currently
being used for:

* pathology orders and results;

¢ radiology and results;

* referrals, status, and discharge;

* NHI and MWS transactions; and
¢ claimsand payments.

Electronic clinical messaging for pathology and radiology results in primary care is
much more common in New Zealand than Australia with an average of around 65%
participation nationally and over 70% in some areas such as South Auckland. Thiswill
increase rapidly in the near future because the Government has introduced a require-

ment that all GP billing claims must be made electronically by July 1, 2000%°.

NZHIS established a national health Intranet in 1999. It is still in an early stage but will
be used for information, messaging, and e-commerce across all sectors of health. The
Intranet is expected to eventually replace the current privately run X.25 network which

is used extensively for clinical messaging to GPs?%2,

The Intranet architecture has 3 levels of security. Level one uses IP (internet Protocol)
on a NZHIS managed Virtua Private Network (VPN). Level 2 creates security with
X509 version 3 digital certificates with Public Key Infrastructure. Level 3 uses 128 bit

encryption®®,

Apart from the government reports cited above there is some literature concerning
implementation of this national approach. Much of the work has been done on a much
smaller scale than in Australia - compare Tilyard’s description of the creation of a

national general practice minimum data set in NZ27 with the current work in Australia.
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Government
interest and
promotion

New Zealand have been world leadersin privacy of personal health information, enact-
ing the Privacy Act in July 1993 and the "Health Information Privacy Code" in 1994.

The latter?®® formulates rules applicable to:

e collecting personal health information;
* storage and security;

e access and correction;

e use and disclosure;

¢ updating and disposal; and

* person identifiers.

The responsibility for privacy is unambiguous and rests with named individuals as in

the European directive'®. Thereis no doubt that this approach has allowed some of the
innovations described above to proceed.

The implementation paper from NZHIS?® raised the issue of change management.

Change creates uncertainty; where there is uncertainty there is
fear and rumour. The management of this requires investment of
time and effort, and the use of appropriate ways to involve those
who will be affected by it. Saff must be motivated by management
to view the change as positive and beneficial and to become com-
mitted to it. They must embrace the goals of the change and be
prepared to work towards their achievement. In addition, there
will need to be serious investment in appropriate education and
staff development activities.

The decision by the New Zealand Government in the early ninetiesto invest in and pro-
mote key items of health information management infrastructure has positioned them
asaworld leader in the field, particularly in the primary care sector. Thisinfrastructure
includes the National Health Index, the Medical Warning System, a national clinical
coding system for primary care (Read) aswell asfor hospitals (ICD), the early adoption
of HL7 as the standard for health messaging, and more recently a national health
intranet and the attendant security apparatus in the form Public Key Infrastructure (still
in early development). National privacy legislation and a national Health Information
Privacy Code have also been in place for over six years.

These initiatives have provided the essential building blocks for a national electronic
health record implementation. Significant and pioneering work has already been done
on anational EHR standard. This, together with the experience gained in the important
items of infrastructure listed above, has enabled this small country to now play a major
informed role in the development of international standards for the EHR and other
areas of health informatics. The New Zealand health software industry has also bene-
fited greatly from this experience with a disproportionate number (compared to Aus-
tralia) being successful in the international market. These include Cardinal Healthcare,
Orion Systems, Delphic, Houston, and Terra Nova. The New Zealand health industry,
including ultimately the patients and clinicians, will almost certainly also benefit from
thisinternational experience and success.

New Zealand is clearly well ahead of Australiain itsimplementation and use of EHRs
in primary care. Despite this, the lack of an EHR standard to date has led to the same
problems found in other countries, with little or no interoperability between different
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clinical systems except through simple messaging. New Zealand has benefited from a
single vendor implementation of HL 7 messages.

The status of the EHR and other aspects of clinical computing in New Zealand hospi-
talsis much the same asin Australia (and most of therest of the world). There is gener-
ally only a Patient Master Index (containing demographic and minimal clinical
information in the form of diagnostic coding) plus various departmental systems such
as pathology and radiology with little or no inter-operability. There is no integrated
patient-centred electronic health record. However, the NZ National Medical Warning
System could be seen as the starting point for a national EHR 'regime’ and the other
items of information infrastructure discussed above will aso help to provide a firm
foundation.

The single level of government (and hence of health policy and funding) in New Zea-
land, together with the active involvement of the NZHIS and Ministry of Health in IM/
IT policy and implementation over a long period of time, have no doubt contributed
significantly to the relative sophistication of health care computing, particularly in pri-
mary care. The small population and land mass have probably also played a positive
role.

 Implicationsfor a national approach in Australia

¢ Thebuilding blocks for anational approach are clear from NZ experi-
ence. First, legidation that genuinely addresses consumer concerns
regarding privacy in a manner that balances the need for access to
safeguard health. Second, regulations which ensure the security
mechanisms necessary to achieve this balance.

¢ New Zealand has a single organisation able to make decisions on a
national approach to EHR implementation, unlike Australia. Recent
initiatives to centralise decision making, such as the formation and
funding of NHIMAC, the General Practice Computing Group and the
EHR Task Force, are important and likely to encourage progress.

¢ There are more lessons to be learned from the New Zealand experi-
ence in the areas of building, implementing, and supporting the infra-
structure necessary for an integrated national health information
management system. Principal among these are the need for a patient
identification number (PIN) and a national coding system for primary
care. All of these items are currently being considered in Australia.
These processes will benefit from closer dialogue with our New Zea-
land colleagues so that we can gain from their experience.

CANADA

6.3.1 SUMMARY OF
NATIONAL PLAN

Canadasfocus at the national level in establishing EHRs reflects its national-provincial
division of responsibility for health care. The Federal government is primarily respon-
sible for ensuring that the provisions in the Canada Health Act are consistently imple-
mented across the country. The Provinces are responsible for managing and operating
their respective health care systems. This division of responsibility and its influence on
the human, technical and business dimensions of health care is a fundamental factor
affecting the planning of any initiative.
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The Canadian
Institute for Health
Information (CIHI)

Over the last several years, the ‘evolutionary’ forces of this context have spawned sev-
eral nationa initiatives, which have been focused on influencing and facilitating the
establishment of EHRS, rather than creating a single prescriptive national plan. There
are now a number of organisations, funding programs and initiatives include which are
working together to achieve this outcome.

The Office of Health and the Information Highway (OHIH) (www.hc-sc.gc.ca/ohih-
bsi/menu_e.html), underlines the strong synergy the government sees between technol-
ogy and health care delivery. The OHIH initiatives include:

e The National Health Surveillance Infostructure (http://www.hc-sc.gc.ca/hpb/
|cdc/webmap/index.html) - a network of networks with provincial partners and
other stakeholders such as medical laboratories and poison control centres.
These networks will enable data collection, integration and analysis from
diverse sources for risk management - with the aim of saving lives, preventing
disease and disability and thus reducing the cost of health services.

* The Canadian Health Network (http://www.canadian-health-network.ca/cus-
tomtools/lhome.html) - providing well organised, accessible and timely informa-
tion on health promotion, disease prevention, treatment options and health
system performance through multimodal access, including WWW, 1-800 lines,
interactive voice response and fax-back. The CHN aims to empower consumers
through quality health information and overcome geographic and financial bar-
riers, assisting all Canadians to more actively manage their health.

* The First Nations Health Information System (http://fnhis-sispn.hc-sc.gc.cal
fnhis/default.htm) - the system is designed to support case management, health
planning and eval uation at the community level in Indigenous communities. The
system will aim to ensure universal access to health information management
and reduce risk through early detection of disease outbreaks, new diseases and
antibiotic resistance. The system will aso aim to offer a more comprehensive
immunisation schedule management and communicable disease control.

¢ The Health Infostructure Support Program (HISP) (http://www.hc-sc.gc.ca/
ohih-bsi/whatfund/hihsp-intro_e.html) - established in March 1998 to support
efforts to test and assess the use of new information technologies and applica-
tions in the health field through pilot projects in areas such as public health,
health surveillance, pharmacare, First Nations health, homecare and telehealth.
It was open to non-profit, non-government groups and organisations in Canada.
Thirty-six pilot projects were, or are currently being conducted by 33 non-profit,
non-governmental groups and organisations in the health sector. The federal
government will provide $8.7 million while private sector financial support in
excess of $2.25 million has been committed to the applicants.

Health Canada's Office of Health and the Information Highway (OHIH) has now
announced the Canada Health Infostructure Partnerships Program (CHIPP). "CHIPP is
atwo-year, $80 million, shared-cost incentive program, aimed at supporting the imple-
mentation of innovative applications of information and communications technologies
(ICT) to bring better health and health services to Canadians. CHIPP will support
projects in two strategic areas of 1CT-based innovationsin health care delivery, namely
telehealth (telemedicine and telehomecare) and electronic health records (EHRS)."

Thisisthe first national initiative that is directly focused on the creation of EHRS. The
rationale for the program is as follows:
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The Canadian
Institute for Health
Information (CIHI)

Federally Funded
Provincial
Initiatives

EHRs are the essential health information related to individuals
and health care providers. They normally include the individuals
health information and unique identifier code; the identifier code
for the health facility providing the service, the health care pro-
viders' code; and other relevant information.

Having individual EPRs is important, but linking and sharing
patient records across health care providers, i.e., building an
EHR, will create a paradigm shift resulting in a patient-centred
integration of health care as well as more streamlined health
administration and more informed policy making.

The Canadian Ingtitute for Health Information (CIHI) (http://www.cihi.ca) - plays a
critical rolein the development of Canada's health information system. CIHI is afeder-
ally chartered but independent, not-for-profit organization. It brings programs, func-
tions and activities from The Hospital Medical Records Institute (HMRI), The MIS
Group, Health Canada (Health Information Division) and Statistics Canada (Health
Statistics Division) together under one roof. Its primary functions, which relate to the
establishment of national EHRs, include:

¢ |dentifying health information needs and priorities;

* Caoallecting, processing and maintaining data for a comprehensive and growing
number of health databases and registries, covering health human resources,
health services and health expenditures;

e Setting national standards for financial, statistical and clinical data as well as
standards for health informatics/telematics

Specific initiatives that CIHI has initiated include:

* The Roadmap Initiative (http://www.cihi.ca/Roadmap/rdindex.htm) - a national
vision and four-year action plan to modernize Canada's health information sys-
tem. Led by CIHI, it isacollaborative effort with Statistics Canada, Health Can-
ada and many other groups at the national, regional and local levels.

* The National Data Model and Dictionary Project (http://www.cihi.ca/Roadmap/
Health Data/start.htm) - the Conceptual Health Data Model (CHDM) is arefer-
ence tool for organizing high-level health information and data. The CHDM
provides a framework within which to view and define health information. The
goal of this project is to further enhance the CHDM developed by the Partner-
ship for Health Information Standards. Specific objectivesinclude:

» Mapping the Conceptual Health Data Model to an existing logical
data model used by a significant number of stakeholders in Can-
ada;

e Creating and publishing a standard data dictionary for CIHI enti-
ties and data elements; and

» Developing communication and education material to facilitate
the use and acceptance of the CHDM.

Transfer payments and funding initiatives from the Federal Government have directly
and indirectly spawned several projects, which have added to the national experiencein
establishing EHRs. The most notable project at the Primary Care level is Ontario's Pri-
mary Care Reform initiative (http://www.gov.on.ca/MOH/english/pub/pub links/

pub_pricare.html).
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6.3.2 PROGRESS TO
DATE

1994

1997

1998

1999

The $18 million initiative consists of a number of pilot projects, which are being jointly
coordinated by the Ministry of Health and Long-Term Care and the Ontario Medical
Association. As of July 1999, 40 doctors had already formed Networks. Another 80
family doctors are expected to establish other Networks in the coming months. Nearly
300,000 Ontarians will be invited by their doctors to enrol with them, as part of a pilot
project.

Primary Care Networks (PCNs), which consist of groups of family physicians, will be
required as part of the project to select and implement primary care EPRs. The goal is
to use information technology to enable transformation of the primary care component
of the healthcare system.

Information Highway and Canadian Health Info-Structure were announced in 1996 and
1997 - to investigate the use of information technology to assist the health sector to
move rapidly towards an evidence-based health system. The barriers to such a system
were seen as.

* lack of information on which to base decisions;

* |ack of accessto information when required;

* lack of agreement on which information isreliable;

¢ |ack of longitudinal data; and

* difficultiesin selection of information on which to base decisions.

The Health Info-Structure sought to develop accessible, reliable and consistent infor-
mation to improve decision-making at all levels. Thisinfo-structure was envisaged as a
'virtual information centre' that "is created and used by communities and individuals
across Canada. It will be open and accessible, yet assure sufficient confidentiality and
privacy to assist decision making by health professionals and patients: support research
and training; facilitate management of the health system; and respond to the health
information needs of the public.”

The Canadian Institute of Health Information was established. CIHI recently received a
substantial injection of funds from the Federal Government to pursue its mandate,
which in turn will help contribute to the establishment of national EHRs.

Health Canada established an Advisory Council on Health Infostructure to develop a
strategy for implementing a nation-wide health information infrastructure - hence
‘infostructure’ for short.

A maor conference was convened by the Council on Health Infostructure and a
number of background papers produced by the Information Highway Advisory Coun-
cil, the Canadian Network for Research, Industry and Education, the National Forum
on Health, Industry Canada and Justice Canada. These covered protection of health
information and privacy, overall strategy and future vision, related technology initia-
tives including telehealth, implication for legacy systems, community and consumer
views, as well as access and equity. Attendees were also invited to consider a number
of Australian initiatives.

The Advisory Councils final report - Canada Health Infoway: Paths to better health -

was published in February 1999175, It synthesises the outcomes of the conference,
background papers and other materials.
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6.3.3 PERCEIVED
BENEFITS AND
DIFFICULTIES

Large amounts of
money do not
ensure success

We need a
paradigm shift to
succeed

As discussed earlier Health Canada aso established the Health Infostructure Support
Program (HISP). This program had a very broad mandate and supported many projects.
Only a small humber of the projects contribute in some way to the establishment of
national EHRs.

HISP's successor is the CHIPP program. The program has two focus areas, electronic
health records and telehealth. The level of funding and more directed approach promise
to create significant progressin the creation of National EHRs.

A number of years ago Canada and the European Community signed an agreement to
share knowledge and innovation in healthcare "telematics.” Although there have been
some joint projects the agreement has not been leveraged to take advantage of its full
potential. Recently there have been renewed discussions to determine what kind initia-
tives could raise the level of co-operation and collaboration.

In the area of Primary Care EHRS, physician groups in the Ontario PCR initiative have
completed the evaluation and selection process for their software and hardware. Some
sites have actually completed installation of both hardware and software. It is not clear
when they will be able to connect to each other and other components of the healthcare
ecosystem.

Although Canada has not had a specifically focused national plan for establishing
EHRSs, the various projects and initiatives undertaken to date have essentialy laid the
groundwork for a national approach. The work done so far can be characterized as a
national independent learning exercise. One could easily criticize it by saying that is
has been too painful and inefficient. Nonetheless, it also has been an essential step in
creating a critical mass of awareness, understanding and commitment to establishing
EHRs. Some of the lessons learned so far are:

Generous funding has more often been a curse than a blessing while moving up the
learning curve. There have been several multi-million dollar initiatives across the coun-
try that have yet to demonstrate the ability to assemble and share comprehensive health
records. It seemsthat "big bang" approaches have tended to bog down in the inertia cre-
ated by the big politics, risk aversion and traditional command and control models,
which they attract.

Thereis consensus amongst all the stakehol ders that the time has come for fundamental
innovation. One of the key insights of ajoint working group formed by the Information
Technology Association of Canada (ITAC) - Ontario Health Committee and the
Ontario Health Providers Alliance (OHPA) isthat, to quote Albert Einstein:

The significant problems we face cannot be solved at the same
level of thinking we were at when we created them.

In other words the tools and processes we used to create the current impediments to
establishing EHRs will not likely provide the solutions we need. This is fuelling a
growing desire and sense of urgency to innovate and collaborate at alocal, national and
global level to achieve what is essentially a globally shared vision.

A promising development is the growing interest in the application of the Open Source
paradigm to the development of healthcare software and in particular to EHRs and the
development of community based health information networks. An early adopter isthe
McMaster Primary Care Network (PCN), which has been established by the Depart-
ment of Family Medicine, McMaster University in Hamilton Ontario, to participate in
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Healthcare
behaves like an
ecosystem

Ontario's Primary Care Reform initiative. The McMaster PCN is basing its strategy on
MUFFIN, a primary care EPR that has been available on an open source basis for
nearly ten years. MUFFIN is unique in that it supports teaching, research, evaluation
and delivery of care. One of the goals of the PCN is to modernize MUFFIN, create a
self-sustaining, open source based strategy for its continued improvement and evolu-
tion, and to develop atruly systemic EHR solution for primary care.

One reason traditional business processes and IT solutions have not produced success-
ful EHRSs is because healthcare is a "Complex Adaptive System"?%. It is also highly
collaborative in non-competitive healthcare systems such as in Canada. The genealogy
of development processes, software components and licensing models for current EHR
solutions is essentially the same as that of competitive industries such as finance and
manufacturing. It is becoming apparent that the resulting competitive barriers which
are embedded in the "genetic code” of existing EHR software components arein fact a
barrier to innovation and progress in collaborative healthcare ecosystems. Concrete
evidence of this is the huge investment being made by hospitals and regional health
networks to integrate their legacy and "best of breed" systems.

In summary, the recently announced CHIPP program has the benefit of building on the
experience gained in the various primary care, hospital, regional and provincia initia-
tives that have been implemented independently across the Canada. CHIPP has the
potential of funnelling this experience into a manageable number of integrated national
projects. A critical success factor for the CHIPP program is how well it can leverage
the knowledge and experience gained in EHRs initiatives across Canada and in other
countries with similar health systems.

Key documents, which provide some perspective on Canada's approach and experience
in establishing EHRs can be found in the Appendix to this report - Section 9.3 on
page 126.

e Implicationsfor a national approach in Australia

¢ A federa agency that has a mandate to devel op the infrastructure and
building blocks of the EHR would appear to be a useful strategy to
speeding a coherent national response.

¢ Business models that operate in EHR development that differ greatly
from those operating in the health care system may need greater regu-
lation to meet the requirements of consumers and health profession-
als.

6.4 FURTHER EXAMPLES
6.4.1 EUROPEAN Europe has been amajor centre of research and development of EHRs and surrounding
APPROACHES technologies. Use of computers in primary care is much higher in Europe than any

other part of the world including Canada and the USAZ, with it being particularly
advanced in the Netherlands and Germany. Hospital information systems in Europe
rarely contain patient record data other than pathology reports, medication or diagnos-
tic terms'?C. Many are ‘home grown’ - commercia systems usually being sourced from
the USA.
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A number of publications describe the European efforts to introduce a framework to
support EHR development'?%142%8, The European Commission’s (EC) directive!® to
require consistent legislation in all countries is aimed at providing a safe environment
for ‘data subjects’ while encouraging transfer of information between countries.

The drivers for uptake of computerisation of health care have been varied but usually
associated with government requirements or incentives. Germany, for instance, has
implemented a health card - key information on a smart card. France requires physi-
ciansto submit their bills electronically. The Advanced Informaticsin Medicine (AIM)
program, funded by the EC, is the largest research and development effort in health
informatics in the world. The program has been operational since 1989 and currently
sponsors more than 100 major research projects, many are related to supporting EHR
development.

One project in the AIM Fourth Framework is the PROREC project (PROmotion strat-
egy for European electronic healthcare RECords) promoting and coordinating Euro-
pean wide convergence towards comprehensive, communicable and secure EHRS. This

project has issued the Lisbon Declaration®’L.

It is recommended that the Member States through the Commission promote a frame-
work for action within Europe to further develop common aspects of the Electronic
Healthcare Records based on the following.

e TheEHR isthe nucleus of the relationship between the patient, the healthcare
delivery system and its professionals. As such the EHR should be the core of the
new generation of health information systems.

e Themain objective of the use of any EHR must be to improve quality in care by
having the record and its associated information always available for the health-
care professionals when needed at the point of care.

e Theuse of EHRs should lead to direct benefits for the professionals by making
their work more efficient. Thiswill arise from supporting the diagnostic process,
enhancing EHR accuracy and completeness, improving medical knowledge and
disease management, and allowing better preventive care and patient handling.

e Within healthcare systems, either at European, national, regional or local level,
the use of appropriate EHRs will also contribute to adequate planning and
resource management, facilitation of continuity of care, registration of healthcare
interventions, improvement of epidemiological and morbidity information, and
hence, amore cost-effective care process.

e The European citizen shall by means of any EHR have (1) a guaranteed right of
access to the healthcare to which heis entitled, (2) right of accessto hisindividual
dataand related services, (3) the effective protection of hisright of free circulation
with respect to the confidentiality of hisindividual data

* Further actions and devel opments of EHRs should be based upon standards and
consensus that ensure interoperability, and allow EHRs coming from different ori-
ginsto be reliable, communicable, recognisable and comparable.

e The European health telematics industry is to tackle the need for the development
of new products in a huge and growing market, offering enabling technology to
fulfil user requirements. Multimedia, 3D images, interchange formats, message
contents, linguistic barriers and suitable user interfaces are among the challenges
to be overcomein aframework of confidentiality and security for patient data.
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General Practice,

Holland

CEN

» The effective cooperation between all interested parties including users, consum-
ers, health professionals, authorities, industry, standardisation bodiesand others at
a European level and through a process of managed convergence towards Euro-
pean EHRs, would benefit from the establishment of an appropriate structure
based on existing organisations that could promote that mission.

» Inorder to achieve these goals and to encompass the future, Member States indi-
vidually and through the Commission should encourage common efforts and poli-
cies through adequate resource allocation, focusing on the European EHR, and
leading us to patient-centred healthcare systems.

An example of a national implementation is general practice in the Netherlands (see
page 39) where in 1996 26% were reported to have adopted a paperless office!®. Dutch
general practitioners have implemented a data model for use in primary care which
uses the ICPC reason for encounter as its primary data element - more recently organ-
ised into episodes of care. These episodes are not limited by time or place, but remain

active until resolution (or death)?’2.

The Centre for European Normalisation (CEN) is funded to develop standards where
they are deemed necessary. CEN has been moreinterested in EHR architecturesthan its
American counterpart (HL7), stimulated by AIM projects such as the Good European
Health Record, NUCLEUS, SYNAPSES, EHRA SupA etc. There are a number of
CEN prestandards describing aspects of the EHR which can be found at
www.centc251.org. There has also been considerable effort to standardise patient rec-

ognition across Europe through information held on a smart card®®,

The key elements of the European data protection principles have been summarised by
Rigby?”® and are presented in Table 11 below.

TABLE 11.

European data protection principles and related national legislation from Rigby2’®

Principle L egal requirement

Fair obtaining Personal data shall be obtained and processed lawfully and
fairly

Purposeful Personal data shall be held only for one or more specified and
lawful purposes

Limited use and dis- Personal data held for any purpose shall not be used or dis-

closure closed in any manner incompatible with that purpose

Relevant Personal data held for any purpose shall be adequate, rele-
vant, and not excessive for that purpose

Accuracy Personal information shall be accurate and, where necessary,
kept up to date

Limited retention Personal data held for any purpose shall not be kept longer
than is necessary for that purpose

Subject access Anindividual shall be entitled to accessto any personal data
and, where appropriate, have such data corrected or erased

Data security Appropriate security measures shall be taken against unau-
thorised access to personal dataand against accidental loss or
destruction
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6.4.2 THE UNITED
STATES OF
AMERICA

Slow uptake

Leading
standards efforts

Legal issues and privacy has been investigated over along period* in the USA culmi-
nating in “For the record” report™ by alarge federal team. Thisisthe premier reference
document addressing theseissues. Despite this national legidation remains amajor bar-
rier to implementation of EHRs in America?!, demonstrating that the political will
needs to be there.

Implementation of the EHR has been very slow in some areas, and uptake of these
implementations has been limited. A survey in 1998 showed that only 9% of 360 acute
care hospitals in the USA had computerised a wide range of functions and that not a
single hospital had integrated these into a network. Further, tasks such as order entry
are only available in 32% of more than 1000 hospitals surveyed in 199824, In those
hospitals having order entry systems more than half report that less than 10% of clini-
cians use the system and less than 10% of orders are made using computers. Only in
4.9% of hospitals are clinicians required to use the system. For instance, the Joint Com-
mission on Accreditation of Healthcare Organisations lists 344 clinical decision sup-
port systems it has approved. In January 1999 one hundred of these systems were
commercialy available and yet none of them had been tested or implemented by a pro-
vider of health care services'®. In group practices in the community no more than 5%

use computerised patient records'®.

The Computerised Patient Record I nstitute (www.cpri.org) was established in January
1992 charged by the Institute of Medicine with the following objectives?®:

* support the effective, efficient use of computerised patient records;

* educate change agents and stakeholders about the value of CPRs in improving
patient care;

» foster the EHR as the primary vehicle for collecting data; and

¢ promote the development and use of standards for EHR security and data con-
tent, structures and vocabulary.

The USA is very active in the international standardisation efforts, largely through
what has become an international cooperative non-profit organisation - Health Level
Seven or HL7. This agency has now become responsible for development of HL7 mes-
sages, an XML document patient record architecture (PRA) and other key areas such as
a standard expression of decision support rules called the Arden Syntax. Interoperabil-
ity of software components on the clinical workstation is approached through Clinical
Context Object Working Group (CCOW) to enable ‘federation’ of existing legacy sys-
tems and integration of new systems. Another major effort is being undertaken within
the Open Management Group (OMG) called CORBAMed. This effort aims to stand-
ardise communications between applications at a software level.

The Health Insurance Portability and Accountability Act of 1996 outlined a process to
adopt national health data standards and health information privacy in the USA. This

act?”* ensures health plans undertaking electronic transaction reached compliance
within 2 yearsin regard to:
1. Certain uniform transactions and data elements for health claims;

2. Unique identifiers for individuals, employers, health plans and health care pro-
viders;

3. Code setsand classification systems for the data elements of transactions identi-
fied;

4. Security standards for health information;
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Remaining
barriers

5. Standards for procedures for the electronic transmission and authentication of
signatures with respect to the transactions identified.

The most advanced EHR systems are implemented in academic centres, university
teaching hospitals, the Department of Veteran Affairs and the Department of
Defence?. In 1997, there were seven systems that met the CPRI threshold criteria (see
page 119) for EHR systems operating in the USA. One of these wasin Veteran Affairs,
4 in academic centres and 2 commercially operated. The new G-CPR or government
computer-based patient record initiate aims to develop a framework which enables the
provision and protection of worldwide life-long health records for current and past
members of the armed forces (more than 15 million people). The combined contracts

are to be worth more than US$2.5 billion238.

Drivers for the EHR in the USA are from payers. The National Committee for Quality
Assurance (USA) has devel oped the Health Plan Employer Data and Information Set as
a standard report card to help employers, who are usually the funders of health insur-
ance in the US, evaluate health plans®. Funding models for Medicare have also been
introduced requiring standardised data collection to justify billing. Due to the market
penetration of Health Plans (or health maintenance organisations) and managed care,
pressure to develop true EHRS has increased.

The evolution of the healthcare system in the United Sates is what
currently drives the development of the [EH]R. As enterprise and
regional healthcare systems become the predominant structures
for the delivery of care, the goals now center on creating a longi-
tudinal, lifetime [ EH]R that integrates all of an individual’s data

fromall sources. (Ed Hammond#P8)

A list of barriers that remain unresolved from the first edition are identified in 1997
revision of “The Computerised Patient Record”?:

* Definition of the EHR - an evolving concept that responds to the health care
environment and takes advantage of technological advances;

* Meeting user needs - ensuring that health care professions are direct users of the
system through utility and good interfaces;

e Standards - to enable communication between software components (rather than
monolithic systems) through patient identification numbers (PIN), content,
vocabulary and format of data;

* Lega and social issues - confidentiality, privacy and security involving people
policies and legidlation;

* Costs and benefits - overcome through more powerful processors, a greater
demand for CPRs (and lessrisk to developers) and public support; and

* Leadership - required to overcome these barriers and must come from the top of
organisations.

Tang?* admits that between 1991 and 1997, “technological advances aside, progress
towards the CPRs as envisioned in [the 1991] report has been slower than anticipated.”
He adds that many barriers to the widespread acceptance and implementation of EHR
systems require national concerted action and mandates - even federal legislation - to
be overcome. He callsfor a“ major coordinated national effort with federal funding and
strong advisory support from the private sector” to accelerate change in the USA.
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6.4.3 REGIONAL
APPROACHES IN
AUSTRALIA

New South Wales

» Implicationsfor a national approach in Australia

¢ Consistent privacy legislation has been addressed across nations
within the EC but remains more problematic within federations such
asthe USA and Australia. Australia has the opportunity to ensure that
consumers are protected and that EHR implementation can proceed
in a safe and coherent manner for al concerned. Politicians need to
be educated on the need for this fundamental building block to be in
place for EHR development - more investigations, even the most
thorough as carried out in the USA, will not be enough.

¢ Advances in the field of health informatics and EHRs are generally
dower than anticipated despite rapid advances in technology. Stand-
ards in the EHR domain in the USA and Europe are largely theoreti-
cal at this point. There appears to be no reason why implementation
of EHRs should not be steady and considered with suitable trials of
unproven approaches.

¢ In a deregulated environment without specific funding for EHR
developments, leadership has proved to be a key factor in EHR

devel opment3P143,

Two State developments in Australia are beginning to enter the territory of EHR devel-
opment - in New South Wales and South Australia. Although quite different, they are
both seeking to align with national approaches.

New South Wales has a relatively well developed IT health infrastructure by national
standards. This is despite spending less than 1% of their health budget on information

technology°8P?1, Access to knowledgebases via the internet such as the Cochrane
Databases and online journals has been a great success and well received by all - espe-
cialy rura practitioners.

In the recent NSW Health Council review of health services!® P21 the council con-
cludesthat...

there is substantial evidence internationally that information
technology systems (particularly patient information systems) can
be powerful tools to support clinicians to provide care and to pro-
vide consumers with both access to more information and more
control over their own health records.

There is aclear direction of a state based approach to EHR devel opment. The recom-
mendation calls for the NSW Health Department to:

...cooperate closely with the Area health Services and the Conm+
monwealth Government to revise its [Information Management
Technology and Telecommunications] strategy to set out a Sate-
wide strategy to develop an Electronic health Record for every
individual in NSW.

The approach undertakes a number of actions:

¢ to describe what the “record will cover”;
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* Problems with current

systems

South Australia

¢ to set out an agreement with the Commonwealth Government about timing,
implementation and funding;

* todetail how privacy and security issues will be resolved;

* to determine how clinicians and consumers will be involved;
* tointroduce a patient identification number (PIN);

* tolink secondary and primary care; and

¢ to immediately mandate data and security standards, and develop a classifica
tion system.

The problems with the current systems are listed as:

* thereisno single record of health care:

* there are no formal electronic links between primary care centres, between pri-
mary and secondary care, and between hospitals;

¢ thereisno single patient identifier;
¢ consumers have little or no access to their health records; and

* there is no way to determine the cost of care for an individual who utilises dif-
ferent services.

The report recommends utilising a patient held smart card for their records and a staged
approach with informed community debate. These efforts should be investigated in a
number of demonstration projects.

The report acknowledges that “there is little point in having a unique identifier that is
confined to State-administered services’. There is no mention in the strategy of how
this number would be propagated to primary care and the administration required for
this approach.

The report prioritises certain changes which may be summarised as:

 the ability to transfer clinical information from Emergency Departments to the
wider hospital;

» electronic transfer of hospital discharge information to primary care; and
* electronic transfer of clinical information between hospitals.

South Australia’s Department of Human Services examined several commercia clini-
cal information systems, and since 1997 has run an intensive pilot study of OACISin
conjunction with the renal units of the four major Adelaide public hospitals.

OACIS is a patient-centric information system, that can integrate a wide range of elec-
tronic data, including PMI, ATS, clinical notes, appointments, |aboratory results (imag-
ing included) and clinical orders. It does not provide integrated decision support toals,
except for a drug interaction module associated with pharmacy ordering. There is no
current intent to facilitate consumer access to personal datain the near future.

As at early 2000 it is planned to capitalise on the significant investment to date by
extending OACIS to cover eight metropolitan hospitals, where it will be used by all
clinical services. Thisisan initial phase only, the strategy being to eventually network
this service state-wide, to country hospitals, smaller metropolitan clinical centres, GP
and specialist practices and private hospitals. Clinical data modules will be imple-
mented during 2000 and 2001, with clinical ordering front-end functions to be devel-
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oped and installed over the following 2 to 3 years (which will require the creation of
interfaces to existing patient-service applications). The practicality of loading pre-
existing patient electronic data from major institutions is being examined.

The present-value development and roll-out cost is estimated at around $55 million,
over 5 years. A cost-benefit analysis of tangible benefits only implies that financial
break-even will be achieved after 7 years; but with recognition that there are additional
less-tangible benefits as well.

The decision to adopt OACIS state-wide has been based in part on a set of “strategic
principles’:

* the system must be patient-centred with the objective of establishing afull elec-
tronic medical record;

* OACIS should be accepted as much more than a simple substitution of elec-
tronic information for existing paper-based information;

e theinitia roll-out will beto all clinical units of al major metropolitan hospitals
to maximise the benefitsin the short term. Further, within this phase, (1) clinical
data management will be completed before clinical ordering will be attempted,
and (2) any specific tailoring for individual specialities will be introduced last;

* the more general roll-out to smaller metropolitan centres, country centres and
private providers will be alater phase(s);

* the capacity of existing IT infrastructure must be reviewed critically in the light
of predicted changes in data load and traffic; some of the necessary infrastruc-
ture has yet to be established; and

* the pilot project highlighted that implementation management will be critical,
especialy of process-change and ensuring an appropriate level of clinician own-
ership and involvement.

However, a set of significant issues (some very fundamental) have been identified as
yet unresolved and thus requiring policy and/or technical solutions. The major of these
are:

* the desirability of adopting existing standards for the structure of the electronic
patient record and for data coding dictionaries;

* asuite of ethical and legal confidentiality and security issues; and

* the necessity for, but difficulty of achieving, a reliable and functional unique
patient identification number (PIN)Z6°,

There is acknowledgement of the value of a national approach to the PIN but circum-
stances may dictate that a state-specific option be adopted for the first (metropolitan)
roll-out.

In essence, these replicate the important issues identified as generic elsewhere in this
report, which highlights the very real risk of duplicating resource-expenditure and of
creating potentially incompatible solutions when independent regional developments
do not benefit from a coordinated national approach. In recognition of this there have
been cooperative discussions with Commonwealth and other States' agencies, in partic-
ular with NSW.
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« Implicationsfor a national approach in Australia

¢ Regiona efforts in Australia are already diverging considerably and
are aware that adopting a national approach will reduce their risk and
development time as long asthereis no delay.
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Part 7

7.1

Introducing a National Approach
in Australia

For a national approach to be effective there will need to be a
shared vision to enable the development of a national strategic
framework. Ensuring compatibility requires the devel opment and
implementation of agreed national standards for the capture,
classification, storage, communication and security of informa-

tion.280

The electronic health record is coming. This part of the report considers the driving
forces in primary and secondary care, the possible consequences of a hands off
approach and the benefits and difficulties of a national approach. The evaluation of
EHR systemsis also addressed.

DRIVING FORCES

When contemplating a national approach to the EHR it is important to consider the
‘drivers’ within the health care system. Hospitals are being built with large and power-
ful communications infrastructures and without paper record storage areas. The driving
forces for this change are many and varied and involve staff within the State health
departments, hospital executives, IT professionals in general, primary and secondary
health professionals who are leaders within their health care ingtitutions, software pro-
viders to the health sector and more recently the Federal Government. Also, a humber
of companies with venture capital behind them are seeking to acquire or take a stake in
software companies, general practices, pathology providers and other health resources.
Their motives are not entirely clear, but they may be trying to introduce cartels or

“managed care by stealth” Noel This “battle for the doctor’s desktop” is taking place
largely within the sphere of the EHR - the information technology provides access to
the doctors, who are seen as the brokers of this economic sector.

Consumers are also seen by some players as proxy drivers for the move to an EHR.
Companies are providing EHRs on the internet for consumers and hoping to ‘ conscript’
health professionals to use their record as the default standard through consumer pres-
sure. Thiswill no doubt be touted as a consumer revolution, but will meet very few of
the principles outlined in this report and in the Health Online policy document.

There is a trend to move from the support of health care management to supporting
patient care. Patient information is more likely to be complete and accurate if it is
coherent and developed over a period of time by clinicians and consumers in coopera-
tion. Complete and accurate information is essential for aiding clinical decision making
- the single greatest promised benefit of the EHR. It is also important for meaningful

1. Professor Michael Kidd, Background Briefing. ABC Radio
Tuesday 4/4/2000
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7.1.1 PRIMARY CARE

assessment of quality of care, patient outcomes, management planning, policy develop-
ment, research and education*6°,

Health Online®P!! states:

The way ahead must acknowl edge the importance of national col-
laboration

The benefits of adopting a national approach are considerable.
The cost of information technology systems is high and a rela-
tively small country like Australia needs to be able to maximise
such investment through ensuring open architectures with high
connectivity and integration are the basis for such investment in
both the public and private sectors.

The potential benefits of adopting a national approach may well be considerable, but
barriers remain. Further, it isimportant to consider the role of government in taking this

approach. Health Online states>P1:

The Commonwealth’s role is to create the enabling environment,
whereby the information framework is sufficiently robust and flex-
ible to accommodate the needs for security, protection of data and
intellectual property, professional autonony and organisational
dynamics - and to adopt a leadership and co-ordination role
where a national approach is necessary.

It is not easy to get it right?18

Australian general practice israpidly embracing electronic prescribing - encouraged by
the introduction of financial incentives. The General Practice Computing Group, the
peak body endorsed by the AMA, RACGP and the Commonwealth Government, suc-
cessfully lobbied for and now manages these incentives. The Divisions of General
Practice are promoting this effort and are being encouraged to develop support net-
works and innovative approaches to information technology. Supported by new capital
through acquisition or interest from financiers, the software suppliers are adding clini-
cal recordsto their products, thus creating arudimentary EHR. A small (but increasing)
proportion of primary care practices are taking steps towards a paperless office.

There are two commercial drug databases with interaction warnings in use. The devel-
opment process of one has been accredited using 1SO criteria and is reviewed exter-
nally. Two vocabularies are used, one proprietary and the other based on an extension
of the International Classification of Primary Care. Results reporting with pathology
companies iswidely used, facilitated by simple text messages called PIT format - HL7
isused in very few sites. These enabling technologies are allowing the move to an EHR
in aproprietary manner which is not in the interests of doctors or patients.

Pharmacies have been computerised for some time and are presently in a more stagnant
role with old software that provides limited functionality. Electronic prescribing trials
are beginning and plans to electronically share the medication record between provid-
ers have been mooted. Thereis no standard medication identifier.

Community health centres and community health professionals are beholden to state
governmentsto provide I T and are some way behind general practices. A consortium of
states behind the CHIME project is aiming to address this and should see added facili-
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7.1.2 SECONDARY
CARE

7.1.3 THE
IMPLICATIONS OF
DOING NOTHING

ties in this sector this year. The CHIME project has devel oped another vocabulary for
its purposes which has uncertain implications regarding data collected in the future.

To date, EHR developments in Australian hospitals have been driven by the need to
support management, audit, financial processes and planning rather than clinical care.
Thus, most hospitals have administrative systems with applications that are geared
towards information management rather than supporting clinical care'®. The implemen-
tation of EHRs has been minimal.

There are avariety of systems operating in hospitals - even often within one ingtitution.
Some hospitals have invested in whole of institution solutions provided by large inter-
national vendors usually from the USA. A New Zealand company is also providing
solutions. Beacon sites such as the New Children’s Hospital at Westmead (Sydney,
NSW), has an EHR ‘federated system’ providing access to clinical history, reporting,
radiology (including images) and prescribing at the bedside?’.

Communication links between hospitals and primary care are extremely limited nation-
ally; both hospital and GP systems have been slow to implement HL7 - largely because
of genuine difficultiesin using the standard. All hospitals report their separation datain
ICD-10-AM but this vocabulary is not sufficient to support full clinical systems.

Specialists are more likely to using clinical software in private clinics than in hospitals
and the systems they use are mostly based on general practice systems. Pathology pro-
viders have been computerised for many years and have led the way in providing
results to clinicians. They continue to use the PIT format to enable this service.

Hospitals are keen to offer more efficient care and reach higher levels of consumer and
professional satisfaction, and in a climate with limited funding the EHR is seen as one
method of making progress. Also, large institutions benefit from being leaders in the
introduction of technology - attracting motivated staff and gaining national profile.

With so much uncertainty, a“hands of f” approach may seem appealing. However, gov-
ernment representatives, health professionals, academics and IT companies around the
world are attempting to develop and deliver the EHR of the future. Some are hoping to
achieve dominance through acceptance as an open standard, others through achieving a
commanding market share. However, those focusing on the implementation of the
EHR cannot compromise their businesses by waiting too long for standards which are
difficult to implement. Those with a focus on standards are unwilling to provide rapid
solutions to complex problems and to compromise on openness and commonality.
Therefore, just having a standard, carefully prepared and balloted - well documented
and accepted by anational standards body - does not adjudge the adoption of this stand-
ard. A nationa framework can lead to appropriate compromises between these dispa-
rate interests and provide planning and infrastructure to ensure reasonable outcomes.

With the avalanche of activity in the health informatics sector, it is certain that a great
deal is going to happen even if no national approach isinstituted. However, taking this
approach bodes for an uncertain future as the motivation for and sustainability of cur-
rent activities in the private sector are inherently risky. The current climate of venture
capital may alter dramatically in avery short period with disastrous results.

Australiais faced with a challenge - what is the best way to enable the rapid develop-
ment of the EHR and, at the same time, ensure that potential benefits are fully realised
and difficulties minimised? All parties will welcome timely and helpful interventions.
Achieving sufficient compliance with these initiatives to ensure those undertaking
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7.2

implementation are rewarded rather than penalised may still require some pressure. The
States are already moving, South Australia and New South Wales in particular. The
success of these first steps are dependent on realising a national approach to the EHR.

POTENTIAL BENEFITS OF INTRODUCING A NATIONAL APPROACH

7.2.1 REALISING
BENEFITS FOR
CONSUMERS
AND THEIR
CARERS

A nationa approach to the EHR in Australia is aimost certainly warranted based on
experience from other countries and the divergent approaches that have been imple-
mented to this point. However, the future will be determined to a great extent by deci-
sions made in the present. Charting a national approach requires a creative but cohesive
vision and courage.

The benefits of introducing a national approach to EHRs in Australia are described
below and are presented under the ‘party’ deriving most benefit.

As this report has suggested, consumers stand to gain a great deal from the successful
introduction of the EHR in Australia. To realise this potential benefit, they will need to
believe that the EHR has been designed to meet their needs and is working to their
advantage. Importantly, their records must be accessible when required for any purpose
they deem necessary for their health and wellbeing. These purposes are likely to vary
considerably from person to person with older people and the chronically ill wanting
more open communication and continuity, and younger people wanting greater privacy
and control.

Consumer confidence is essential to establish the EHR and realise its benefits. How-
ever, achieving consumer confidence is perhaps the single greatest challenge to the
introduction of a national approach to EHRs. There is a necessary balance between
maintaining privacy and confidentiality and achieving access when required or deemed
necessary by consumers. Consumers have generally had a high level of trust in the way
health professionals have protected the privacy of personal health information, but to
some extent this is because of the inadequacies of paper records as an information
source. The paper record is largely impenetrable to those seeking specific information,
especially for untrained users. Moreover, health staff generally only have access to the
health records held at asingle site.

The EHR is a superior information source. Consequently, consumers will want ‘fine
grain’ control over what they keep private. Their confidence will only be established
when they can check the contents of their records and be certain who has accessed them
and for what reasons. Inevitably breaches of privacy will continue to occur but they
will need to be limited to an acceptable rate and must be dealt with severely.

Further, EHRs will be more accurate if consumers have unfettered access to their
records - they are the most important ‘brokers' and can ensure information is complete
and not excessive?’?. Data entry by patients has been demonstrated to improve the EHR
and needs to be further developed. Consumers will need to be involved in the design
and implementation of EHRS to maximise benefit and adaptation to their needs. Studies
indicate that they are far more likely to access their records if they are available on line
or viatouch screen or hand held devices. The expertise and capacity to meet consumer
reguirements need to be developed and maintained in aform that is likely to continue to
serve the interests of consumers.

Consumers may wish to partake in electronic communication with health care profes-
sionals and provide access to their EHR as part of this interaction. Accuracy of infor-
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7.2.2 ENSURING
BENEFITS FOR
HEALTH CARE
PROFESSIONALS

mation accessed online from anonymous health care professionals can be highly
variable in quality?”® and a framework for certification and security is required to ena-
ble such communications to be undertaken in confidence. Guidelines are required no
matter how well intentioned the provider may be?’”. Although such communication
may seem unnecessary in urban centres, this facility may be highly desirable in rura
settings. Direct access by patients to specialists and pharmaceutical companies may
have unforeseen implications on costs in the health service and controls should be con-
Sidered.

In specific situations special provisions may be required to ensure equity. For example,
approaches to moral and legal issues are more complex in the area of mental health and
need careful consideration. Rigby and colleagues have begun the development of spe-

cific guidelinesin this area based on the European principles®’®,

Thereisavery real concern that IT in health care will be used as a means of justifying
the withdrawal of health services in rural and remote settings - rather than improving
access. The required infrastructure on which to base EHR systems may be more expen-
sive in these settings and may not be made available. Finaly, disadvantaged groups are
unlikely to have the resources to invest personally in computers and will need access
through public services.

Importantly, the most efficient way to positively influence patient outcomes (aswell as

cost of care) is by proactively influencing clinicians orders®’. Consumers, therefore,
have a genuine interest in the implementation and evaluation of EHR systems.

Aspects of a national approach required to assure consumer benefit are:

e Thenew paradigm demands an explicit legal framework for the EHR including
e arequirement for each site to publish clear information policies and proce-
dures to ensure appropriate work practices,
e anational EHR security and privacy framework with uniform legislation,
and

e anational approach to training health professions who access EHRs in the
understanding of the duty of confidentiality and the legal sanctions for not
observing it.

e Theneeds of consumers and health professionals will have to be reconciled through
involvement of consumersin EHR system design so that the aims of both parties
can be achieved.

e Dataentry tools for consumers and a consumer ‘view’ of clinical (coded) informa-
tion need to be devel oped and the EHR architecture needs to evolve to support this.

« A suitableregistration and certification scheme needs to be implemented for health
professionals who make themselves available on line - controls may be required.

e Monitoring of EHR services needs to be established in various contexts to ensure
equity of accessfor al consumers.

Health professionals are not able to cope with the information overload. Many recent
technological advances in medicine add considerably to the amount and types of infor-
mation collected. In addition to keeping a historical record of care, clinicians are
expected at times to provide patients with hand held records, complete complex forms
for different bureaucracies and record enough information to prevent unwarranted liti-
gation. Elaborate care plans or medication charts require complete rewriting when the
paper form is full, time expired or just worn out. Information is required to be entered
many times to fulfil the requirements of recording care, the reason for the investigation,
aflow chart to monitor chronic disease and areferral to another clinician. In the setting
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of modern health care the manual or paper record has many shortcomings (see
Section 7.1.3 on page 98) and the EHR offers aleap in functionality and return for the
effort expended in recording patient data.

However, health professionals generally understand current work practices and,
although possibly complex and inefficient, the shortcomings are well known. Changes

to work practices can be threatening and demand learning and commitment?’8. In addi-

tion, health professionals may find data entry slower, more limited'®” and a perceived
interference in the clinician-patient interaction and relationship.

There is now sufficient experience to be reasonably sure that introducing the EHR
needs to be an ‘organic’ process, led by knowledgeable clinicians'®®, with health care
professionals involved in the selection and implementation of the system. Furthermore,
systems introduced into hospitals with no real sponsorship by medical staff seem likely

to fail 1%,

A further key challenge to a national approach is acceptance by health professionals.
After a period of magjor change in health care, introducing an EHR nationally will
demand further adaptation. Health professionals will need to understand the basis for
change and, if that change is fundamental, the need for it will have to be quite clearly

expressed®P7,

Doctors think that they have been living through years of uncom-
fortable change, and they have. But the pace of change is unlikely
to slow, and our health care systems will probably see more
changesin the next 20 yearsthan in the last 20.

At present, many of the benefits of the EHR can only be achieved at single locations.
From a health professional’s perspective, the task is to enable transfer of the EHR or
access to it from another system while preserving the integrity of the information and
therefore the ability to processit automatically. Thisisthe holy grail!

It is in the degree of structure in the data that the exemplary
[E]HR projectsrise above the others. Sructured data are the only
means by which data elements can be manipulated. The more
granular, or highly structured, the data are, the greater the ability

to process data into useful forms.1°

Achieving such structured information demands standardisation of some sort across the
domain where communication is to take place - ideally a national or even international
approach. The standards must include:

e an approach to entry of data from defined vocabulary sets and a national
approach to ensuring that these terms can be processed automatically when the
EHR moves with the consumer to different points of care;

* away of identifying medications, therapies and interventions that ensures safe
processing for decision support;

* an approach to messaging from system to system that can be incorporated into
the EHR in a consistent manner; and

e an approach to the ‘structure’ or ‘architecture’ of the health record which ena-
bles transfer of the EHR between systems.
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7.2.3 BENEFITS FOR
MANAGERS

Formulating an approach to terminology is not simple - awhole of health care solution
is proving elusive. There are more than 150 niche terminologies in medicine - a situa-
tion that is almost certain to continue. But, SNOMED and the UK Clinical terms
(Read) are to merge to produce SNOMED-CT which, although proprietary, may prove
attractive as a whole of health care solution. The UMLS remains the only effort to pull

terminol ogies together and provide some coherence'#>2L,

Whatever the outcomes, everyone will need to ensure that health professionals benefit
or systems will not be used appropriately. Change needs to be evol utionary, transparent
and led by clinicians.

Aspects of a national approach required to benefit health professionals are:

¢ Hedlth professionals must accept the EHR systems. To do this they

* must beinvolved in and feel committed to the introduction of EHR sys-
tems, and

« should lead theintroduction of the system.

¢ Introducing EHR systems must take place in atransparent and evolutionary frame-
work with best practice guidelines and careful change management.

¢ EHR systems must support clinical decision making and information access at the
point of care through

e astandard terminology and medication identifiers,

e standard messaging, and

« afast communications network available to the clinician at the point of
care.

e EHR systems should support EHR transfer, access to audit tools, and future proof-
ing of EHRs through a standard health record architecture

e Consumer understanding of the need for student health professionals to undertake
supervised access to EHRs must be assured

Measuring the quality of health care delivery is one of the most
critical challenges facing US health care. Performance measure-
ment can be used to track the quality of care that health plans and
medical groups deliver, but effective performance measurement
requires timely access to detailed and accurate data.

(Schneider?®)

Managers are concerned with efficiencies and quality of health information. The price
of implementing systems to monitor these aspects has proved prohibitive with paper
based records®’®. For this reason managers have, by and large, anticipated the future
introduction of the EHR but not necessarily the future health care environment nor the
privacy concerns of consumers.

For managersit isimportant to achieve a step-wise approach from paper to afully elec-
tronic health record'®. This first step is the ability to accept and send electronic infor-
mation utilising HL7 messages. Paper documents can begin to be scanned when they
are received - particularly with new technologies which support the transformation to
text and imagesin a single step. With improved security techniques patient access must
be enabled; first locally and then from other sites. When data entry technologies are
adequate, health professionals will use their computers enabling the site to move
towards a ‘ paper free' state. There is afurther dimension to this evolution; that of pro-
gessing from using the computerised information to support management and aspects
of clinical careto the point where the EHR is used as the primary source of information
by clinicians (and others) when providing health care to individuals or families.
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Finally, the information can be stored in an EHR with a standard architecture which
will enable transfer of the record or parts thereof to other sites that utilise the same
standard. In the future, the EHR must communicate and be portable.

FIGURE 6.

Axes of development of the EHR.
Comprehensive
Portable

Communicates

Adequate Integrated

Useable Useful Used

Implementing an EHR system is a complex process that must evolve over time'®,
Mount and others suggest a regional and incremental implementation of the EHR with
an ‘opt in’” approach for consumers. This will then grow geographically while adding

further record functions®°. This approach is favoured in NSW1%8,

The CPRI in the USA has shown a number of features of the most successful EHR sys-

tem implementations that warrant careful attention°. These are summarised in Table
12 below.

TABLE 12.

Features of the 9 hospital EHR implementations awarded ‘Davies’ recognition by the
CPRI (USA)110

Feature Description

Long term projects EHR implementation over many years - the quickest
was over 4 years (with a product developed over 20
years.) and may continue over many decades“ The
single most important feature is that it is not fin-
ished!”

Involve ambulatory care The needs of ambulatory (rather than inpatient) care
appear easier to meet and devel opments can then be
transferred to inpatient care.

Involve decision support These systems depend on a significant amount of
data to be successful and probably require clinicians
to depend on the EHR system as the primary source
of information

EHR isnot an end in itself EHR seen as a means to achieve improvementsin
health care quality, cost and access.

Sustained leadership by skilled ~ Commitment at the top to a (shared) vision and to

clinicians bringing the value of information to health care.
Average longevity of health managersis 2.5 years -
averagetenurein successful EHR sitesis 8 years. All
had clinicians as |eaders
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TABLE 12.

Features of the 9 hospital EHR implementations awarded ‘Davies’ recognition by the
CPRI (USA)110

Feature Description

Management of the health care  Poor processes are magnified by conversion to elec-

facility tronic form. “ Attention to management factorsis
probably the most important step in implementing
[E]PR systems’

Sustained investment EHR is seen as an infrastructure issue - not just a cap-
ital investment with immediate returns.

Adaptation to local require- Not asingle EHR system was an off-the-shelf solu-

ments tion - rather home grown or significantly modified
commercial product. This suggests the need for high
calibreIT staff.

Stable vendors The development is likely to go on for many years -
so avendor who is likely to be in there for the long
haul is required.

Focus on end user All go well beyond the clinical representation on

steering committees, help desks - and “reflect the real
influence of usersin the continued devel opment of
the project”. Even in multi-site roll-outs theimple-
mentation must be local.

Structured data More highly structured data means more useful data
which can be processed and provide decision support
and other functions.

Dataintegrity Autoloading data from other devices - biometric,
ECG etc. and checks at the time of data entry, track-
ing compliance with documentation requirements etc.

A national approach makes it more likely that implementing EHR systems will lead to
cost savings and productivity improvements as the greater the level of electronic
exchange, the more commitment to the EHR as the primary data store, the more com-
plete the record, the more reliable the processing and the greater the benefits. Ingtitu-
tions will have a firm basis to proceed with accreditation and other requirements
through standardised reporting. Demonstrated cost savings will, however, be required
before some institutions will be willing to embark on the process.

Managers want to protect their data for future use. A published standard for EHR infor-
mation architecture and approach to terminology and classification will assist in the
development of an open software market for EHR solutions, ensuring interoperability
and preventing the "vendor lock-in" syndrome. HL7, despite its shortcomings, is an
example of a published interoperability standard that has enabled interoperability
within and between some health institutions. In Australia, fear of vendor lock-in has
probably been one of the impediments to centres computerising earlier. Actual vendor
lock-in is probably an impediment to the quality and, particularly, the comprehensive-
ness of clinical information captured in primary care.

With a national EHR program in place, the costs of hospital in-house development of
basic EHR systems could be expected to drop. Thisis because the costs of requirements
investigation, information architecture design, terminology standardisation, and inter-
operability approach are substantially replaced by work carried out and published at the
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national level. Some of the actual costs of implementation of EHR applications and
systems borne by hospitals would be replaced by externally purchased components and
applications, which are known to comply to relevant national standards and architec-
tures. In-house IT departments would be able to concentrate on value-added systems
and applications, improving the level of information support at each particular facility.
In other words, the "industry average" of information support for health care would
rise.

Managers and policy makers are interested in the care of individuals across the system.
With electronic data interchange the recognition of an individual is assured as long as
the patient identifier is known within each domain. Thus, a request for a pathology test
can be accompanied by an identifier generated at that centre and the result returned
with the same identifier. With this local approach, all past results ordered for that per-
son from that centre can be identified. An issue arisesif the person attends a number of
health providers and seeks care for the same problem - a practice that is accepted in
Australia. If the health professional at anew site now seeks pathology results taken pre-
vioudly, the local identifier is no longer sufficient for this purpose. The pathology pro-
vider, in this scenario, will not be able to safely report al tests for this person without
checking identifiers such as name, date of birth and address. Many people in small cen-
tres, particularly working in the health care setting, are very uneasy about having iden-
tifying data on test requests. The pathology provider does not really need to know this
information in the present system (and does not in countries such as Switzerland) as
long as hilling information is available (i.e. Medicare number). However, it must be
stated that with paper records a name is very useful!

A national approach can attempt to overcome this difficulty of providing health infor-
mation about specific individuals easily and safely by instituting a personal identifying
number (PIN). The key advantage of a PIN is the unambiguous recognition of an indi-
vidual across the health care system. A national PIN has been ingtituted in the UK
although consumers usually attend the same centre for care. It has also been imple-
mented in New Zealand and Canada and is mooted in South Australia and New South
Wales. The advantages and disadvantages are summarised in Table 13 below.

TABLE 13.

Advantages and disadvantages of a personal identifying number in the health system

Advantages Disadvantages

«  Unambiguous recognition of an indi- * Maintenance of the national database
vidual across the health care system

e Anonymisation of requestsfor pathol- | « May require patient-only accessto
ogy and other careif required national database for resolving from
numbers to patient details

* Immediate accessto resultsof previous | ¢ Persona health information will need
tests on a particular patient tobe‘locked’ unlesspatient consentis
registered.

e More communication required; sys-
tems for temporary generation, auto-
matic messages and later confirmation
if the number is not known at the point
of care

In the new health environment with EHRS, managers will be responsible for ensuring
security and confidentiality’®. To do this they will need resources and a clear legal
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7.2.4 COMMERCIAL
SOFTWARE
VENDORS

framework in which to act and deliver sanctions®. Security requirements must be
explicit, as must provisions for the backing-up of data®®’. A means of authenticating
users, such as smart cards, retinal or finger print scanning, must also be provided. It is
essential that managers are able to meet these requirements within a framework that
does not inhibit use of the system by the health professionals. This is unlikely without
adequate sanctions at present as watertight security is too onerous to operate. This may
always be the case.

Aspects of a national approach that will meet the needs of managers

* A lega framework and best practice guidelines need to be established for
e security of health data,
* managing the introduction the EHR,
« the balance of access and security appropriate in different settings,
e system performance and useability,
« collecting management data as a by-product of recording care.

e Theintroduction of apersona identification number (PIN) needsto be carefully
considered to aid local management.

e Thevision of the health system of the future needs to have a‘ step wise’ implemen-
tation that is coherent and safe and reasonably inclusive.

* Hedlth care professionals and consumers need to be aware that the importance of
the EHR will often extend beyond the immediate consultation and for that reason
will need to be structured and carefully maintained.

« Transparent methods of requesting and recording of consent for use of personal
health data for management purposes should be incorporated into the EHR devel op-
ment.

* A mechanism to bring about standardisation of EHR systems needs to be instituted,
providing added resources for those who fully implement standards, some of which
must be passed on to system developers.

Just tell us what to do and we will do it - but tell us for God's sake
- because we have to do it now!” (Anonymous, software devel-
oper).

National approaches can work to the advantage of the commercia health software
industry. Developers can use nationally agreed standards and guidelines for core
requirements, information models, and interoperability, enabling them to reduce the
costs of developing their own versions of this core work. Commercial vendors can also
reduce the costs of implementing basic EHR facilities, by sourcing standard compo-
nents, such as prescribing modules or terminology services, built to national specifica-
tions. They will then be able to focus their resources on value-added devel opment,
particularly on higher quality GUI applications, specialist systems, and integration with
billing and accounting systems.

The large majority of software vendors benefit from the certainty and stability which
standards bring, provided these standards are implementable at reasonable cost and
have strong support from relevant standards endorsement bodies. The only vendors
who resist standards are those with a monopoly market position based on a non-stand-
ard, proprietary technology or product. Standards in this situation threaten vendor
'lock-in'. This phenomenon is common around the world at present in the field of clini-
cal software and EHR systems.

In conventional sectors of industry, standards are well known for
increasing companies market opportunities and for lowering the
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7.2.5 BENEFITS FOR
SOCIETY

cost of equipment and services to users. The same arguments hold
for the field of healthcare informatics, where European industry
currently supplies to a fragmented market, products which have a
short life cycle and are over-customised and therefore expensive
to develop, to buy, and to maintain. Agreement on common
requirements will reduce the cost of healthcare information sys-
tems and open up the market. (Directory of the European Stand-
ardisation Requirements for Hedthcare Informatics and
Telematics: Program for the Development of Standards. European
Committee for Standardisation, CEN/TC 251, 1996).

Vendors want realistic application development cycle times - usually about three years.
Evidence from the USA?! suggests that successful systems in use in the future are very
likely to be the ones that were leading the way 6 or 7 years ago. This strengthens the
argument for evolution or ‘growing arecord system’.

Aspects required to ensure benefit to software vendors

» A balanced approach to the introduction of standards
e which are easy to implement,
* have alimited number of specific implementations (i.e. a generic solution),
e aresupported by rapid expert decision making,
e areinternationaly compatible where possible, and
e arekept up to date.
* A commitment to ensure benefit from the introduction of standards through
» seeking acceptance by the appropriate industry body that the standard is
suitable,
e proposing reasonable time lines for implementation of standards, and
» ensuring financial reward or at least no financial disincentive for imple-
menting these standards.

The EHR is only one aspect of the information age and is evolving as a desirable
achievement in a world that is transformed by the new information technologies. So
what will future health care systems be like? Andersen Consulting assembled 25 health

IT expertsin Singapore to consider this question?®* and came up with a range of possi-
ble scenarios worth thinking about. These are:

a socialised health care model with increased incorporation of the tools of man-
aged care - particularly for managing demand (e.g. UK);

amandatory managed care system where multiple competing sickness funds are
merged to form a“single virtual payer” (e.g. Germany or Japan);

mandatory personal saving for health care and low government heath care
spending (e.g. South East Asia);

multi-tier with private fee for service, pre-paid managed care health organisa-
tions and a basic government funded safety net (e.g. USA);

integrated “virtual system” with a complex system of health providers, suppli-
ers, funders, insurers and consumers working in new sorts of organisational
relationships - with government as aregulator rather than a provider; and

the “informed consumer” scenario with much less contact between the con-
sumer and the health care system - the consumer seeking advice and treatment
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from providers outside the traditional health care system much more often than
at present.

Within all but the most socialist approaches, new large multinationals have a great
interest in the health sector and their involvement will be difficult to check. The recent
investment by News Corp in Healthion (the largest new health information business
established by the founder of Netscape) is evidence of this move. Microsoft has estab-
lished health user groups internationally. Will Disney be interested? Consumer guid-
ance to quality information by means of credible (professional and academic) bodies
may be the most effective counter-pressure - and a national approach to thisislikely to
be the most effective.

FIGURE 7.

Change from provider to consumer focus

Continuity
Institution EHR

Tertiary care
Secondary care
Health
Primary care ( care )
Alternative Guppori: Health >
practitioners Networks Information

Pharmacists

Alternative

Health
care

Provider focused Consumer focused

The move from a provider focus to a consumer focus is widely accepted. But in the
changing environment, control of the means of continuity, that is the EHR, will be
important. The tension will be between these new interests targeting specific groups -
individual health professionals, large providers or consumers - or attempting to provide
genera solutions across all these sectors. All may be seeking to ‘lock in’ their targetsto
proprietary solutions - aiming to overcome competition through a large market share.
These forces will be difficult to resist and must be taken into account when considering
anational approach.

Traditionally academic health centres and hospitals have been in the best position to
test and develop EHR systems?®. Strengthening this aspect of development through
research monies and demonstrator sites may be one means of ensuring solutions remain
open and in the public interest.

Population data collection is potentially useful to society through research and

analysist®’?%’ The costs of interfacing the various health departments’ computers with
provider systems and processing provider data should drop due to EHR systems and
standards. Much of this cost will be saved by the providers, since they are normally
responsible for establishing data feeds according to government specifications. Health
departments should realise a rise in quality of data extracted, since they can make
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assumptions about what information is available, based on provider support for agreed
national information models. The potential benefitsto society of such uses of EHR sys-

tems have been listed by Mount et al.28:

better informed policy development;

improved resource allocation and management;
outcomes and cost-benefit analysis of interventions;
identification of causes and risk factors of disease;

more efficient collection of demographic data for management and epidemiol-
0gy puUrposes;

monitoring of disease outbreaks and adverse reactions;

establishment of registers for diseases, devices and treatments; and

post-marketing eval uation of drugs, devices and procedures.

These functions depend on record linkage, which is greatly simplified by patient identi-
fication numbers.

Finally, anational approach will align activities which will have to be repeated around
the country. Some activities should be centralised so as to minimise duplication of
effort. These core activities should be carried out with adequate resources and the abil-
ity to consult widely and rapidly with key stakeholders ensuring that the process is
inclusive of special situations such as rural and remote populations, Aboriginal health,
migrant health, the elderly and people with disabilities. Examples of such activities are:

the development and maintenance of a vocabulary required for health care in
Australia based on ICD-10-AM, ICPC 2 Plus and CHIME;

linking this vocabulary to the UMLS to ensure safe mapping and generic deci-
sion support toals;

determining which terms will be used to label data in messages and aggregated
data sets, in the first instance, and the health record in future enlarging the
national health data dictionary;

rapidly agreeing message descriptions that will be used in Australian health care
and determining methods of easing and encouraging implementation;

determining the benefits and uses of application interface technologies such as
CORBAMed and COM+ to enable ‘modular’ solutions in the health industry;
and
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7.2.6 A WORKED

EXAMPLE: THE
EHR AND
ELECTRONIC
PRESCRIBING

Improved access
to prescribing
information for
providers and
consumers

Improved support
to providers and
safety to
consumers

¢ guiding the development of a standard EHR architecture to enable direct con-
sumer access and maintenance of integrity of the EHR at transfer.,

Maximising the benefit to society

e Therolesof the EHR are determined within the health model operating in that State
or Territory.

¢ Open standards underpinning the EHR which prevent ‘lock in’ to proprietary solu-
tions and maintain interoperability and communication.

¢ Introduction of anational health person identification number (PINs) to allow
record linkage and thus quality information for research and policy development.

e Establishing an agency to monitor and advocate for implementation of the EHR,
particularly for consumers and health professionals.

« Explicit accreditation of EHR systems through a transparent process and under-
taken by a body with a consumer focus and mandate.

« Nominated national organisations to undertake and advocate for the ongoing devel-
opment of the ‘building blocks' of the EHR and guide its use nationally.

Achieving benefits is complex and many aspects are specific to one domain of health
care. As an example of a detailed analysis of benefit, the implementation of a national
drug identifier database is considered in detail - drawing on lessons learned in the
United Kingdom.

Implementation of a national drug identifier database, for all therapeutic substances, is
a major pre-requisite for prescribing in the context of a national electronic health
record. It offers unique identification of a product at the point of prescribing, dispens-
ing and in analysis of either an individual patient record or across patient groups. The
wide variety of clinicians who may contribute to the record, would al use a common
term or code, no matter what organi sation they represented, resulting in consistent elec-
tronic data. These data may then provide input to interrogation modules, whatever their
purpose, be it viewing a drug history, dispensing, decision support or data analysis.

The drug database should provide a unique identifier for the drug or product that is
linked to its name, strength, formulation and pack size. Subsidiary data could then
include: generic equivalent, drug action group, cost, product licensing information
(indications, dosage, contra-indications, warnings, precautions, side effects, and manu-
facturer).

Software companies, writing clinical applications, could then use these nationally
accepted data and could make them available to a clinician at the point of prescribing.
Consumers may use a Web-based application if they wished to make an enquiry and
data extracts could be presented in a suitable format.

The Quality in Australian Health Care Study?®® gave two examples of serious, drug
treatment related adverse events. The first described the prescribing of a beta-blocker
(for hypertension) to a known asthmatic - the patient developed acute respiratory fail-
ure; this was an example of prescribing when a contra-indication was present. The sec-
ond patient developed gastro-intestinal bleeding having been given a non-steroidal anti-
inflammatory drug; this was an inappropriate prescription for what turned out to be
osteo-arthritis. The former instance had a "preventability score" of 6 (the maximum),
the latter a score of 5.5. The national drug database, together with the subsidiary data,
could be incorporated into suitability checking software and used to prevent such
errors, resulting in an improvement in the safety of the prescribing process.
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Improved cost-
effectiveness of
prescribing

Improved
Electronic Data
Interchange

Improved "current
medication lists"

Improved access
to information

The suitability checking modules could check that there was an appropriate indication
in the EHR for the proposed treatment and that the dosage was appropriate for the
patient (based on age, sex, weight and renal function)

With suitable computer-interpretable coding, the EHR could be interrogated for:

* contra-indications;

* illnesses attracting warnings;

e previous adverse drug reactions;

o dlergies;

¢ drug interactions on the same and recent prescriptions;

e druginteractions with "current medication” lists;

* patient therapeutic preferences where recorded;

» checksfor duplicate therapy (two treatments for the same condition); and

¢ drug doubling (where an ingredient is common to two prescribed products).

Such interrogation is a simple matching process and does not require "intelligence” or
incorporation of medical knowledge. Alerts could then be presented to the clinician
before dangerous or inappropriate prescribing decisions were made. Clinical informa-
tion systems could then present users with alternative products based on similar actions
or indications as appropriate.

Computerised prescribing systems have the potential to reduce costs and improve cost-
effectiveness in three main ways:

* increasing the appropriate use of generic products;
» offering alternatives drugs ranked by cost; and

* presenting drugs ranked by evidence-based effectiveness for the given condi-
tion.

Figures published by Oxfordshire Health Authority in the United Kingdom suggest that
general practitioners can achieve up to 80% generic prescribing while still maintaining
standards of therapeutic care and clarity of prescriptions to dispensing pharmacists.

A single national identifier for therapeutic substances minimises the change in meaning
that may occur in EDI from sender to recipient. This added safety may allow transfer of
prescription data directly from clinician to the dispensing pharmacist chosen by the
patient.

Patients may consult with multiple health professionals either by choice, because they
require care from both the primary care sector and the secondary care sector, or because
they have multiple illnesses. Each clinician may change the drugs that are recom-
mended for the patient and may not even be aware of who to inform that such a change
has occurred. The easy transfer of prescribing history in an EHR would alow all clini-
ciansto have an accurate, up-to-date "current medication list” for the patient in front of
them.

A unique identifier for therapeutic substances allows specific and rapid information
access by the health professional at the time of administering or prescribing therapy.
Independent publications available in Australia can be accessed in this way to improve
patient care. Patients can al so access thisinformation from the same public database via
the internet - particularly if their EHR is accessible.
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Improved public
health data

7.3

Routinely collected, computerised primary care data has been shown to be useful in
infectious disease surveillance 2%,

Analysis of pooled general practice data can also result in new information about other
kinds of event: for example the effect of press releases about the dangers of contracep-
tion, on pregnancy rates’®? and for pharmaco-vigilance?*. Finally, the pharmaceutical
industries and consumers (and clinicians on their behalf) have an interest in monitoring
the adverse effects associated with medications. A national EHR and Drug identifier
would enable such monitoring'®® and may lead to the early recognition of adverse
effects aswell as establishing the safety record of other medications.

POTENTIAL DIFFICULTIES OF INTRODUCING A NATIONAL APPROACH

Notwithstanding the benefits of anational approach, important difficulties must be con-
sidered. Not the least of these isthe pressure to act in haste. Take for example the 1997
the HIMSS and Hewlett-Packard L eadership Survey to determine the ‘futuristic’ health
care technologies most likely to come into common usage during the next 5 years. They
arelisted in Table 14 below.

TABLE 14.

Futuristic health information technology most likely to be in common use by 2002.
HIMSS/Hewlett-Packard Leadership survey 1997289

Technology Per cent
Accessto EHRs viathe internet 25
Compl ete patient record kept on smart cards 18
Remote diagnostics for patients at home 18
Increased use of computersin surgical procedures 8
Automated pharmacies and drug di sbursement 8
Preventative medicine in the home 8
TeleDoc to and from home 5
Genetic health mapping 5

These devel opments have not been realised to alarge extent. Such over optimistic pre-
dictions are the norm in health informatics. A national approach should have clear aims
and objectives but needs to resist being stampeded into action with unreaistic fore-
casts.

A further difficulty is the stagnation of development that begins when a national solu-
tion to a difficulty is promoted. An example is the Coding Jury to determine which
vocabulary will be used for Australian general practice, which has been in limbo for
some years. This has led to a great deal of uncertainty amongst software vendors and
developers regarding commitment to a coding system. We are now in the position that
many have taken up ICPC Plus and a determination by the jury of an alternative would
be difficult to enforce.

Technology dedicated solely to health care applications risk being
orphaned due to lack of a mass market. The market drive of con-
sumerism must pave the information infrastructure for health care

applications. (Tang?)
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Theroles of some health professionals are likely to change with the transition to EHRs.
The importance of training for clinical users has been stressed but it is equally impor-
tant for non-clinical staff. Health information managers will have a major change of
role and staffing levels of hospital records departments will be reduced. This needs to
be accounted for in future plansto prevent problems.

7.3.1 REGULATION, The need for regulation has been widely justified from all perspectives - but state con-

SLIPPERY trol is also dangerous. Involving the state in the administration of personal health infor-
SLOPESANDTHE  mation may lead to a number of "slippery slopes" - these must be considered. First, the
STATE

selection of the type of health record environment?® for the future will impact on the
health care system. Second, the argument about public interest can lead to abuse by the
state. Third, the excessive use of technology and automation will allow the association
of other public functions and impact on privacy.

Health record
environment

There are three general models that are possible for implementation of the EHR. The
firstisa‘closed’ system, an electronic version of the present situation, which does not
work if consumers are mobile and seek their care at a number of centres. The second is
an ‘open system’ where collections or centres share an EHR for an individual. This sys-
tem provides the most threat to privacy. The third option is a'patient-controlled system'
with patient directing access to their records. These models are summarised in Table 15
below.

TABLE 15. Three models for EHR approaches

Closed Open Patient controlled

Hospital department,
Community Health centre,
General Practice or simi-
lar hold record.

Maximum control for cli-

Centralised record storage.

Maximum access to clini-

Patient controls the record,
may be hand-held or trusted
third party.

Maximum privacy and con-

nicians. cians. trol for patients.
Maximum threat to confi-
dentiality of patients and

clinician.

Compromisein patient
care and privacy; suitable
if continuity is valued.

Maximum threat to patient
care asrecord may not be
available.

M oderate technological
requirements.

Dependent on devel opment
of telemedicine.

Dependent on appropriate
storage. Will require
backup?

* Closed The closed systemis amodel based on the current system and makes present regulation
more applicable. The EHR is substantially in the control of health professionals who
have a personal relationship with patients. However, the closed system is potentially
opaque to consumers with messages moving between systems and no certainty about
what information is held where. Consider the situation where a small centre stops co-
operating with an individual and is unwilling to release the EHR to other centres. Per-
haps the centre may not be able to provide the record on a 24 hour basis, so critical
information is not available at a time when a patient is serioudly ill and the patient's
care may suffer in consequence. Internal security in a small centre may be much less
stringent, and theft of computers, for example, may be areal risk.

* Open With an open system, the state will potentially be able to process records without con-
sent for whatever purposes they would wish on the grounds that anonymity was pre-
served and the purpose of the processing fell within a category which is considered to

be in the public interest. Further, a large record store may be sabotaged or physically
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« Patient controlled

The argument for
public interest

Excessive use of
technology

7.3.2 THEDUTY TO
PROVIDE
EDUCATION AND
SUPPORT

damaged, thus destroying all the data on many thousands of patients. This aggregation
of small EHR storesinto alarge centralised database under state control isthefirst dlip-

pery slope.

The likelihood that unauthorised use will be made of information
is a function of its value and the number of people who have
access to it. (Anderson®%)

Large centralised databases raise the value of information - more comparisons can be
made - and also the number of people who require access. For this reason, one may
assume that risks to confidentiality grow in alogarithmic relationship to the centralisa-
tion (and size) of the information store.

In a patient-controlled system an individual would control the access to the health
record through third party security or by carrying a smart card or similar device with
them. They would then enable access to their record at a centre where they sought
health care. It is possible to provide the patient with control of access and processing as
well as ownership - as is evidenced by large corporations in the USA offering these
services. Problems arise when people present without access to their records seeking
help for a problem that cannot be dealt with safely without the EHR.

For the moment, the safest system involves a closed system and a
patient-controlled system operating at the same time. The one
most persuasive argument for the closed system is that medical
records can then evolve in their role as can attendant regulation,
with progression toward the open or patient-controlled system if

appropriate. None are 'ideal’. &

Another opportunity for abuse by the state rests with the argument for "public interest"
overriding personal privacy. Most professional codes around the world including the
European Directive™® now allow for health professionals to break the confidence of
patients for public safety reasons or for state security. Thisis the second slippery slope
- with ever growing reasons to break patient confidentiality.

Finally, the means of communication between health care providersis also of concern
if unregulated or under state control. Information about individuals can be linked and
aggregated to scrutinise or monitor people for various reasons. With increasing use of
information technology and data collection under State control, the possibility for
abuse expands exponentially. Thisis the third dlippery slope. Concern led to a boycott
of The UK’s NHS network?* by the British Medical Association over the threat to pri-
vacy. In taking a national approach, we must be acutely aware of the dangers of control
by the State.

The literature strongly supports the need for training and support to be implemented
within a national approach to the EHR. In their survey of 300 general practitioners in
central Sydney, Bolton and colleagues demonstrated that the greatest need of general
practitioners was for training (60.38%), closely followed by being assured of support

(59.3%6)2%.

Health professionals and other authorised users remain the greatest risk to patient con-

fidentiality - probably to a greater extent than with paper records*?. Training in appro-
priate practice of confidentiality is essential as well as good practice in security and
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other necessary practices. Possible educational responsibilities are outlined in Table 16

below.

TABLE 16.

7.3.3 DEALING WITH
LEGACY
SYSTEMS

Education responsibilities for those implementing EHR systems6

Who What aspect When By whom
Consumer Rights as data subject | When arecord is Data controller
created
Right of access General Society
Right to control When record cre- Data controller
access ated
Right to control General Society
movement
Right to control proc- | When record cre- Society
ess ated
When new process
Health pro- Duty to patient General Profession &
fessional Controller
Duty to controller When employed Controller
Accountability General Profession
Avoid bad practice General Profession &
When new system Controller
Use asystem safely New system Manager
Employed
Controller Duty to patient Employed Society or profession
New system
Duty to clinicians Employed Society or profession
New system
Legal responsibilities | Employed Society or profession
New system
Maintain transpar- Employed Administrator
ency New system
Admin Duty to controller Security policy Controller
Duty to users Systeminstalation | Technologists

A system when implemented immediately becomes a legacy system. Further, any new
approach will not be compatible with all legacy systems. Thus, introducing a national
approach will ‘island’ some current systems forcing their replacement. The resource
implications of a particular national initiative can be quickly gauged through consulta-
tion with current system vendors and devel opers. All centres need to be considered, but
any centresthat have taken up systems presented as the only choicesto receive funding,
such asin Aboriginal health services, must not be isolated by future devel opments.

Implementation principles that involve open systems and interoperability must be
advocated for and any centres seeking to implement closed systems must be aware of
the implicationsin the future.
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7.3.4 INTEGRITY OF
THE EHR ON
TRANSFER

7.3.5 LEGAL
DIFFICULTIES

A national approach to the implementation of EHR systems must not lose sight of the
aim for consumers and health professionals to access and transfer EHRs from different
host systems. This single requirement has massive implications for the approach taken
and any other requirement considered in isolation of this will lead to problems in the
future.

This requirement becomes more stringent when the integrity of the EHR must be main-
tained on transfer. This is not a matter of mapping terminology. Consider the situation
in Australia where a hospital sends part of the record to a general practice using the
Docle coding system. The system will then map the entries coded in ICD-10-AM to
Docle. They will then be added to with Docle codes so when transferred to another GP
system using ICPC they will be mapped from Docle to ICPC. If the record then gets
back to the hospital, the mapping will be from ICPC to ICD-10-AM. It is unclear what
the implications of these mappings may be.

The situation is further complicated when information is transformed to different data-
base structures. It is clear that these sort of mappings and transformations are not safe
and for that reason EHRs are not sent from system to system at present.

The GEHR architecture is presently being trialed in Australian general practice to
assess its ability to overcome these problems.

International inconsistencies will remain as is demonstrated by the different value
placed on the confidentiality of Pinochet’s medical report in the United Kingdom and
Spain. Different legal situations are much more problematic within a domain in which
consumers move freely, such as Australia. It may lead to reluctance by consumers to
provide personal information or a ban on the movement of health records to regions
that do not have similar standards.

There are strong arguments for:

* nationa regulation of EHR devel opments?®65;
¢ policies and standards for EHR storage?®22%3;

* policy for secure transfer of EHRs?%*;

e policies that “...clearly state the types of information considered confidential,
the people authorized to release the information, the procedures that must be
followed...and the types of people who are authorised to receive information”

under what circumstances’,;

* headlth care facilities having authorisation procedures that ensure patients giving
consent understand who will have access, for what purpose and over what time
period”; and

* headlth care facilities giving patients access to the logs of who haslooked at their
record.

In the future, consumers may seek automated notification of access to their record.

The legal difficulties of ensuring these regulatory procedures are in place are consider-
able but should not be avoided. Suggestions have been made that a specific body be

established to oversee protection of privacy of health information!®3,

Another legal difficulty is audit trails and assessing whether they are adequate. Audit
trails are the technical term for atrace that logs who made what changes to the record
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7.3.6 WHAT IS A SAFE
POLICY FOR
ACCESS TO
PERSONAL
HEALTH
INFORMATION?

and when. Where should they be stored? How long should they be kept? Are they part
of the record or externa to it, and should they be transferred with the EHR?

Finally, special groups may require special procedures. Aboriginal communities and
other highly identifiable populations may reasonably seek confidentiality for their col-
lective information.

The problems associated with access to large databases controlled by the state have
already been mentioned. Chamberlayne'3® has reported on the British Columbian expe-
rience of establishing a Data Access Committee to oversee the access of researchers to
data. The committee has classified access requests in the following manner:

A: no person-specific datais released;

B: person-specific dataisincluded in the data but all individual identifiers are
removed;

C: person-specific information and identifiers are included but no contact with
the individualswill occur and individuals will not be expected to be affected
by the research;

D: person-specific information and identifiers are included and there is the pos-
sibility or likelihood that the information will indirectly affect future patient
management for those individuals although individuals will not be directly
affected; and

E: person-specific information and identifiers are included and the requester
intends to use the information to contact subjects or their families.

Such classifications will no doubt raise concerns about the safety of making such deci-
sions retrospectively through a committee. It is difficult to see what aspects of consent
are embodied in these request classifications.

The risk of identification must be established. For example, in a practice of 5000
patients in London the following data items were found to be unique at the following
percentages:

TABLE 17.

Percentage of unique or frequency less than 10 in list of 5000 patients

Data item Unique f <10
Date of birth 78% 100%
Date first attended 15% 57%
Postcode 4% 47%

Are these data items anonymous? They are clearly not if associated with other informa-
tion, and as other lists may be available, clear guidelines on this aspect of anonymisa-
tion data are necessary. Birth data and ZIP code uniquely identified one author amongst
315,000 people at a Chicago hospital®®. Protection of clinicians is also important. A
project in the UK% to collect retail information at point of sale in pharmacies and sell
it to the pharmaceutical industry had to take special precautions to ensure that doctors
could not be identified when their prescribing rates dropped off when they were on hol-
iday.

Techniques to de-identify data are available as well as solutions to overcome some of
the difficulties for researchers®®. On the basis of international experience, Anderson®®
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7.3.7 TECHNICAL
DIFFICULTIES

7.3.8 REQUIRED
STANDARDS

7.3.9 FINANCIAL
DIFFICULTIES

concludes that “every reasonable non-clinical use of medical records...has been sus-
ceptible to a solution using de-identified data” .

The CPRI (USA) has stated that the “ current technology does not compl etely satisfy all
requirements’11°. Data entry technol ogies are the greatest hurdle. System response time
and reliability must also be adequate when implementing an EHR system and may not
be possiblein asmall centre. Also, system security as atechnical issue, is still of major
concern asis evidenced by the almost weekly publication of different security ‘ patches
for well known operating systems.

Encryption is essential for a successful national approach to EHR implementation, and
successful encryption will need to be effected on a national scale. Methods have been
investigated in Australia and a draft strategy published by Standards Australia - con-

forming to both management and technical standards®®.

Standards are a complex area and the vision of the EHR in Australiawill largely deter-
mine the work on standardisation that is required. The ‘federated’ or web-based multi-

media EHR would require?®®:

e a shared set of data representation standards such as DICOM,
JPEG, HL7%%7;,

* a shared set of conceptual representation schemes such as
SNOMED-CT or UMLS; and

e acommon (retrieved) structure for EHR data across all databases.

A more comprehensive solution that is not technology dependent as recommended by
van Bemmel in Europe™ would require:

» an EHR architecture (an emerging focus on conceptual models
that build upon, rather than are driven by, the technology);

» acoding system for drugs;
» asyntax for health care data interchange;

» standards for enabling exchange of medical images and related
data; and

e user identification.

Lock® highlights the irony of the UK NHS, “constantly exhorted to strive for greater
evidence based cost effectiveness, spending UKP 220 million per year on information
technology in hospitals, largely unsupported by evidence of benefit. It seems equally
ironic that the output of thisincompletely evaluated information technology is often the
data on costs, quality, and outcome on which objective appraisal of health services
themselves should be based” . This difficulty iswidely evident - the tertiary purposes of
the EHR, collecting data for managers, planners and others, are successful but do not
provide evidence of the benefit of the system itself.

Tang and Hammond?! believe that cost is still a major barrier. There are three trends
which offset these costsin part:

* astechnology advances greater performance can be had for the same or reduced
price;

e asintegrated delivery systems become more common the demand for organised
and standardised health data will become greater; and
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7.4

e governments areincreasingly interested in supporting this process.

Specific tasks may be required to develop an EHR framework and may not attract fund-
ing. Examples are infrastructure for communications or standards development for
messaging or terminology>P1?° - steps which require coordination, development effort,
testing and deployment.

The information which has been collected on the economic implications of the use of
the EHR has been collected primarily in the UK and USA, in situations which are of
limited relevance to that of Australian clinical practice. The Australian situation is
characterised by the mix of stakeholdersin the delivery of health care (federal and state
government, health insurance companies, medical practitioners and consumers). Each
of these parties will have different potential difficulties and benefits as a result of the
use of EHRs and will therefore have different attitudes to investment in their introduc-
tion and use. The costs and benefits are likely to fall unevenly between the various
stakeholders, and may result in barriers to the introduction of what may be from a soci-
etal perspective a cost-effective investment.

EVALUATION

7.4.1 CRITERIA FOR
EHR SYSTEMS

Can we imagine how randomised controlled trials would ensure
the quality and safety of modern air travel. (McManus®®)

Although such a statement is not directly relevant to EHR systems in health care, it
doesraisetheissue of safety and testing. Many interventions in health care are (ideally)
evauated through randomised controlled trials, but at the time of the evaluation, the
interventions have already been deemed acceptably safe by a public agency. Health
care information systems may have been tested by the developer from a systems point
of view but methods of testing the clinical safety of the system prior to use are not well
developed. When they have been attempted'®, the process may make the product unaf-
fordable! Thisisin some way analogous to HIV treatments which now cost too much
for most people that require them.

Paper records, with their shortcomings in the present environment, are not the standard
against which IT solutions, and the EHR in particular, should be measured. Paper
records have many disadvantages. The hope for the EHR (and its attendant technolo-
gies) is not only meeting and improving this ‘paper standard’ but also creating com-
pletely new ways of working towards improving patient care. The costs of using paper
records, paper storage, and paper transfer are also largely unknown.

When evaluating an EHR system it is important to establish whether the system being
testing isin fact such a system, what sort of EHR system it is and then how such a sys-
tem should be evaluated.

CPRI has devel oped three threshold criteriafor a EHR system:
1. The EHR system must acquire, store, transmit and retrieve data, information and
knowledge from multiple sources;

2. The EHR system must possess information processing tools that provide added
value in supporting decisions about patient management;

3. Caregivers must consult the EHR system astheir primary source of information
for patient care.
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7.4.2 EVALUATINGEHR
SYSTEMS

On the basis of information in this report and Health Online principles we can add the
following:

4. The data subject - the consumer - must be able to access and view information
stored in the record, information about who has accessed the record and what
purposes the record is used for beyond immediate patient care and when.

There are resources that have been developed for evaluation and testing of EHR
systems?102994 The UK NHS requirements for accreditation (RFA) of general practice
systems is a public document and contains test criteria for systems. The CPRI has
developed a comprehensive set of evaluation criteria for EHR systems as part of the
Davies Recognition Program which may be purchased but is not freely available.

Pure approaches to evaluation of computing systems are probably unrealistic as uptake
accelerates and the complexity of systems grows exponentially. Much of medical prac-
tice has not been evaluated adequately and our drive to ‘improve’ remains as unsatis-

fied and non-reflective as ever. Heathfield®X° makes the following statement about the
use of randomised controlled trials in the evauation of information technology in
health care.

Evaluations by means of randomised controlled trials have not yet
provided any major indication of improved patient outcomes or
cost effectiveness, are difficult to generalise, and do not provide
the scope or detail necessary to inform decision making. Heath-
field.

There are multiple axes of evaluation that might be considered in relation to the EHR3%
such as legal, organisational, financial, business, and health outcomes. The outcomes
may include improved diagnosis, more appropriate or effective treatment, fewer com-
plications, greater protection through preventative programs, more decisions that
adhere to evidence, less inconvenience.

In order to aid evaluation efforts, projects need to have clear and specific care related
objectives stated at start of implementation. It is then possible to assess performance
against these.

Where specific productivity or cost effectiveness gains are sought
through the use of information technology in hospitals, these can
generally be assessed with health economic techniques. When
clinical benefits are monitored, techniques such as randomised
controlled trials can be considered, but these are inappropriate
for assessing most information technology systems and there are
difficulties in quantifying improvements and associating them
directly with the use of the information technology system. New
methods combining economic and clinical evaluation are starting
to emerge and should inform devel opment of methods for assess-

ing i nformation technology systems'®.

A list of key resources for evaluation of EHR systemsis can be found in the Appendix
- Section 9.4 on page 127.
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Part 8 Conclusion

In essentials unity, in non-essentials liberty, in all things charity.

Obtaining a critical mass of [clinical] information online is
essential to achieve the maximum benefits from an integrated

patient record system. (Dayhoff3)

The benefits of anational approach to the EHR can be summarised as maintaining con-
sumer trust, maximising the efficiency of combined effort and enabling the transfer of
information. With concerted national endeavour involving consumers, health profes-
sionals, managers and the software industry, Australia is well placed to take part in
international efforts to achieve atruly beneficial EHR and, at times, lead this venture.
However, it is a long road. The current “system” in Australia is mostly paper-based
with a patchwork of incompatible electronic functions. If this development is strategic,
sensitively involves the stakeholders and is facilitated by national guidelines, itislikely
that costs and risks will be minimised and amuch earlier achievement of genuine bene-
fitswill result.

To ensure efficient and aligned effort it is necessary to decide what to achieve collec-
tively and how - in the essentials unity. These are largely the activities that are already
the focus of international groups and include:

e datatypes,

* vocabularies and Thesauri;

¢ natural language processing;

* datadictionaries and information models;
* messaging;

¢ application communications;

* electronic health record architectures; and
e clinical system architectures.

This work on the essentials will have to be adequately funded and provide solutions,
even interim solutions, quickly and with authority. The software industry needs to be
closely involved in this process - a process which must add to rather than detract from
their commercial development. There must be afair exposure to risk in this endeavour -
such that activities that are of benefit to society rather than the health professional, the
consumer or software provider should be funded with public money.

Having agreed what the common components will be, a national approach needsto pro-
vide no other constraints on the imagination of systems developers to provide what
consumers, health professionals, and managers want and need - in non-essentials lib-
erty. There is ample opportunity for commercial activity and profit around the imple-
mentation of the EHR - ingalation, adaptation, clinical applications, message
incorporation, and third party tools for audit and quality assessment.
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To ensure that we get there together, all parties will need to be generous and not let the
heady corporate environment of the current ‘gold rush’ in the information technology
industries get in the way - in all things charity. The best EHR will be produced through
cooperation of al parties, collective commitment to the approaches that show the most
promise, and open non-proprietary solutions.

Some things seem reasonably certain. A national approach in Australiawill do best if it
takes an evolutionary approach, particularly in hospitals. Experience from other set-
tings demonstrates that the best hospital systems are complex and require considerable
in-house adaptation or development to be acceptable to users. The centres that are
doing well now are the most likely to be doing well in a decade and human factors are
the most important element in EHR development. Different institutions and vendors
will take different approaches at times - they need to feel reasonably secure in the deci-
sions they take and not be stranded by centralised decisions. If sufficient numbers are
isolated then they will largely ignore these central decisions.

‘Healthy’ software development cycles are about three yearsin length and fundamental
changesin requirements set nationally need to take account of this. A national approach
needs to be heralded over a period of time that |ets devel opers take account of it in their
normal evolution. Rightly, they will be responsiveto their users needs - so it will help if
the national initiatives are expressed through users rather than centrally. This can bein
the form of requirements for accreditation, as in the UK, with certain funding being
dependent on following this national approach. The software industry should ideally be
amajor player in determining these requirements and the accreditation process.

Finally, it must be acknowledged that some key commentators may not yet be willing
to decide on how to move forward and may call for more research or training®'3. They
must be listened to in proportion to their knowledge and experience and their uncertain-
ties addressed in the national approach.

A part of any national approach must be the education of the stakeholders - consumers,
health professional's, managers and policy makers - in the important issues and difficul-
ties that need to be addressed. To do otherwise will leave a naive public and profession
beholden to those with the resources to propose solutions - large multinational corpora-
tions and the State. An editorial by Classen®’® in JAMA about clinical decision support
states:

This should be a clarion call to medical schools to develop active
research and training in medical informatics and to professional
societies to get deeply involved in the process of development,
implementation and evaluation of this potent new medical soft-
ware.

We need to understand what constitutes and fosters wellness. We
need to know what gives real benefits and desirable outcomes. We
can look to technology for tools that may help us do all these
things, but we cannot look to technology for direction. The only
way we can succeed is to define our values with precision and to
make those values drive our decisions and our strategies.

(Ba||289)

The EHR is not an end in itself, rather a means to improve the quality and cost-effec-
tiveness of health care offered to Australians in a secure environment. The data col-
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lected should enable health professionals, managers and consumers to be reasonably
sure that these outcomes are being achieved. Just so, the Australian approach to the
EHR should take into account that it will (to some considerable extent) shape the health
care system of the future. The role of government in this enterprise is open to debate,
but should avoid the extreme pitfalls of lack of regulation on one hand and ownership
of personal health information on the other.

The ScopeEPR project* from the UK raises issues that must be taken into account when
initiating a national approach. These are:

¢ Learning from wider experience;
¢ Avoiding unnecessary reinvention;

e Enabling communication and integration - only possible with a national
approach;

* Accessing and investing in shared knowledge resources - via the internet;

* Working with global markets - there are opportunities for Australia;

* Put effort into solutions that may be shared; and

¢ Monitoring international legislation - being compatible will benefit patients.

INITIATIVES OF IMPORTANCE TO AUSTRALIAN EHR DEVELOPMENTS

Standardised
terminology and
data dictionary

Standardised
messages and
communication

There are a number of initiatives around the world that warrant close attention in for-
mulating this national approach.

* The WHO ICD-10-AM - the Australian standard for hospital coding.

e The WONCA ICPC-2 and Australia’s ICPC-2-Plus for Australian general prac-
tice.

* The American College of Pathologists SNOMED-CT, the merging of USA’s
SNOMED and UK’s NHS Clinical Terms - (formerly the Read Codes).

e TheUS National Library of Medicine sUMLS - registering all vocabulariesin a
common thesaurus.

* The Australian National Health Data Dictionary may be extended to include pri-

mary care items through the current General Practice information modelling
project that is under way.

Only SNOMED-CT offers a reasonable range of clinical termsfor use across all levels
of medical care. UMLS provides away of linking more succinct vocabularies for spe-
cific purposes. GALEN may offer natural language processing in the future but, as with

voice recognition, remains largely in experimental use at present.

* HL7 messaging is the nominated standard in Australia - including the LOINC
terms for labelling data.

* PIT is the Australian default standard that is widely used for pathology mes-
sages and more recently for radiology - due to its ease of use - but has major
limitations.

¢ UN EDIFACT isthe standard for financial messagesin Australia.

* The Open Management Group’s (OMG) CORBA-Med specification for com-
munication between applications.
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Standardised
record
architecture

* The World Wide Web Consortium (W3C) is developing specifications that are
likely to see their eXtensible Mark-up Language (XML) alter the approach to
standards, particularly for simple messages.

* The Good Electronic Health Record (GEHR) currently being trialed in Austral-
ian general practice.

e HL7 Patient Record Architecture - an XML document structure for messages
and patient records.

* CEN, the European Standard’s body health record architecture for communica-
tion - a development of the original GEHR specification aimed at federating leg-
acy health information systems.

The International Standards Organisation has a number of committees that debate and
ratify potential standards for use in health informatics.

Finally, all these initiatives co-exist and interact at some point. Choices made at one
level will impact on choices made another level. Evolving work in decision support and
pharmaceutical databases will also be critical to the success of an Australian EHR
development.

FIGURE 8.
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124 of 128



Appendix

Part 9 Appendix

This appendix contains further information on key texts, European projects impacting
on EHR developments, and useful documents from Canada Health. Some key
resources for evaluation of EHR systems are listed.

9.1 KEY TEXTS ON THE EHR

Murphy, G., Hanken, A. M., and Waters, K. A. Electronic health records: changing
the vision. W.B. Sanders Company, Philadel phia, 1999. |SBN:0-7216-7386-4.

Dick, R. S., Steen, E. B., and Detmer, D. E. The computer-based patient record: an
essentail technology for health care. National Academy Press, Washington, USA,
1997. ISBN:0-309-05532-6.

Sampford K. Access to Medical Records. Research Bulletin N06/99. 1999. Brisbhane,
Queendand Parliamentary Library.

9.2 UK INVOLVEMENT IN EUROPEAN PROJECTS

In addition to the core projects of the NHS, a number of UK healthcare, academic and
industrial organisations have led or participated in EU funded R&D projects in this
field. The Health Telematics Research and Development programme of the European
Union has recognised many of the health informatics challenges in the development of
EHCR systems and sought to address them on a large scale through a set of multi-
national projects over the past decade®*%3%, The main projects on electronic healthcare
records have been the Good European Health Record and Synapses projects.

The very extensive investigations of user and enterprise requirements that have taken
place over severa years have sought to capture the diversity and specialisation across
primary, secondary and tertiary care, between professions and across countries. These
reguirements have been distilled and analysed by expert groups across Europe in order
to identify the basic information that must be accommodated within an EHCR architec-
tureto:

» capture faithfully the original meaning intended by the author of a record entry
or set of entries;

* provide aframework appropriate to the needs of professionals and enterprisesto
analyse and interpret EHRs on an individual or population basis; and

* incorporate the necessary medico-legal constructs to support the safe and rele-
vant communication of EHR entries between professionals working on different
Sites.

The most detailed review of this domain has been published by the GEHR
project®:304:305 gnd this set of requirements has informed the subsequent work of CEN
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PrENV 12265%% and the Synapses project®®. The work on EHR requirements is now
being taken forward through a new Work Item within ISO/TC 215.

GEHR has published the requirements and information models that should underpin a
comprehensive sharable EHR. Synapses has tackled the problems of sharing data
between autonomous information systems through the development of middleware
servers. Synapses utilises the methodology of database federation to a standard and
comprehensive schema (the federation healthcare record architecture), mediated and
managed through a set of middleware services. The emphasis of Synapses has been to
facilitate data sharing between a set of federated clinical systems via the Server. The
Synapses specifications arein the public domain, and have fed directly into recent CEN
EHR standards.

FIGURE 9.
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9.3

The preservation of clinical meaning within the EHR also hinges on use of shared or
compatible terminologies for capturing clinical statements. The EU GALEN project
has pioneered work in the formal representation of clinical concept models, and their
cross-mapping to classification systems such as ICD and Read™®. Further work is
being undertaken in the UK, under the auspices of the NHS, to explore the extent to
which clinical meaning and other kinds of context®®” can be represented reliably
through record headings®®. New collaborative work with the SNOMED organisation
in the US will yield a new terminology for the NHS in a couple of years.

Electronic healthcare communications must take place within an appropriate profes-
sional and technical security framework. The EU Projects SEISMED®® and ISHTAR
(http://ted.see.plym.ac.uk/ishtar/) have investigated the clinical and legislative require-
ments and the available products across Europe. Thiswork hasinformed drafting of the

EU Data Protection Directive® and related national |egislation on patient-rel ated data.

Newer EU projects, such as SynEx3'° and Prompt3!! are developing methods for inte-
grating clinical protocols and medical knowledge environments with patient records
systems.

CANADIAN DOCUMENTS

Only Health Canada and the Canadian Institute for Health Information have a national
mandate with respect to healthcare informatics. Literature from Ontario is also included
asit reflects the most current thinking for EHRs in Primary Care settings.

126 of 128


http://ted.see.plym.ac.uk/ishtar/

Appendix

Health Canada

Canadian Institute
for Health
Information

Ontario Medical
Association

Ontario Ministry of
Health and Long
Term Care

9.4

An Agenda for the Future: A National Electronic Health Records System, Endure
Siman, Health Canada
http://www.hc-sc.gc.ca/ohih-bsi/available/coach4 e.pdf

Advisory Council on Health Infostructure Final Report "Canada Health Infoway: Paths
to Better Health"
http://www.hc-sc.gc.ca/ohih-bsi/available/index_e.html

Additional documentsthat are available viathe Internet can be found at:

http://www.hc-sc.gc.ca/ohih-bsi/avail able/documents _e.html

Health Information Needs in Canada, 1998 Canadian Institute for Health Information,
Statistics Canada, Health Canada CIHI
http://www.cihi.ca/wedo/infonds.htm

Health Information Roadmap: Beginning the Journey
http://www.cihi.ca/pdf/eng-beg.pdf

Health Information Roadmap: Responding to Needs

http://www.cihi.ca/pdf/eng-resp.pdf

Primary Care Reform, A Strategy for Stability
http://www.oma.org/pheal th/pcare/pcare.htm

Minimum Functional Requirements for a Clinical Management System
http://www.gov.on.ca/M OH/english/pub/pricare/cms/cms.html

KEY RESOURCES FOR EVALUATION OF EHR SYSTEMS

Drummond MF. Economic analysis alongside controlled trials: an introduction for clin-
ical researchers. Y ork: Centre for Health Economics, 1994.

Drummond MF, O’Brien BJ, Stoddard GL, Torrance G. Methods for the Economic
Evaluation of Health Care Programmes. Oxford University Press, 1997

Van Gennip EMSJ, Tamon JL, eds. Assessment and evaluation of information tech-
nologies in medicine. Oxford: 10S Press, 1995.

NHS Cetnre for Reviews and Dissemination. Undertaking systematic reviews of
research on effectiveness: CRD guidelines for those carrying out or commissioning
reviews. York: University of York, 1996 (Report No 4).
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